DNSSEC

Ochrana proti vycteni obsahu zény

Jan Vceldk e jan.vcelak@nic.cz ® 31. kvétna 2016
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DNSSEC

e Autentizace a integrita zénovych dat

RFC 4033, 4034, 4035

e Pouziva kryptografii verejnym klicem

e Navrzeno pro offline podepisovani

e Nové typy zaznamu:

DNSKEY — data verejného klice

RRSIG — podpis zdznamu

DS — otisk klice delegované zdny

NSEC — ukazatel na dalsi zaznam
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Podepisovani zaznamu (1)

example.org. MX 10 mail.example.org.
example.org. AAAA 2001:db8::1

www.example.org. AAAA  2001:db8:100:1
AAAA 2001:db8:200:1

mail.example.org. AAAA 2001:db8::2
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Podepisovani zaznamu (2)

example.org. MX 10 mail.example.org.
RRSIG MX ..

example.org. AAAA 2001:db8::1
RRSIG AAAA ..

www.example.org. AAAA  2001:db8:100:1
AAAA 2001:db8:200:1
RRSIG AAAA ..

mail.example.org. AAAA 2001:db8::2
RRSIG AAAA ..

example.org. RRSIG MX 13 2 60 20160613114720 20160530114720
11685 example.org.
0c980nNguC8rT/+CRqtLS370GIe8nl7a6DpglLa8VIW4xK
VIBP/MtdTBB9ANsOurh6LcmVvypODBbxJVr8aI0t8Q==
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Popreni existence jména

1. Vezmeme vSechna jména v zoné:
example.org www.example.org mail.example.org
2. Vypocitdme hash kazdého jména:

H(example.org) = jgobvjps28
H(www.example.org) = 17kgftt9rd
H(mail.example.org) = plcgc8lh6p

3. Sefadime hashe:
17kgfttord — jgobvjps28 — plcgc81lh6p
4. Vytvofime ,NSEC" zaznam pro kazdou po sobé jdouci dvojici hash:

NSEC: 17kgftt9rd > jgob6vjps28
NSEC: jgob6vjps28 > plcgc8lh6p
NSEC: plcgc8lh6p > i7kgfttord
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Popreni existence jména s NSEC

* Nehashuje jména v zéné
® Sefazena jména:
example.org — mail.example.org — www.example.org

e Vytvorené NSEC zaznamy:

example.org. NSEC mail.example.org. ..
mail.example.org. NSEC www.example.org. ..
www.example.org. NSEC example.org. ..

e Dotaz na neexistujici jméno:

$ kdig +dnssec jabber.example.org

;3 —>>HEADER<<- opcode: QUERY; status: NXDOMAIN; 1id: 17418
example.org. NSEC mail.example.org. ..

example.org. RRSIG NSEC 13 2 60 20160613114720 ..
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Vycteni obsahu zény s NSEC

e Zranitelnost” kterou zavadi DNSSEC

* Pro kazdé jméno v zéné staci jeden dotaz na server:

1. $ kdig +short example.com NSEC

mail.example.org. NS SOA MX AAAA RRSIG NSEC DNSKEY

2. $ kdig +short mail.example.com NSEC
www.example.org. AAAA RRSIG NSEC
3. $ kdig +short www.example.com NSEC

example.org. AAAA RRSIG NSEC
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Popreni existence jména s NSEC3 (1)

e RFC 5155

e Alternativa NSEC (nikoli ndhrada)

e Jména jsou hashovana funkci SHA-1

e \olitelné sdl, volitelné vice iteraci

e Nové typy zaznamu:
- NSEC3 — ndhrada NSEC pouzivajici hashovana jména
- NSEC3PARAM — parametry pro hashovani
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Popreni existence jména s NSEC3 (2)

e Parametry pro hashovani:

example.org. NSEC3PARAM 1 0 10 CO1DCAFE
* Hashe jmen v zéné:
example.org — JGO6VIPS28F77L9B9200MHITRRITAJIBD
www.example.org — I7TKGFTTORDLD87MKOO4U761NOGDPUP8B
mail.example.org — P1CGC8LH6P81PEEUOBR7G4BFBCFLU4AM
e Vysledny NSEC3 retéz:

I7TKGFTT9.example.org. NSEC3 1 0 10 CO1DCAFE JGO6VIPS ..
JGO6VIPS.example.org. NSEC3 1 0 10 CO1DCAFE P1CGC8LH ..
P1CGC8LH.example.org. NSEC3 1 0 10 CO1DCAFE I7KGFTT9 ..
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Popreni existence jména s NSEC3 (3)

* Dotaz na neexistujici jméno:

$ kdig +dnssec jabber.example.org

;3 —>>HEADER<<- opcode: QUERY; status: NXDOMAIN; id: 18949
plcgc8lh...example.org. NSEC3 1 0 10 CO1DCAFE I7KGFTTO..
plcgc8lh...example.org. RRSIG NSEC3 13 3 60 20160613183207...

e Vlypocet hashe dotazovaného jména:

$ knsec3hash cO@ldcafe 1 10 jabber.example.org
7501MHAPQLNKL6J5R5JFBI7FQ3CCUQRT
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Vycteni obsahu zény s NSEC3

A\YARL A Vay 4

Offline Utok pomoci slovniku nebo hrubou silou

e \Wander, M., Schwittmann, L., Boelmann, C., and T. Weis, GPU-Based NSEC3

Hash Breaking, in IEEE Symp. Network Computing and Applications (NCA),
2014.

e Bernstein, D., Nsec3 walker, 2011, http://dnscurve.org/nsec3walker.html.

$ collect example.org > example.org.collect

$ unhash < example.org.collect

plcgc8lh.. mail.example.org.

found 1 names (33%) using 229919 hash computations
17kgftt9.. www.example.org.

found 2 names (66%) using 575464 hash computations
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http://dnscurve.org/nsec3walker.html

Popreni existence jména s NSECS5 (1)

e Pouze navrh, https://datatracker.ietf.org/doc/draft-vcelak-nsec5/

e Pouziti ,hashovaci funkce s verejnym klicem”:

- EC VRF (Verifiable Random Function), kfivky secp256r1 a Ed25519
- RSA FDH (Full Domain Hash)

e Nové typy zaznamu:
- NSEC5KEY — verejny kli¢ pro ovéreni NSECS hash

- NSEC5PROOF — dukaz spravnosti hashe, syntetizovan za béhu
- NSEC5 — ekvivalent NSEC a NSEC3
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https://datatracker.ietf.org/doc/draft-vcelak-nsec5/

Popreni existence jména s NSECS5 (2)

* Dotaz na neexistujici jméno:

$ kdig +dnssec jabber.example.org

;5 —>>HEADER<<- opcode: QUERY; status: NXDOMAIN; -1id: 3123
jabber.example.org. NSEC5PROOF 13893 mRXmnCOlChdrcrNca..
rvo53a7j...example.org NSEC5 13893 0 VA8VPGO2..
rvo53a7j...example.org RRSIG NSEC5 13 3 60 20160613183207 ..

e QOvéreni hashe:

$ kdig +dnssec example.org NSEC5KEY > nsec5key
$ nsec5hash nsec5key jabber.example.org mRXmnCOlChdrcrNca..
T58GPMSOI3556B2FCB7DILID2N51BOUISR5JFBI7TFQ3CCUQRTAS8YV

e Vycteni zény je stejné narocné, jako bez DNSSEC
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Popreni existence s online podepisovanim (1)

e Myslenka: Vymyslet si NSEC/NSEC3 a podepisovat je za béhu

e Podepisovaci kli¢ musi byt na vSech serverech

RFC 7129 (informacni):

- Minimally Covering NSEC Records
- NSEC3 White Lies

e https://datatracker.ietf.org/doc/draft-valsorda-dnsop-black-lies/:
- Compact DNSSEC Denial of Existence (Black Lies)

Knot DNS pouziva v modulu pro online podepisovani metodu Black Lies
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https://datatracker.ietf.org/doc/draft-valsorda-dnsop-black-lies/

Popreni existence s online podepisovanim (2)

e Minimally Covering NSEC:

$ kdig +dnssec jabber.example.org
;3 —>>HEADER<<- opcode: QUERY; status: NXDOMAIN; 1id: 27146
jabbeqg\255..\255.example.org NSEC \000.jabber.example.org ..

e NSEC3 White Lies:

$ kdig +dnssec jabber.example.org
;3 —>>HEADER<<- opcode: QUERY; status: NXDOMAIN; id: 11204
aods75b3..3kd.example.org NSEC3 1 0 - AODS75B3..3KF ..

e Black Lies:

$ kdig +dnssec jabber.example.org
;3 —>>HEADER<<- opcode: QUERY; status: NOERROR; 1id: 41805
jabber.example.org. NSEC \000.jabber.example.org ..
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Shrnuti

e DNSSEC umoziuje vycist obsah zdény. Vadi to?

e Zranitelné” metody:

- NSEC
- NSEC3
o Bezpecné” metody:
- NSEC5
Minimally Covering NSEC
NSEC3 White Lies
Compact DNSSEC Denial of Existence (Black Lies)
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Dékuji za pozornost!

Jan Vceldk e jan.vcelak@nic.cz
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