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A Cornucopio of Malware

e “500,000 new malware per day [1][2].
e [P address? domains?

o The pro+oco|s used to communicate are considerable less.

e The behaviors in the networks, the how, are even less.

[] h’r’rps://www.ov—‘resf.o rg/e n/statistics/malware/
[2] h’r’rp://b|og.’rreno| micro.com/malware-1-million-new-th rea’rs—emerging—doﬂy/


https://www.av-test.org/en/statistics/malware/
http://blog.trendmicro.com/malware-1-million-new-threats-emerging-daily/

Stratosphere [PS

e Work with flows, not data.
e Model network behaviors as a string of letters.

o 1flow =>» 3 features
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Behavior of some
Usual Suspects. Demo

® G eO CI O  (https//mcfp felk.cvut.cz/publicDatasets/ CTU-Malware-Capture-Botnet-122-1/)

e 14 C&C IPs
e Freg: 3:20mins and 17:20mins

® Up0+re (ths://mch.fdkcvu’r.cz/pub|icDo’rose+s/CTU-Mo|wore-Cap+ure-Bo’rne’rJéQ-]/)
e 50 C&C IPs
e | minute between one IP and the next.

o Freq: 34mins _exocHy_ again fo the same |IP.


https://mcfp.felk.cvut.cz/publicDatasets/CTU-Malware-Capture-Botnet-162-1/
https://mcfp.felk.cvut.cz/publicDatasets/CTU-Malware-Capture-Botnet-162-1/
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W hat to do with these

behaviors?



Markov Chains Models

e Create, train and store a Markov Chain models



Behavioral Detection

Trained Simi|ori’ry to
Markov Models Unknown Traffic
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Conclusion

e Malware can have very identifiable behaviors.

® T|’1€ oe

e The be

Naviors are usefu

Naviors are usefu

for ana|ysis and verification.

for detection.

e Behavioral Machine Leqrning is improving.

° Sh’CI'I'OSthI’@ IS O]C]CQFQCI as d Free C|OUCI-bCIS€CI service

for NGO:s.
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Questions? And Thanks!

Interested in co||oboro+ing?
Sebastian Garcia
sebastian.garcia@agents fel.cvut.cz

@eldracote

ths://erroJrosphe reips.org

11


https://stratosphereips.org/

