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Specifické podminky NRENu

@ dostatecné dimenzovana paterni sit
@ velka variabilita legitimniho provozu
@ 2adné filtrovani?
- e — foany

®  uzel (PoP) —— 1-2,5Gb/s
O  uivatel (user) <1Gb/s

/ ' SANET P -
AGONET 28 7% CESNET

kromé povinnych (BCP 38) ¢i vyzadanych klientem
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Typicky tydenni provoz
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@ zabava teenagerl
e Utraceni kapesného za (D)DoS-as-a-Service
e cilem zejména herni a TeamSpeak servery spoluzakd
e velky problém pro provozovatele VPS

@ hacktivismus
e rozbijeni nepopularnich sluzeb
e predpovéd DoSl v blizké budoucnosti:

@ systém elektronické evidence trzeb
@ stranky MF CR se seznamem blokovanych internetovych stranek

@ kratké trvani Utokd (méné nez pét minut)
e Casto nedetekované monitoringem

e zasadnim zplsobem narusi real-time sluzby .
e lidé si dnes vsimaji rychleji nez monitoring %%;% CEsNET
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fiklad kratkodobého zaplaveni UDP pakety

Notification

Detected

Dytes>=1024, targets

period of 5 seconds

Flos time range [GHT]
Floys tine range [local]

+ 15/12/17 09:33:02-15/12/17 09:34:03
+ 15/12/17 10:33:02-16/12/17 10:34:03

- UDP from external networks and port 0,53,123,161 to internal IPS,
- DETECTED traffic anomaly
+ 195,113 JJJ (dest. 7) - found 78 (Linit 250) flovs within

126
116
106
0356
08
076
06
0sc
04
036
026
o1

06700 200

61.85.1.79

96.90.226.11

50.241.253.129
186.215.207.138
46.188.59.141

202.114.238.116
117.102.65.174
217.128.111.66
219.222.224.6
163.29.216.61

112.160.7.249
219.223.18.20
123.57.177.192
218.244.142.146
24.111.41.107
187.141.38.238

udp(17)/0
udp(17)/0
udp(17)/0
udp(17)/0
udp(17)/0
udp(17)/0
udp(17)/0
udp(17)/0
udp(17)/0
udp(17)/0
udp(17)/0
udp(17)/0
udp(17)/0
udp(17)/0
udp(17)/0
udp(17)/0

el /0

'V VVVVVVVVVVVVVYV

--> 195,113, udp(17)/0 :
195,113, udp(17)/0 :
195,113, udp(17)/0 :
195,113, udp(17)/0 :
195,113, udp(17)/0
195,113, udp(17)/0
195,113, udp(17)/0
195,113, udp(17)/0
195,113, udp(17)/0
195,113, udp(17)/0
195,113, udp(17)/0
195,113, udp(17)/0
195,113, udp(17)/0
195,113, udp(17)/0
195,113, udp(17)/0
195,113, udp(17)/0 :

anr_aan el n

. 13477647

. 13262153

. 13569874

6113015
4732764
1576588
3466937

9227596
367793

4589202
2143761
952083

2836849
749959
5840435
620221

00 0D 00 00 U0 00 00 00 00 00 00 00 0 00 U0 WO

5436 p,
4694 p,
1330 p,
3132 p,
11460 p,
7946 p,
331 p,
11194 p,
4038 p,
2038 p,
819 p,

11424 p,
2499 p,
698 p,
5325 p,
479 p,

1124,
1008.
1185.
1106.
1176.
1161,
1111,
1184,
1136.
1051.
1162.
1187.
1135,
1090.
1096.
1294,

54286239882 Bpp,
5820195995 Bpp
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82463465553 Bpp,
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Trendy v (D)DoS

@ pouziti bezespojovych protokoll, ¢asto v kombinaci s falSovanim
zdrojovych adres a odraznym/zesilujicim Utokem
e TCP SYN flood
e DNS
o NTP
e SNMP
@ SSDP

@ DNS dotazy na ndhodné subdomény

e pouziti ORR v kombinaci s botnetem nebo falSovanim zdrojovych adres
e cilem je pretizit autoritativni servery daného doménového jména

e zpétny rozptyl na rekurzivni resolvery
e s CESNET
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ProC operatori neimplementuji BCP 387

@ ¢im blize ke koncové siti, tim je to snazsi

@ jednoduchy urpf-check nefunguje pri multihomingu

@ vyrobci sitovych prvkl ¢asto stale nepodporuji automatické
filtrovani kompatibilni s multihomingem (Feasible Reverse Path
Forwarding - BCP 84)

@ uvolnéna kontrola RPF-1oose je neucinna

@ naSe reseni: ACL na zakaznickych portech

@ rucne spravované
@ nachylné na chyby
e nejspiSe prilis nadkladné pro vétsinu ISP

FFR s00s auis
% 2% CESNET
e i
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Zkusenosti s DoS v siti CESNET?2

@ klientsky router ohlasuje /16, ale pouze /17 je dale zpracovéno
e pakety do zbyvajicich /17 se vraci zpét do patere
o klientska linka je pretizena

@ souhrny tok pfi Utoku dokaze snadno zahltit 10Gbps pripojku

Bit rates [bps]

'"F’"F 2013/12/1810:32:15 ... 2013/12/18 12:32:15
min=1.358M
max=3.364M 206
avr=2.331M 10 G
Output
min=2.491M LR 1100 12: 00 g

max=14.657G

avr=3.,154G %ﬁ:’%
758 I¥ CESNET
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Prijata protiopatreni

@ RTBH pro klienty
e utoky mifi na malé mnozstvi IP adres
e zahozeni provozu jiz v pateri brani pretizeni klientské linky
e pripravujeme jemnéjsi RTBH zalozené na BGP Flowspec
@ omezeni rychlosti uréitych protokoll na vnéjSim perimetru sité
e pro bezespojové protokoly jako NTP, SNMP,...
e typicky NTP provoz ~2 Mbps
e rlizné velikosti paketl pro normalni provoz a pro Utok
@ omezeni rychlosti DNS odpovédi pro rizné sité

e samostatné fronty pro skupinu /16
e véetné omezeni Cetnosti IP fragmetd (!)

FFR s00s auis
% 2% CESNET
e i
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Remotely triggered black hole filtering

@ distribuce smeérovacich pravidel protokolem BGP

@ smeérovani nezddouciho provozu do ¢erné diry hned u zdroje
@ misto zahozeni mozno presmérovat na IPFIX sondu k analyze
@ moznost redistribuce pravidel do Tier-1 (TeliaSonera)

@ povinné v ramci klubu FENIX

7 «——  Atacktaffic
<ee-=- Original path of attack trafic
«——  BGPupdates

PR — a
O s FFR s00s auis
% # CESNET

Zdroj: Cisco
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http://www.cisco.com/warp/public/732/Tech/security/docs/blackhole.pdf

GEANT Firewall-on-demand

@ sluzba provozovatele panevropské akademické patere
@ kazdy NREN mize nastavovat pravidla pro své adresy
@ pravidla jsou aplikovdna v celé patefri

DDoS attack launched from
compromised systems (bots)

% 1996-2016

CESNET

Zdroj: GEANT
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http://www.geant.org/Networks/Network_Operations/PublishingImages/Pages/Firewall-on-Demand/Firewall on Demand User Guide.pdf

Unwanted Traffic Removal Service

@ komunitni sluzba zajistovana organizaci Team Cymru

@ centrdlni BGP route server

@ operatori jeho prostrednictvim sdili adresy, na které si nepreji
pfijimat provoz

@ participujici operatori zahazuji provoz pro dané adresy uz ve své siti

<)UTRS

Unwanted Traffic Removal Service ”‘“}} skier
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Praktické

nasazeni QoS - NTP

Packet rates per class - Input

) min=37 515k max=2.184M
Unicasts o220 300k [eps]
. Min=0000 max=32.841m nel
Multicasts v 002 [pps]
min=0.000 max=21.206m
Broadeasts o6 905 [pos]

Discards [pps]

Input discards
min=0.000
max=1 667M
aw=276.862

Output discards
min=0.000
max=16.169k
ar=164.399

[QoS]
[classmap] Policy-NTF' (matchAny)

Packets and queue based statistics

to executing QoS
policy

Dropped packets per
class

Dropped packets due

to a lack of SRAM
buffers

[pps]

avr=952.372

min=0.000
max=1645M  [pps]
ar=278270

min=-nan max=-

nan av=-nan [pos]
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Praktické nasazeni QoS - NTP - detail

2016/03/17 0:00 ... 2016/03/20 23:59

Byte count based statistics

Inbound bytes prior to  min=234.789k
executing QoS policy
outbound bytes after
executing QoS policy

mi
Dropped bytes per class 7"~ 000 ™

Packets and queue based statistics
Inbound packets prior to
executing QoS policy

mi
Dropped packets per class 1=
Dropped packets due to a mi
lack of SRAM buffers avr=-nan

207k

Bit rate based statistics

min=233.216k
Max= 19 465M
awr=717 944k

Traffic bitrate after
executing QoS policy
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Priklad zesilujiciho Utoku pomoci DNS

nula v Cisle portu oznacuje

IP fragmenty

o) >|| SrciP
1. | 1415731
2. | 1415731
3. 1211129
41211129
5 | 1211162
6. | 1211162
7. 12186104
8. | 13615238
9. | 1361523
10. | 136619
N, | 136819
12| 136619
13| 136819
14 136619
15, | 1.55.240.156
16. | 155.247.23
17. | 155.247.236
18. | 164.40.35
19. | 164.4035
20| 16416149
20| 16416149
22| 1.64.168.108
23| 1.64.166.108
24| 1179131145
25| 1.179.136.166
26. | 1.179.136.166
27, 1.179.138.90
26| 1179141231

Dst-IP

195.113.x.x
195.113.0.x
195.113.0.x
195.113.x.x
195.113.0.x
195.113.x.x
195.113.0.x
195.113.x.x
195.113.0.x
195.113.0.x
195.113.x.x
195.113.0.x
195.113.x.x
195.113.0.x
195.113.x.x
195.113.0.x
195.113.0.x
195.113.x.x
195.113.0.x
195.113.1.x
195.113.0.x
195.113.x.x
195.113.0.x
195.113.0.x
195.113.x.x
195.113.0.x
195.113.1.x
195.113.0.x

Protocol

Sre-Port

0

domain (53)
0

domain (53)
0

domain (53)
0

0

domain (53)
0

domain (5.
domain (5.
domain (5.
domain (5.
0

0

domain (53)
0

domain (53)
0

domain (53)
0

domain (53)
0

0

domain (53)

3)
3)
3)
3)

Dst-Poit
0

4444

0

52670

0

55838
0

0
4841
0
4444
6800
9733
34344

Flow-Start [CEST]

16/03/17 05:44:13.193
16/03/17 05:44:24.243
16/03/17 05:44:43 167
16/M03/17 05:47:02.155
16/03/17 05:45:36.179
16/03/17 05:.47:01.276
16/03/17 05:44:47 264
16/03/17 05:46:56.947
16/03/17 05:47:04.056
16/03/17 05:46:54.931
16/03/17 05.46:57.477
16/03/17 05:47:03.878
16/03/17 05:47:00.895
16/03M17 05:47:02.202
16/03/17 05:45:16.285
16/03/17 05:44:47.234
1B/03M17 05:47:01.242
16/03/17 05:46:51.207
16/03/17 05:47:01.819
16/03/17 05:46:57.999
16/03/17 05:47:02.348
16/03M17 05:46:55.811
16/03/17 05:46:53.971
16/03/17 05:45:00.162
16/03/17 05:44:53.154
16/03/17 05:44:29.195
16/03/17 05:45:06.188
16/03/17 05:46:21.179

Flow-End [CEST]

1B/03/17 05:48:44.764
16/03/17 05:48:41.764
16/03/17 05:47:44.582
16/03/17 05:47:02.155
16/03/17 05:47:42.753
16/03/17 05:47:01.290
16/03/17 05:47:43.131
1B/03/17 05:47.07.083
16/03/17 05:47:04.076
16/03/17 05:47:04.856
16/03/17 05:47:06.080
16/03/17 05:47:03.878
16/03/17 05:47:00.895
16/03/17 05:47:02.214
1B/03/17 05:47:43.074
16/03/17 05:47:43.032
1B/03A17 05:47:01.277
16/03/17 05:47:13.996
16/03/17 05:47:01.819
1B/03/17 05:47.08.444
16/03/17 05:47:02.349
1B/03A17 05:47:05.931
16/03/17 05:47:04.865
16/03/17 05:47:45.017
16/03/17 05:49:53.986
16/03/17 05:49:11.872
1B/03/17 05:47:43.639
16/03/17 05:47:43.610

Bytes-measured | Pkis-measured | Avr-Phkt-Length

6.460 MB
4.989 MB
3.522 MB
1.418 KB
2.563 MB
18.434 KB
2.866 MB
29.893 KB
2.883 KB
51634 KB
24504 KB
1.441 KB
1.441 KB
2.883 KB
1.600 MB
1.278 MB
8.789 KB
52222 KB
1.441 KB
15.345 KB
1.457 KB
45126 KB
23.062 KB
2.905 MB
0.368 MB
1.917 MB
3.100 MB
1671 MB

5.134 kp
3506 kp
2750 kp
1.000 p
2.003 kp
13.000 p
2236 kp
22.000 p
2.000 p
39.000 p
17.000 p
1.000 p
1.000 p
2.000 p
1.256 kp
1.007 kp
6.000 p
40.000 p
1.000 p
12.000 p
1.000 p
34.000 p
16.000 p
2286 kp
0.282 kp
1.340 kp
2.436 kp
1.247 kp

1319.47
1492
1343.03
1452
1341.93
1452
134399
1391.68
1476
1355.72
1476
1476
1476
1476
1335.79
1330.66
1500
1336.88
1476
1309.42
1492
1359.09
1476
133253
1367.35
1500
1334.27
1321.38

FFR s00s auis
% # CESNET
e 4




Fragmentovany provoz behem zesilujiciho Utoku

Bytes-estimated: sums/period
Summary
In graph 96.227 GB | 100.00%
Rest of results  0.000 GB NA @
Total 96.227 GB  100.00%
0GB
48 GB
36 GB
24 6B
12 6B
0GB
- o
Protocol Sre-Port Flow-Start Flow-End Bytes-estimated
0= udp(17) | O 16/03/17 05:42:50.184 | 16/03/17 05:49:59 926 59.783 GB
2= | udp (17) | domain (53) | 16/0317 05:42.61.195 | 16/03/17 054959616 |  36.444 GB CESNET
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Zaver

@ DoS utoky jsou stdle Castéjsim jevem
e a bude hire...
o kratké trvani komplikuje manualni zmirfovani
e budoucnost patfi automatizovanym proti-DoS opatrfenim
@ sitovy hardware stale nepodporuje nékteré klicové funkce

e pozadujte Feasible Reverse Path Forwarding - BCP 84 pfri pristi
obméné hardwaru

@ podporujme komunity jako FENIX

e sdileni zkuSenosti

@ vzdjemnda vypomoc

e autoregulace misto regulace

e osobni divéra %:%

s CESNET
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Dékuji za pozornost

Ondrej Caletka
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