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Pracovni skupina dprive (DNS Privacy

Exchange)
Standardy

RFC7816: QNAME Minimization
RFC7858: DNS over TLS (TCP)

RFC7830: EDNSO Padding

Internetové drafty
DNS over DTLS
Authentication and (D)TLS Profile for DNS-over-(D)TLS

Padding Profiles for EDNS(0)



QNAME Minimization - Klasické DNS
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QNAME Minimization - minimalizace

informaci
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QNAME Minimization

Predavame minimum potrebnych informaci

Kdy zastavit minimizaci?
Ve chvili, kdy jsme iterovali pres vsechny labely
DoS vektor (a.b.c.d.e.f.g.h.....)
IPv6
=> Omezeny pocet iteraci
Pokud dostaneme jiny RCODE nez NOERROR
NXDOMAIN

www.whitehouse.gov -> gov.edgekey.net. IN NS -> NXDOMAIN

RFC8020: NXDOMAIN: There Really Is Nothing Underneath
REFUSED

SERVFAIL


file:///home/drozum/in/www.whitehouse.gov

QNAME Minimization - Test

$ kdig IN TXT gnamemintest.internet.nl.
QNAME Minimization zapnuta:

"HOORAY - QNAME minimisation is enabled on your resolver :)!"

QNAME Minimization vypnuta:

"NO - QNAME minimisation is NOT enabled on your resolver :("

Stav implementaci
Knot Resolver - standardné zapnuto
Unbound - standardné vypnuto
BIND - 9.127

PowerDNS Recursor - 4.1.0?



DNS over TLS

Zabezpeceni kanalu mezi:
stub (koncovym klientem) a rekurzivnim serverem
stub a forwardujicim serverem

forwardujicim a rekurzivnim serverem

Pridélen port 853

Kvili deep packet inspection

Catchall firewally (hotelové sité)
Klasické TLS (1.x)

Volitelné ovéereni druhé strany (draft-ietf-dprive-dtls-and-tls-profiles)
Oportunistické (kdyz je, tak je)
Striktni

PKIX



DNS over TLS - Stav implementaci

Serverova strana
Knot Resolver
Unbound
Libovolny DNS server s TLS Proxy
Nginx
HAProxy
stunnel

https://portal.sinodun.com/wiki/display/TDNS/DNS-over-TLS+test+servers

Klientskd strana
Knot DNS kdig
drill (Idns)

digit (https://ant.isi.edu/software/tdns/digit/index.html)

~NakA A~ (Il AEAl s~ nt s ~F 7))


https://portal.sinodun.com/wiki/display/TDNS/DNS-over-TLS+test+servers
https://ant.isi.edu/software/tdns/digit/index.html
http://getdnsapi.net/

DNS over TLS vs DNS over DTLS

DNS over TLS (TCP)
Navazani spojeni

TCP handshake

TLS handshake

Obnoveni spojeni (session resumption)

TCP handshake

DNS over DTLS (UDP)
Navazani spojeni
(D)TLS handshake
Obnova spojeni

1 round trip

TCP Fast Open [RFC7413]



EDNSO Padding

Metadata v pfipadé DNS prozradit informace
kratka.cz vs velmidlouhadomena.cz
Délka dotazu

Délka odpoveédi
EDNSO Padding pridava data do DNS zpravy

RozsSireni pro DNS over TLS
Pouziti pouze v Sifrovaném kanalu
V nesifrovaném to nedava smysl
Padding strategie (draft-mayrhofer-dprive-padding-profile):
No padding
Fixni délka

Zarovnani do bloku



EDNSO Padding - Stav implementaci

Serverova strana:
Knot Resolver
Klientska strana

Knot DNS kdig

getdns
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Otazky? Vajicka? Rajcata?

Ondrej Sury ¢ ondrej.sury@nic.cz  03. 12. 2016

e e e CZMNIC S


mailto:ondrej.sury@nic.cz

	Snímek 1
	Pracovní skupina dprive (DNS Privacy Exchange)
	QNAME Minimization – Klasické DNS
	QNAME Minimization – minimalizace informací
	QNAME Minimization
	QNAME Minimization – Test
	DNS over TLS
	DNS over TLS – Stav implementací
	DNS over TLS vs DNS over DTLS
	EDNS0 Padding
	EDNS0 Padding – Stav implementací
	Otázky? Vajíčka? Rajčata?

