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Jak funguje protokol NETCONF
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Zakladni charakteristiky
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klient-server protokol

XML kédovani zprav

RPC mechanismus

definuje komunikace mezi klientem a serverem

definuje zpisob manipulace s konfiguraénimi daty a dlozistmi
RFC 6241 (v1.1) a dalsf



NETCONF
%

Vrstvy protokolu

Transportni vrstva
@ spojovana komunikace (TCP) mezi klientem (NMS) a
serverem (spravované zatizeni)
e zabezpeleni (autentizace, integrita, divérnost a ochrana proti
pfehrani)
e SSH, TLS
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NETCONF
%

Vrstvy protokolu

Vrstva zprav
@ mechanismus RPC

<rpc message-id="101" xmlns="urn:ietf:params:xml:ns:netconf:base:1.0">
<close-session/>
</rpc>

<rpc-reply message-id="101"
xmlns="urn:ietf:params:xml:ns:netconf:base:1.0">
<ok/>
</rpc-reply>

@ <rpc>, <rpc-reply>, <notification>
@ zahrnuje i framing

e v1.0: pomoci sekvence 11>11>
e v1.1: pocet znaki ke Cteni
\n#22\n
<rpc message-id="102"
\n#79\n
xmlns="urn:ietf:params:xml:ns:netconf:base:1.0">\n
<close-session/>\n
</rpc>
\n##\n
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%

Vrstvy protokolu

Vrstva operaci

@ RPC metody proveditelné serverem
@ rozsititelnd zakladni sada operaci:
<get>, <get-config>, <edit-config>, <copy-config>, <delete-config>,
<lock>, <unlock>, <close-session>, <kill-session>
e XML format
@ parovani pozadavek/odpovéd pomoci message-id
<rpc message-id="102" xmlns="urn:ietf:params:xml:ns:netconf:base:1.0">

<close-session/>
</rpc>
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%

Vrstvy protokolu

Vrstva obsahu

@ konfiguracni a stavova data

@ popis pomoci YANG modeli
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b

Komunikace ggssner

server client

(h el l'o)
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%

Rozsifitelnost (capabilities)

@ moznost rozsitit zakladni funkcionalitu

@ seznam podporovanych rozsiteni soucasti <nello> zpravy

<hello xmlns="urn:ietf:params:xml:ns:netconf:base:1.0">
<capabilities>
<capability>urn:ietf:params:netconf:base:1.0</capability>
<capability>urn:ietf:params:netconf:base:1.1</capability>

<capability>urn:ietf:params:netconf:capability:with-defaults:1.07
basic-mode=explicit&amp;also-supported=report-all,explicit</capability>
<capability>http://example.net/turing-machine?
module=turing-machine&amp;revision=2013-12-27</capability>
<capability>urn:cesnet:tmc:netopeer:1.07
module=netopeer-cfgnetopeer&amp;revision=2013-02-14</capability>
<capability>urn:ietf:params:xml:ns:yang:ietf-netconf-server?
module=ietf-netconf-server&amp;revision=2014-01-24&amp;
features=ssh, inbound-ssh, outbound-ssh</capability>

</capabilities>
<session-id>10174</session-id>
</hello>
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%

Va4

Konfiguracni dlozisté

e running (zapisovatelné s :writable-running)
e startup (:startup)
e candidate (:candidate)
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%

Konfiguracni vs. Stavova data

e dano datovym modelem (config false/true)
@ stavova data pouze pomoci <get>

@ jednou operaci Ize ménit vice konfiguracnich polozek
najednou, klient se nemusi starat o spravné poradi
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Manipulace s konfiguracnimi daty

ziskani konfigurace

@ <get> nebo <get-config>

@ moznost filtrovani

<rpc xmlns="urn:ietf:params:xml:ns:netconf:base:1.0" message-id="1">
<get-config>
<source><running/></source>
<filter type="subtree">
<turing-machine/>
</filter>
</get-config>
</rpc>
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%

Manipulace s konfiguracnimi daty

editace dat

@ <edit-config>
@ Ope€race merge, replace, create, delete, remove

<rpc xmlns="urn:ietf:params:xml:ns:netconf:base:1.0" message-id="1">
<edit-config>
<target><running/></target>
<config>
<turing-machine xmlns="http://example.net/turing-machine"
xmlns:nc="urn:ietf:params:xml:ns:netconf:base:1.0">
<transition-function>
<delta>
<label>1</label>
<input><state>1</state></input>
</delta>
<delta nc:operation="delete">
<label>2</label>
</delta>
</transaction-function>
</turing-machine>
</config>
</edit-config>
</r
Radek Krej
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NETCONF

Notifikace

e rozsiteni protokolu (RFC 5277)
@ asynchronni zpravy o udéalostech

@ pouze po predchozim prihlaseni k odbéru (subscribe)
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libnetconf

a#CESNET

Knihovna libnetconf a projekt Netopeer
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libnetconf

libnetconf s&cesna

http://libnetconf.googlecode.com

implementace NETCONFu pro Linux
rozhrani pro jazyk C (a Python)

implementace klientské i serverové Casti

vlastnosti:

verze 1.0 (RFC 4741) i 1.1 (RFC 6241)

SSH i TLS transport

Notifikace

NETCONF Access Control

Call Home

:writable-running, :candidate, :startup, :startup, :validate,
:url, :with-defaults
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http://libnetconf.googlecode.com

libnetconf

Netopeer

http://netopeer.googlecode.com
https://github.com/CESNET/Netopeer-GUI

@ NETCONF aplikace pro Linux

Netopeer GUI

Netopeer
configurator
Netopeer
manager

network

Netopeer
server

Netopeer CLI

transAPI
modul

74
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http://netopeer.googlecode.com
https://github.com/CESNET/Netopeer-GUI

libnetconf

netopeer-cli
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libnetconf

Netopeer GUI ggssner

@ PHP frontend s backendem udrzujicim persistentni spojeni

(PHP, Sympfony

Apache module

libnetconf

libssh2
P)

network

SSH server SH server
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libnetconf

netopeer-server s&cesua

@ systémovy daemon s moduly pro jednotlivd zafizeni
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libnetconf

TransAPIl moduly :

@ ietf-netconf-server
@ ietf-system

o ietf-interfaces, ietf-ip

@ toaster, turing-machine
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TransAPI

:#CESNET

TransAPIl moduly

Implementace Turingova stroje jako TransAPI modulu
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TransAPI

TransAPI

S&CESNET

@ soucast knihovny libnetconf

@ mechanismus callbackil spojenych s konkrétnim datovym
modelem

@ generator Inctool(1)
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TransAPI ,

Globalni proménné a inicializace

@ pro Cteni
@ transapi_version (r)
@ config modified (W)

@ pro zapis
@ callbacks_order (W)
@ erropt (r)

@ int transapi_init(xmlDocPtr *running);

@ void transapi_close(void);
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TransAPI *‘ECES”ET

Datové callbacky

@ volané pri zméné v konkrétnim misté konfiguracniho stromu

@ informace o typu zmény — pridani, smazani, zména,
zpracovana zména v potomku, zména poradi sourozenci,
zména poradi potomkdi

@ int callback(void **data, XMLDIFF_OP op, xmlNodePtr node,

struct nc_err **error);

@ specialni callback pro ziskani stavovych informaci:
xmlDocPtr get_state_data(xmlDocPtr model, xmlDocPtr running,

struct nc_err **err);
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TransAPI

TransAPI *‘ECES”ET

RPC callbacky

@ implementace RPC metod definovanych datovym modelem

@ nc_reply *rpc(xmlNodePtr input[]);
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TransAPI *‘ECES”ET

Souborové callbacky

@ callback je vyvolany zménou externiho souboru
@ int file_callback(const char *filepath, xmlDocPtr *edit_config,

int *exec);
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Zavér
9

&CESNET
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Zavér
(9

&CESNET

Zdroje informaci a komunikacni kanaly

@ stranky projektl

e mailing listy
Dalsi plany
@ transAPl modul pro Open vSwitch

@ knihovna libyang

@ odstranéni zavislosti na libxml2
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