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*Transport paketu z bodu A do bodu B
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End-to-end principle (argument)

 Publikovano v roce 1981
Saltzer, J. H., D. P. Reed, and D. D. Clark, 1981

4 N

Maximum funkcionality by melo byt
implementovano v koncovych
zarizenich. Mezilehla zarizeni by mela
realizovat pouze naprosto nezbytne
funkce.

- /

Architektura umoznuje rozvoj novych technologii bez
zasahovani do sitové infrastruktury.







Dva pohledy na navrh protokolu

« Dame tam vse -> urcité se nam to bude hodit
— Je mnohem slozitéjsi eliminovat neuzitecnou funkcionalitu

— Pokud se néco masove nepouziva neznamena to, ze to
nikdy nikdo nepouzil

— Jednou Spatné/nevhodné navrzené ¢asti protokoku je
prakticky nemozné zmeénit : rozsirené hlavicky, SLAAC,
DHCPv6, 6to4

e Zacneme s minimem a pak se uvidi
— Pridani nové funkcionality je prirozeny proces
* First hop security, Rozsifreni TCP, IPSEC-IPv4, NAT
— Standardizace: staci prokazat, ze véc je pouzivana
— Musim resit kompatibilitu

— Snadnd implementace a tedy progres sitovych technologii
(b/s: 10M -> 100M —> 1G -> 10G -> 100G)















Ale vzdyt to uz prece zname

Application

Presentation

Session

Transport

Network

Link

Physical

ISO/OSI




Ale vzdyt to uz prece zname

Application

Application

Presentation
Session
Transport Transport

Network Internet

Link

Link

Physical

ISO/OSI TCP/IP




Ale vzdyt to uz prece zname

Application

Application

Presentation
Session

Transport Transport

Network Internet

Link Link

Physical

ISO/OSI TCP/IP

Physical



Ale vzdyt to uz prece zname

Application

Transport

Internet

Link

DWDM Physical

TCP/IP



Ale vzdyt to uz prece zname

3802.1Q VLAN

DWDM Physical

TCP/IP




Ale vzdyt to uz prece zname

Application

SSL/TLS
IPSEC

3802.1Q VLAN

DWDM Physical

TCP/IP




Ale vzdyt to uz prece zname

Application
SSL/TLS

Physical

TCP/IP






Application

Presentation
Session
Transport
Network

Link

Physical bt

ISO/OSI




Hostitel




Néjaka zakonitost ?

Physical




e Skutecné musime mit rizné vrstvy, které
délaji totéz?
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A Better Network Structure

Prevzato z:

Recursive InterNetwork Architecture
http://csr.bu.edu/rina/index.html

John Day, |Ibrahim Matta, Karim Mattar
Metropolitan College College of Arts & Science
Computer Science, Boston University

fday, matta, kmattarg@bu.edu



3 zakladni druhy zarizeni

Interior Border
Router

Routers

« Koncova zarizeni
* Vnitfrni smérovace
* Hrani¢ni smérovace



Struktura vrstev




RINA - vlastnosti

Neni nutny globalni adresovy prostor

Kazda vrstva (DIF) pouzije vlastni adresni
schéma

Zarizeni uvnitr vrstvy jsou “skryta” pred
okolnim svetem

Nutny globalni adresar — nemusi byt vsak
jeden



Soucasny Internet je jen jednou z entit




® O O Amazon.com: Patterns in Network Architecture: A Return to Fundamentals (paperback): A Return to Fundamentals (9780137063383): John Day: Books '

@  Amazon.com: Patterns in Netwo... u ek
'\!:| IE‘ & www.amazon.com/Patterns-Network-Architecture-Fundamentals-pape ¢ | 2 v‘| B3~ Google Q (E[ |£| |[nv]
Shop by Hello.
Books w
Department ~ Search m Your

Books Advanced Search New Releases Best Sellers The New York Times® Best Sellers Children's Books  Textb

Patterns in Network Architecture: A Return to
Fundamentals (paperback): A Return to

Fundamentals [Paperback]
John Day (Author)
Yooy [~ (8 customer reviews)

List Price: $684.99

price: $43.10 & FREE Shipping. Details
You Save: $21.89 (34%)

LOOK INSIDE!

Only 1 left in stock (more on the way).
Ships from and sold by Amazon.com. Gift-wrap available.

Want it Monday, May 6? Order within 4 hrs 8 mins and choose
One-Day Shipping at checkout. Details

18 new from $43.10 13 used from $30.00

Flcicto open expanded view FREE TWO-DAY SHIPPING FOR COLLEGE STUDENTS

E » Learn more a,ma;on
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Jsou “adresy” skutecne
nejzavaznejsi problém Internetu ?

* Online distribuce napriklad sportovniho prenosu,
vysledku voleb (1 min divaku) ?

— Unicast (1 000 000 x 1Mb/s = 1Tb/s) ?
— Multicast (mate jej doma ?, Videéli jste jej nékdy v
realné siti ?, Jaké to bylo ?)
* A co treba distribuce SW
—Q1/2013 proddno 47mln zatizeni s iOS
— Multicast (ruzné pozadavky v rizném case)
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Prevzato z:
Networking Named Content
http://www.ccnx.org/documentation/

Van Jacobson Diana K. Smetters James D. Thornton Michael F. Plass
Nicholas H. Briggs Rebecca L. Braynard

Palo Alto Research Center
Palo Alto, CA, USA
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CCN — koncept site
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CCN zakladni typy paketu

Interest packet

Content Name

%

U

Selector
(order preference, publisher filter, scope, ...)

S

Nonce

Data packet

Content Name

Signature
(digest algorithm, witness, ...)

Signed Info

(publisher ID, key locator, stale time, ...)

Data




CCNx

- CCNx l + L

&, https://www.ccnx.org & | (B~ Google Q

ABOUT DOCUMENTATION SUPPORT DOWNLOAD FAQ CONTACT

£l Latest Wiki Updates
Van Jacobson TechTalk at

Google

PARC Research Fellow Van Jacobson spoke about
Content-Centric Networking in 2 Google TechTalk
in20 ..

Subscribe
Malling lists are perhaps the best

way to get information on any
open source project.

Website Hosted By CCNxCon 2013 Call for Submissions.
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¢ http://www.ip45.0rg/

IPv4.5 (IP45)

Brno University of Technology



Home network

@ D 192.168.114.115
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DP 192.168.114.1/24







Level N

* Adresovy prostor za NATem je nezavisly na
nadrazeném adresovéem prostoru

Lce NAT lze retézit — prakticky nekonecnée

Level2 / /
/

/

Level 1 %? %

Level O




Level N

* Adresovy prostor za NATem je nezavisly na
nadrazeném adresovéem prostoru

Lce NAT lze retezit — prakticky nekonecne

F NN . SR 1Yl - N
e Zarizeni za NATem jsou obtizné adresovatelna

Le
e NAT musi udrzovat stavovou informaci

— Jedno PC trvale udrzuje cca 100 relaci/flow
— 10 tis. pc = 1 min. relaci/flow (flow cca 24B)

* NAT musi zpracovavat stavy
L * Muze dojit k vyCerpani kombinace
| srcaddr/srcport/dstaddr cca 60 tis.




A: 192.168.1.129

Y

192.168.1.1/24

A 78.102.66.182

o

C:147.229.240.246



[tpoder@testl]l ~]S
[tpoder@testll ~]S ssh|78.102.66.182.129
Password:

Last login: Tue May 7 15:54:21 2013 from localhost
Tomas-Podermanskis-iMac:~ tpoders D
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78.102.66.182

A:

C: 147.229.240.246



A: 192.168.1.129

DP 192.168.1.1/24

Border gateway

UA 78.102.66.182

C: 147.229.240.246
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@ A: 192.168.114/115 |

DP 192.168.114.1/24

DP 100.64.112.1/16

ADLO w
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Q
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192.168.1.129 192.168.114.200

78.102.65.99 212.47.28.91 100.64.112.113

147.229.240.249
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«% Applications Places System @ ¢ Z Fri May 10, 9:55 AM Tomas Podermanski
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Trash

al-mac.desktop



IP45 : Vlastnosti

e Vysledna adresa je odvozena od topologie sité

— Zména ISP m3a sice za dusledek zménu adresy vSech
zarizeni, ALE bez nutnosti preadresovani

utoku
e Implementace BGW (Border Gateway) je trivialni

e Hlavicka ma pevnou délku, zadné promeénlivé polozky
(neobsahuje IP options, ext. hdrs)

e Multihoming (mobilita) je pfimym dlsledkem architektury

e Kompatibilita s IPv4, IPv6 —tam kde je to mozné
— Infrastruktura, Serverové aplikace (i IPv4 only)

e Kazda IPv6 ready aplikace umi IP45



IP45 : Vlastnosti - negativni

e Hlavicka je zbytecné velka: 6B nadbytecnych
e Nutné prepocitani dvou kontrolnich souctu v hlavicce
e Nutna podpora na koncovych zarizenich

— Zasahy do jadra, velky problém u uzavrenych
systému

— nebo s podporou dopnujiciho SW



Rozpracovani

e Zakladni specifikace

e Patch do jadra Linux
— Zakladni funkcionalita koncového bodu IP45 (1000 radku)

e Patch do libc

— Podpora konverze adres ve formatu IP45 (191 radku)

e Userspace modul zajistujici podporu v uzavienych
systémech (MAC OS, v pripravé MS WIN)

e Modul do iptables realizujici BGW (border gateway)

— Pouzitelny v jakémkoliv Linux-like systému
e Patch do nastroje tcpdump
e Dokumetace bude brzo zpristupnéna na
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Actual IPv6 penetration of web services by TLD

http://6lab.cz/

30% M Sites anouncing both A and AAAA records for www. <domain |
) Sites announcing only altemative record for IPv6
(note: alternative record can be www6, ipvb or www.vb <domain n,
ke / Live statistics "
Live statistics ek [
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The Man-in-the-middle Attack Using IPv6

The video demonstrates the man-in-the-middle attack using IPv6
an windows 7. The attacker is placed in the same network
segment as the victim(s). Standard software packages like
named, dhcpd, squid, radvd are used to perform attack.

Live statistics

Home » Live statistics

Worldwide IPv6 penetration for:

Read more...
Data is measured on the more than 5,000,000 domains. The measuring is performed once a day.
Oct, 2012 | Tomas Podermanski ® Helsinki, The Last IPv6 Workshop? Web services Mail services DNS services
IPv6
755%
87.8%
Security challenges in IPv6 from the campus perspective o5 5%
. . . . . 0.4% 0.0% 0.0%
Growing number of IPv6 devices in the network would bring new security challenges. Are
there any security improvements comparing to IPv4 or IPv6 brings some new security threads.
: " . 12.2%
IPv6 have been developed for more than 15 years so far and presentation tries to find the o.0% .
answer if IPv6 provides better security comparing to IPv4. Read more...
41%
Sep, 2012 | Tomas Podermanski @ Oslo, NORDUnet 2012 Conference 0 Reiey; ® Wosnr ™ ooiw 0 Trony, u WS = NSctkx) Bl m N = Y
|PV6, Networking @ altname
(0.44%)
biab.cz/live-statistics/

® More charts... ® More charts... ® More charts...

® IPv6 only sites * |Pv6 only sites * IPv6 only sites

* Sites with broken IPv6 connectivity ® Sites start announcing IPvé today ® Sites start announcing IPv6 today

® Sites start announcing IPv6 today * Sites stop announcing IPv6 today * Sites stop announcing IPvé today

*® Sites stop announcing IPvé today *® Sites start announcing SPF today *® Sites start announcing DNSSEC today
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