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AKTUALNI STAV

@ Jeden plochy Ciselny systém

@ |P adresa zastava dvé funkce
@ |dentifikuje zafizeni
@ [okalizuje jeho polohu v siti
® Adresovani odrazi topologii

@® Pred 20 lety se neresilo/nebyly problémem jako dnes:
® Mobilita
@ Multihoming
® Rust default-free zone (DFZ) smérovaci tabulky
® Neagregovatelné stepeni prostoru IP adres



Motivace

Idea

Budoucnost

Demo

PROBLEMY
@ Multihoming

® Co kdyz ma zarizeni 2 a vice sitovych karet?
@ ...pak IP adresa = bod pripojeni do site!
@ Mobilita

@ Co kdyz prechazime od jednoho providera k druhému?
@ ...pak musime vetsinou precislovat!

® Rust DFZ

® Rozpor mezi best-effort delivery modelem a mnozstvim informaci v DFZ

IPv4 IPv6
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CiLE

@® Omezeni rustu DFZ smérovacich tabulek

@® Zamezeni vzniku neagregovatelnych bloku adres
@ Provider independent adresni plan

@® Multihoming bez BGP

@ Mobilita

@ Traffic engineering na vstupu
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IDEA

Oddelme od sebe dvoji funkcionalitu IP adresy!



ZAKLADY

® Locator/ID Separation Protocol (LISP)

® |dentifikaci zajiStuje Endpoint Identifier (EID) adresa
® Pfipojeni do sité — lokalizaci — pak Routing Locator (RLOC) adresa

EID-RLOC prepouzdrovacr zafizeni  Mapovaci zafizeni RLOC prostor

Motivace

EID-RLOC mapovani
XXXX > a.a.a.a K
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VYHODY

® Bez zmeén konfigurace koncovych stanic
® Bez zmeén v DNS

@ Nezavislée na pouzitém adresnim prostoru
@ Designova podpora mobility

@® Designové prechodové mechanismy
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ZAPOUZDROVANI
@ LISP hlavicka (36 B pro IPv4 nebo 56 B pro IPv6)

® UDP hlavicka

@ Cilovy port 4341 je urCen pro datovy provoz
@ Cilovy port 4342 je urCen pro kontrolni provoz

@® Vnejsi mapovana IP Ci jina sitova hlavicka

p

IPv4 Outer Header:
Router supplies <

RLOCs

o

UDP: {
LISP
Header:

=

IPv4 Inner Header:
Host supplies <
EIDs

D|1IZ|3 l||5|5|? !|9|ﬂ|1|2|3|1|5 E|?|!|9|D|1|2|5|1|5|E|?|!I!lﬂl:l
Yersion IHL Type of Service Total Length
Identification Flags Fragment Offset
Time to Live Protacol (17) Header Checksum
Source Routing Locator
Destination Routing Locator
Source Port (xoo) Dest Port (4341)
UDF Length UDP Checksum
M|{L|E(V|! | Flags Nonce/Map-Version
Instanee ID/Locator Status Bits
Version IHL Type of Service Total Length
Identification Flags Fragment Offset
Time to Live Protocol Header Checksum

Source EID

Destination EID
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KOMPONENTY: ITRA ETR

ISP3
3.0.0.0/8

ISP1
1.0.0.0/8

ISP4
4.0.0.0/8

ISP5
5.0.0.0/8

Ingress Tunnel Router (ITR) Egress Tunnel Router (ETR)

® Vstupni bod do RLOC prostoru ® Vystupni bod z RLOC prostoru
® Zapouzdfuje pavodni provoz LISPem @ Odpouzdiuje LISP a doruCuje ptvodni
® Uchovava si mapovaci cache traffic EID hostim

@® Dualni funkcionalita ITR a ETR
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UKAZKA: UNICASTOVE SMEROVANI

2.0.0.1>4.0.01
UDP porty 4341
100.0.0.99 = 200.0.0.99

100.0.0.99 = 200.0.0.99 100.0.0.99 - 200.0.0.99

ISP3
3.0.0.0/8

ISP1 %
1.0.0.0/8 ¥

ISP4
4.0.0.0/8

_— 200.0.0.99
= N

Site B
200.0.0.0/24

ISP5
5.0.0.0/8

(1) DNS preklad na EID
pc.siteb.com A 200.0.0.99

(2) Wyhledani v map-cache (3) Zapouzdfeni na ITR
EID-prefix; 200.0.0.0/24 Jako cilova IP vybran

3.0.0.1, priorita 254, vaha 50 = xXTR-B1
4.0.0.1, priorita 1, vaha 100 = xTR-B2
5.0.0.1, priorita 254, vaha 50 = xXTR-B3

(@) Odpouzdreni na ETR
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MAPOQVANI

® Jak zjistit RLOC k EID?
@ Analogie k DNS

Kdo je www.fit.vutbr.cz?

—

Je to 147.229.9.43
DNS Resolver/Server

@

\('& ............. = ?2"{

Jeho RLOC je 147.229.9.43

ITR Map Resolver
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MAPOQVANI

® Zpravy

© Jak dat védét ostatnim o EID v mé LISP oblasti?
€ Map-Register

® Jak se zeptam na konkrétni mapovani?
€ Map-Request

@ Jak je mi na mij dotaz odpovézeno?
€ Map-Reply
® Negative Map-Reply

@ Distribuovana hierarchicka databaze
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KOMPONENTY: MS, MR A ALT

ISP3
3.0.0.0/8

ISP1
1.0.0.0/8

Map Cache

® Soucast ITR

® Obsahuje aktualni mapovani,
které ITR pouziva

® Aktualizovana Map-Reply
zpravami od MS ¢i ETR

® Musi se podfidit informacim
v Map-Reply, {j. priorité,
vaham, stavu RLOCU a TTL)

LISP Site mapO\;aci databaze

Soucéast ETR

EID-RLOC mapovani

ETR autoritativné zodpovida za EID
Zasila Map-Reply odpovédi ITR

Na zakladé informaci v Map-Request,
mUZe ménit pfistupoveé politiky
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KOMPONENTY: MS, MR A ALT

ISP3
3.0.0.0/8

ISP1
1.0.0.0/8

g ‘ Map-Serve:P (MS)
Map-Resolver (MR).~" g ® EID-RLOC mapovani na véech ETR
@ P¥ijima Map-Requesty od ITR Alternate Topol.ogy (ALT) ® ETR autoritativné zodpovida za EID
® Preposila je do ALT ® Agreguie EID prefix a ® Zasila Map-Reply odpovédi ITR
® Odpovida pomoci Negative udrzuje alokacni politiku ® Na zakladé informaci v Map-Request,
Map-Reply v pripade, zeje o - jsou oznamovany skiz mdZe ménit pristupové politiky
dotazovano neLISP oblast BGP v GRE tunelech

® Preposila Map-Requesty s
dotazem k RLOCu na EID



3.0.0.1 = 5.0.0.255

UKAZKA: REGISTRACE EID

e ___________________________________{
Map-Register
SHA-1 hash
lokalni, 3.0.0.1, pri 254, vaha 50
4.0.0.1, pri 1, vaha 100
5.0.0.1, pri 254, véha 50

®
.
.
.
.
.
.
.
.
.
.
.
.
.
.
.
.
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.®
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<008 (D) Oznémeni EID
20,0258 ETR generuje zpravu
Map-Register, kde
k prefixu 200.0.0.0/24 patfi

3.0.0.1,4.0.0.1,5.0.0.1
Posila se periodicky co 1 min

(2 Registrace k MS
Pokud sedi sdilena hesla,
pak se zavede o RLOCich k
(3 MS propaguje do ALTy ~ danemu EID
BGP v GRE Timeout po 3 minutach

Pfijato dalSimi MR
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UKAZKA: MAPQVACI DOTAZ

ISP3

100.0.0.1
00.0.0.99 m 3. 1004
%
/TRA1
N 104 002
S
Site A "‘ "'
100.0.0.0/24 ITR;Aﬂ

2.0.0.1 > 2.0.0.255
UDP porty 4342
100.0.0.2 > 200.0.0.99

UDP porty 4342

Map-Request
nonce
ITR 2.0.0.1 starajici se 0
100.0.0.0/24 se pta, jaky RLOC
nalezi 200.0.0.997?

ISP1
1.0.0.0/8

5.0.0.255

‘4

192.0.2.1 - 192.0.2.2
GRE

100.0.0.2 = 200.0.0.99

UDP porty 4342

3.0.01 CH?2
- o~

4.0.0.1 grrBN

reaf, 5.0.0.1

Map-Request

(1) Zaznam neni v cache
Viygeneruje Map-Request

(2) MR deleguje do ALT
Zapouzdfi se do GRE a
poSle se skrz ALT topologii

<)

00.0.0.99

Site B
200.0.0.0/24

ETR-B3

Y
Y
Y.
L)
....
]
]
Y
]
2

5.0.0.255 = 4.0.0.1
UDP porty 4342
100.0.0.2 > 200.0.0.99

UDP porty 4342

Map-Request

(3) MS deleguje na ETR
Posila se poslednimu
registrujicimu v EID-RLOC
mapovaci databazi pro
danou lokalitu




UKAZKA: MAPOVACI ODPOVED

ISP3
A 3.0.0.0/8 3.0.0.1 (20000,
100.0.0.1 \
00.0.0.99 ISP1 .
() 1.00.1 ETR-B1
JS O 1.0.0.0/8 ) .
: ISP4 )
Motivace 4.0.0.0/8 P | 000
[400 Rerre)
; '~ 2000(;“ gi=s
20008 002/ 200.0.0.0/24
Budoucnost P (®);
~; .0.0.0/8
Demo s 2.0.0.255 Se) 5001 grpps %
s MRMSX 5.0.0.255 Y
. 192.0.2.1&= —~=<MRMS-B '0... N
& U/« ' 5.0.0.255 = 2.0.0.1
S—S UDP porty 4342
3 ALT ALT
(2) Ulozeni do map cache Mir;rizply

EID-prefix: 200.0.0.0/24

RLOCy:
3.0.0.1, priorita 254, vaha 50
lokalni, 4.0.0.1, priorita 1, vaha 100
5.0.0.1, priorita 254, vaha 50

3.0.0.1, pri 254, vaha 50
lokalni, 4.0.0.1, pri 1, vaha 100
5.0.0.1, pri 254, vaha 50

€ Alternativni odpovéd’ (1) Odesléni odpovédi
MS odpovi ITR zpravou ETR odpovi ITR zpravou
Map-Reply misto ETR, Map-Reply

pokud mu to ETR béhem

registrace EID pfikaze

(volba proxy-reply)
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PRECHOD NA LISP

® Okamzity prechod je nemozny...

@ Je potreba poresit smerovani mezi:
@ z LISP oblasti do neLISP oblasti
@ z neLISP oblasti do LISP oblasti

@® Prechodove mechanismy
® Proxy ITR a Proxy ETR

@ LISP-NAT
@ LISP-LISP pouziva standardni zpUsob prekladu
@ LISP-neLISP preklada EID na RLOC pfimo
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KOMPONENTY: PITR A PETR

Proxy Egress Tunnel Router (PETR)

® Umoznuje LISP lokalitam komunikovat ® Provadi ITR funkcionalitu pro
s neLISP lokalitami pfi splnéni uRPF neLISP oblasti, zapouzdtuje data
podminky z neLISP svéta do LISP svéta

® Dovoluje LISP lokalitam s EID z jedné ® Propaguje do neLISP svéta
AF a RLOC pouze z opa(":né AF, agregované EID prefixy
komunikovat s LISP lokalitou s RLOC
pouze originaini AF,
kde AF = {IPv4, IPv6}

*
*

Proxy Ingress Tunnel Router (PITR)

neLISP
9.0.0.0/8

S
200.0.0.0/8

*
*
*
*
*
*
*
*
*
*
*
*
*
*
*
*
*
*
*
*
*
*
*
*
*
*
*
*
*
“
*

2.0.0.0/8
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UKAZKA: KOMUNIKACE S NELISP

3.0.0.1>1.0.0.254
200.0.0.99 = 9.0.0.99 UDP porty 4341

L 4
.
e

XN
neLISP
9.0.0.0%.
_ /e.' ‘

vy
ISP, PETR
1.0.0.0./8

200.0.0.99 = 9.0.0.99

*
* *
t‘ “
. N N *
&@g CY 30025
*
*
*

hi’\/‘“‘f\&o_&
ISP3 g )’

2.000/R o

)

2.0.0.0/8




NA CO SE TEDY LISP POUZiVA NYNI?
@ Multihoming
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WiFi HSPDA
RLOC RLOC
i 10.0.1.11 ~, 20.0.2.22

EID 153.16.1.99




NA CO SE TEDY LISP POUZiVA NYNI?

@ Multihoming
® |Pv6 tranzitni mechanismus

Motivace

Idea

In

IPv6
Budoucnost

!VB

s f
XTR e T spb Encapsulate
MR/MS  RTR-A

IPv4 v6
v4

!

HQ-LISP

Core
IPv4
Network

IPv4 % \\ IPv4
% W Spoke2-LISP

vl
Spokel-LISP S"bDeca sulate
£ RTRB &) 7

_____17;___ lHIl v6 ] [

IPv6




NA CO SE TEDY LISP POUZiVA NYNI?

@ Multihoming
® [Pv6 tranzitni mechanismus
Motivace ‘ MObIlIta VM
- ggg-LISP - LISP Site
Budoucnost =
=

Mapping
Data Base

Cisco LISP ¢ ' 5 " = = qt
VM-Mobility . b e I

W East
Data Data
Cent = ' Cent

enter g a ﬁ enter




AKTUALNI STAV LISPu

@ Vyclenéene prefixy pro EID
® [Pv4 - 153.16.0.0/16
@ [Pv6 - 2610:00d0::/32

@® ALT infrastruktura pouziva Cislovani
® |Pv4 adres GRE tunelt 240.0.0.0/4
® ASN 32656.x

@ LISP Beta Network

® bezi vice nez 4 roky
® v cca 32 zemich na 200+ mistech
® Google, Facebook, Cisco, Qualcomm, AT&T, Lufthansa, Microsoft, ...

@® Implementace
® Pro Cisco v 10S, I0S-XE, I0S-XR, NX-OS
® Pro FreeBSD je OpenLISP
® Pro Linux je LISPmab, Aless a OpenWRT
® Pro Android je Gingerbread
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KONEC...?

Current Internet is just unfinished demo!
John Day



STANDARDIZACNI SNAHY

Lisp Status Pages Int Area: Brian Haberman, Ralph Dvoms | 2000-Apr-28 —
Chairs:
Locator/ID Separation Protocol (dctive WG) Joel Haivern
Terry Manderzon
Drafts | Agendas | Minutes | Wiki | Issues | Charters | Jabber Room,Logs | List Archive |
0 Worlki 7 D . Deacument caollections: epud mobi
M otivace oring Group Docuiments. £pud Mool
Draft name Rev Dated Status Comments,
Idea Issues
Active:
Budoucnost o, drafi-tetf-lisp-architecture -00 2012-10-15  Active
o, draft-ietf-lisp-ddt -00 2012-10-15  Active
o, draft-etf-lisp-deplovment -05 2012-10-20  Active
o, draft-ietf-lisp-introduction -00 2012-10-15  Active
o, draft-ietf-lisp-lcaf -00 Z012-08-30  Active
9, drafi-tetf-lisp-sec -04 z012-10-12  Active
o, drafi-tetf-lisp-threats -03 2012-10-1&  Active
IESG Processing:
o, draft-ietf-lisp-eid-block -03 2012-11-07  AD Evaluation::AD
Followup
o, draft-tetf-lisp-mib -07 2012-10-16  AD Evaluation
RFC-Editor's Queue:
o, draft-ietf-lisp -23 z012-05-05  RFC Ed Queue E27/103
2, drafi-ietf-lisp-alt -10 z011-1z-0&  RFC Ed Queus 03
o, draft-ietf-lisp-interworking -06 z012-03-04  RFC Ed Queus
o, drafi-ietf-lisp-lig -0é 2011-09-08  RFC Ed Queus
o, draft-ietf-lisp-map-versioning -09 z012-03-01  RFC Ed Queus
o, drafi-1etf-lisp-ms -16 z012-03-05  RFC Ed Queus 49
o, draft-tetf-lisp-multicast -14 Z012-02-08 EFC Ed Queus
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REFERENCE

® GoogleTech Talks
@ http://www.youtube.com/watch?v=WSI|1RAIFU3s
@ http://www.youtube.com/watch?v=_bz4cRuAcak
@ http://www.youtube.com/watch?v=fxdm-Xouu-k

@ http://www.cisco.com/web/about/ac123/ac147/archived issues/ipj 11-
1/111 lisp.html

® IETF WG
@ https://datatracker.ietf.org/wa/lisp/charter/

@ Dalsi informace
® Oficialni stranka projektu - http://lisp.cisco.com/lisp_tech.html
@ LISP Beta Network - http://www.lisp4.net a http://www.lisp6.net
@ LISP DDT Root - http://www.ddt-root.org
@ LinkedIn - http://www.linkedin.com/groups/LISP-3776183



http://www.youtube.com/watch?v=WSl1RAlFU3s
http://www.youtube.com/watch?v=_bz4cRuAcak
http://www.youtube.com/watch?v=fxdm-Xouu-k
http://www.cisco.com/web/about/ac123/ac147/archived_issues/ipj_11-1/111_lisp.html
https://datatracker.ietf.org/wg/lisp/charter/
http://lisp.cisco.com/lisp_tech.html
http://www.lisp4.net/
http://www.lisp6.net/
http://www.ddt-root.org/
http://www.linkedin.com/groups/LISP-3776183
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SCENAR
® GNS3
® C7200 s I0Sem ADVIPSERVICESK9-M, verze 15.2(4)M

® Koncové stanice se SLAX 6
@ IPv6 ping z jedne lokality na druhou

MR._MS

e ——— e
— --._.“.
-~

o

,/ ————————
- ""'-..\
/ \ w
;1 N s N
/ g3/0 \ / EID prostor [ ™ \
/ 10.0.0.9/24 /  SiteB \

\
ll Core g2/0 'Ii It ‘i
o H 10.0.0.5/24 1 | fo/o 5
hhhhhhhhhh N | RLOC prostor FTR-B1 153.16.2.1/24 ¢ }
~~KSlax1 >N ' i
- N 91/0 gl/0
/" W EIDprostor \ \ 10.0.0.1/24 0.
4 Site A \\\\
oo tY®A ;g  Tm==———T
S A
}‘ ez 153.16.1.1/24 Lﬁ{_ g1/0 /
\ 2610:D0: AAAA::1/ 48| = 10.0.0.2/24 e

~,
-
-~ -
e
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VYSLEDKY

® LISP jako tranzitni mechanismus pro IPv6-IPv4

[ Capturing fram Standard input  [Wireshark 1.6.7 (SUM Rewv 41973 from ftrunk-1.6)] = E=h="
File Edit Miew Go Capture Analyze Statistics Telephonz Tools  Internals  Help

=Y o e B 2o qesoTs(EE QD DM % E
Filter: | icrpwt |Z|Expressi0n... Clear Zpply
Mo, Source Destination Time

Protocaol Info
“ho (p

do:

HHE R 2012-11-23 (UL, 345407 ICMPye Echo
552 2610:d0:bbbb::1 2610: 2012-11-23 11:42:01.395407 150 ICMPye Echo (ping) reply 1d=0x097c, seg=2
553 2610:d0zaaaa::1 2610: 2012-11-23 11:42:01.465407 150 ICMPwE Echo (ping) reguest 1d=0x097c, seq=3
554 2610:d0:kbbb: 1 2610: 2012-11-23 11:42:01. 515407 150 ICMPwE Echo (pingd reply 1d=0x097c, seg=3
555 2610:d0:aaaa::l 2610: 2012-11-23 11:42:01. 585407 150 ICMPyé Echo (ping) reguest id=0x057c, seqg=4
556 2610:d0:bbbhb::1 2610: 2012-11-23 11:42:01.635407 150 ICMPyE Echo (ping) reply id=0x097c, seg=4

' T | +

# Frame 548: 150 bytes on wire (1200 bits), 150 bytes captured (1200 bits)
& Ethernet II, sro: ca:0l:1d:00:00:38 (ca:0l:1d:00:00:38), Dst: <a:00:1d:00:00:1¢c Cca:o0:1ld:00:00:1c)
E Internet Protocol wersion 4, src: 10.0.0.2 (10.0.0.20, Dst: 10.0.0.6 (10.0.0.6)
version: 4
Header length: 20 bytes
H pifferentiated services Field: Ox00 (DSCP Ox00: Default; ECN: O0x00: NOT-ECT (MOt ECHN-Capable Transport))
Total Length: 136
Identification: 0x0001 (1)
® Flags: 0x02 (Don't Fragment)
Fragment offset: 0
Time to Tiwve: 254
Protocol: UDP (17
# Header checksum: 0x685¢ [correct]
Ssource: 10.0.0.2 (10.0.0.2)
pestination: 10.0.0.6 (10.0.0.6)
[ User Datagram Protocol, Src Port: 1024 (10247, Dst Port: Tisp-data (4341)
# Locator/ID Separation Protocol (Datal
= Internet Protocol wversion &, src: 26l0:d0raaaac:l (26l0:d0:aaaa::1), pst: 26l0:d0:bbbb::l (2610:do:hbhhblb: 1)
#0110 .... = version: &
T 0 T ] ] Traffic class: 0x00000000
P e s 0000 Q000 Q000 0000 Q000 = Flowlabel: 0x00000000
Payload Tength: a0
rMext header: ICMPwE (0x3a)
Hop 1imit: &4
Source: 2610:d0:aaaa::l (2610:d0:aaaa::1)
pestination: 2610:d0:bbbb::1 (2610:d0:bbbb::1)
# Internet Control Message Protocal vé

O| Standard input: <live capture in progress» Fi... | Packets: 733 Displayed: 7 Marked: 0 Profile: Default




