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* DNSSEC a Windows 2003/2008
* DNSSEC a Windows 2008 R2

* DNSEC a Windows DNS klient
* Demo: podpis zony




DNSSEC a MS Windows 2003/2008

* Implementace dle zastaralého RFC 2535

* Nekompatibilni s Windows 2008 R2
Neoveruje

Chybi nastroje pro kryptograficke operace
Pouze jako sekundarni DNS server
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DNSSEC a MS Windows 2008 R2

* Implementace dle RFCs 4033, 4034 a 4035
* Obsahuje nastroj pro offline podpis zony
* Provadi overeni dle RFC

* Umozuje spravovat a konfigurovat “Trust
Anchors”




DNSSEC a MS Windows 2008 R2: pozadavky

* Zona musi byt staticka, pri kazde zmeéne
znovupodepisovani celé zony

* AD integrated zonu je nutno exportovat
pred podpisem do souboru zony

* Nepodporuje WINS Forwarding ani
GlobalNames zonu

* Podporovana kryptografie
* RSA 512 - 4096 bitu
* SHA'1




DNSSEC a Windows DNS klient

®* Windows 7 / Windows Server 2008 R2

“Non-validating security-aware stub
resolver”

Bezpecnost komunikace DNS Server <->
DNS klient pomoci IPSec

Overovani DNSSec vynuceno pomoci
politik NRPT v GPO




DNSSEC a Name Resolution Policy Table
(NRPT)

Create Rules
To which part of the namespace does this rule apply?
| Suffic = inside example com

Certification authority:

Optional) C=US, O=GTE Comporation, OU="GTE CyberTrust Sohtti | Browse... |

| DNSSEC | DNS Seftings for Direct Access |
\v| Enable DNSSEC in this rule
DNSSEC seftings
Validation:

7 Require DNS clients to check that name and address data has been validated
= by the DNS server

IPsec:
¥/ Use IPsec in communication between the DNS client and DNS server

Encryption type: | No encryption (integrity only) |
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Windows Server 2008 R2

DEMO: DNSSEC — PODPIS ZONY
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