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Balicky od CZ.NIC

e https:/lwww.knot-resolver.cz/download/

e 18 kombinaci distribuce a verze

e Arch

e CentOS (EPEL) 7, 8

e Debian oldstable, stable, unstable

* Fedora 31, 32, 33, Rawhide

e OpenSUSE 15.1, 15.2, Tumbleweed

e Ubuntu 20.10, 16.04, 18.04, 19.10, 20.04
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BaliCky v distribucich

e 14 kombinaci distribuce a verze
e CentOS (EPEL) 7, 8
e Fedora 31, 32, 33, Rawhide

e Debianu a Ubuntu

e Aktualizace v Debian testing a Ubuntu 20.10
e Porad je lepSi vyhnout se "stable" distribuénim balickim ...

* Nove jeden "baliCkovac" na plny uvazek
o Sveétlé zitrky
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Nova dokumentace

Quick Reference
Daemon
Modules
Upgrading

Release notes
Building from sources

Knot Resolver library

Modules API reference

Installation
Startup

Configuration

Configuration Overview

Metworking and protocols

Performance and resiliency

Policy, access control, data manipulation
Logging, monitoring, diagnostics
DNSSEC, data verification

Experimental features

Usage without systemd

Upgrading

Release notes

Building from sources
Custom HTTP services
Knot Resolver library
Modules API reference

Worker API reference
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BezpecCnost

e NXNSAttack

* DDoS skrz resolvery, CVE-2020-12667
* Umély limit na poCet NS jmen v delegacich
* Hlavné domény bez DNSSECu
* [odkaz na popis]
* DNS flag day 2020

* Omezeni fragmentace na IP vrstvé
e ZmensSeni max. velikosti UDP odpovédi na 1232 byt
* [odkaz na dalSi informace]
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https://www.root.cz/clanky/nxnsattack-zastavte-novy-druh-utoku-nahodnymi-dotazy-aktualizujte-resolvery/
https://dnsflagday.net/2020/

Nové politiky

* RozSireni podpory Response Policy Zone [dokumentace]
e Nova policy.ANSWER

* Moznost generovat odpovédi na resolveru [dokumentace]
e Zacilené ladici vypisy [dokumentace] A
policy.add(policy.suffix(
policy.DEBUG_CACHE_MISS, — .
policy.todnames({'example.com.'})))
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https://knot-resolver.readthedocs.io/en/v5.1.3/modules-policy.html#response-policy-zones
https://knot-resolver.readthedocs.io/en/v5.1.3/modules-policy.html#policy.ANSWER
https://knot-resolver.readthedocs.io/en/v5.1.3/modules-policy.html#policy.DEBUG_ALWAYS

Vykon: UDP

Vyuziti eXpress Data Path v Linuxu 4.18+

Obchazi sitovy stack pro UDP provoz

o Zadny firewall, Zadny tcpdump, jen symetrické smérovani
Uspora CPU -50 az +50 % :-)

* Dle ovladace sitové karty a jadra

—
- 140e, ice, ixgbe, mIx5, mvneta, solarflare DNS
* Dle charakteru provozu
e Experimentalni V resolveru =< UDP
* Linux 5.9.2 na loopbacku zpanikari ”:)
(pozor pri testech) "
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Vykon: DNS-over-HTTPS S

o O
e Reimplementace od zaklad{ ®
e Podpora pouze HTTP/2 pres TLS
bora P P DNS
e Knihovny libnghttp2 + GnuTLS
» Zhruba 3.4 x "draz&i" nez UDP (bez XDP) HTTPI2
e ECC certifikaty, "slusni" klienti TLS
* Nove nezname — TCP
* "Neslusni" klienti? V jadie <<
e Utoky proti TLS a HTTP? - IP
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Déekuji za pozornost

Petr Spacek ¢ petr.spacek@nic.cz
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