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Projekt PROKI po péti letech

Pavel Basta ¢ pavel.basta@nic.cz - 12. 11. 2020
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PROKI

PREDIKCE A OCHRANA
PRED KYBERNETICKYMI
INCIDENTY

Projekt ,,Predikce a ochrana pifed kybernetickymi incidenty

INITIATNO VHITR {PFII]KI}'"

bezpecnostniho vyzkumu CR na léta 2015 - 2020.

(VI20152020026) je realizovan v ramci Prugramu}
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PROKI (PRedikce a Ochrana pred Kybernetickymi
Incidenty)

e Motivace
e Dostat informace o kybernetickych udalostech a incidentech do
koncovych siti

- Velké mnozstvi riznych zdroju
- Agregace dat dle siti

e Ziskat nastroj pro zakladni analytickou praci s incidenty
- Incidenty v SirSim kontextu
- Nalezeni hlubSich souvislosti a ziskani novych informaci
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Pouzivany SW

e |ntelMQ

e Spole¢né vyvijeny nastroj (Rakouskou, Portugalsko a Ceska
republika)
e Resi tfi zakladni problémy
- Format (vnitfni struktura) predavanych dat
e CSV, XML, JSON
- Metoda dorucCeni dat

e E-mail, HTTP, vlastni API
- RUznost samotnych informaci (doména x IP)
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Pouzivany SW

e Intel MQ

e \yvinuté komponenty
- Turris Greylist Parser
- Genericky CSV parser
- SQL Bot
- Abusis Expert
— Custom filter
- Envelope
- TCP Output TCP Collector
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Pouzivany SW

e Redis
e Docasne ulozisté dat pro IntelMQ
e InteIMQ sem uklada ziskana data

e RUzné komponenty si pak data ¢tou a ukladaji zpét na misto uréené pro dalsi
komponentu v fetézci

e |Logstash

e Pracuje s daty, ktera jsou na vystupu InteIMQ komponenty prfedana do prislusné
fronty Ulozisté Redis

e Transformuje data pred jejich ulozenim do databazoveho enginu Elasticsearch.

e Sjednoceni velikosti poCatecCnich pismen, formatu data, formatu casu
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Pouzivany SW

e Elasticsearch

e \/yhledavaci a databazovy engine
e Udrzuje informace o incidentech pro dalSi analyzy

e Kibana

e Webova aplikace pro vizualizaci dat ulozenych v komponenté
Elastisearch

e VWyhledavani, vizualizace, vytvareni dashboard(
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Pouzivany SW

* PROKI API

e Alternativa k rozesilani informaci emaily

e Zajemce si pozada o API kliC a zaregistruje rozsah IP adres, ze
kterych bude k API pristupovat

e Spravce si tak muze fidit frekvenci ziskavani informaci nebo
definovat pozadavky na data za konkrétni obdobi

e Build query

e Nastroj pro porovnavani rozsahlych CSV vici datlim v PROKI
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Vystupy projektu PROKI

e Informovani o kybernetickych bezpecnostnich udalostech a
Incidentech

e 43 zdroju (honeypoty, blacklisty, nastroje monitorujici
zranitelnosti, sinkholing botnet()

e Agregace dle siti
e Na zadost komunity nyni zasilano 2 x tydnée
e QOstry start 25.10.2017 (do té doby jen vybrané subjekty)
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Vystupy projektu PROKI

e Rok 2018

e 31 324 zprav do 862 siti
e Rok 2019

e 27477 zprav do 623 siti
e Rok 2020 (do srpna)

e 22651 zprav do 644 siti
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Vystupy projektu PROKI

e Kriticka infrastruktura

e V PROKI se objevuiji i udalosti pfimo smérujici na infrastrukturu
Instituci spadajicich pod § 8 odst. 4 ZKB

e Problém v reportovani primo dotCenym osobam (whois), nutnost
predavat pres treti stranu (ISP)

e Ke konci roku 2017 pridana funkcionalita, umoznujici zasilat tyto

iInformace primo Narodnimu Uradu pro kybernetickou a informacni
bezpecCnost
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Vystupy projektu PROKI

e Reportovani zranitelnosti

e Zahrnuty na zakladé pocateCnich analyz
e Dulezity preventivni prvek

e Oteviené SMTP relay, oteviena nechranéna sdileni dat, oteviené

nechranene sluzby typu TFTP, Telnet, SNMP nebo oteviené DNS
resolvery
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Table JSON View surrounding documents ][ view single document

@ @timestamp @ Q [[0 % February 8th 2020, 09:23:09.000
_id Qam 74n1I3ABPLN1XAWFkmO6
_index @ QM intelmg-2020.02
_score m -

_type Qam event
classification.identifier @ Q [ & dns-open-resolver
classification.taxonomy @ Q@ [@M %k vulnerable
classification.type @ Q [M % vulnerable service
extra.min_amplification @ Q[0 %k 6.952

extra.tag @ Q [0 % openresolver
feed.accuracy @ Q[0 &k 50

feed.name @ Q [M % dns-open-resolvers
protocol.application @ Q [ %« dns
protocol.transport @ Q [@ * udp
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Incidenty CR
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Zranitelnosti CR
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Incidenty NUKIB
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Vystupy projektu PROKI

e Analytické rozhrani PROKI

e Vyhledavani, vizualizace a dashboard

e Fulltext nebo konkretni parametry (typ incidentu, zdrojova IP, zdroj
informaci a dalSi)

e Jednotlivé vizualizace mohou byt na jednom dashboardu
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Legend ©
@ abuse-ch-feodo-fracke...

@ alienvault

@ alienvault-otx

@ autoshun

@ néstomp

@ blocklist-de-ssh

@ taichung

@ blocklist-de-apache

@ blocklist-de-imap
@ blocklist-de-mail

@ turris-greylist

@ openbl

@ blocklist-de-ftp

® malclde-ip-blacklist

@ vxvault

.28.179.39
.28.179.40
128.128.64
18.131.113
30.145.154
3.192.2.30
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2 total

h.109.1 33.248 P address information

@ Geolocation

Country CZ

Autonomous Sysltem

&= Passive DNS replication

VirusTotal's passive DNS only stores address records. The following domains resolved to the given IP address.
20168-01-16  myqgbee
2016-01-10  mojeglol
2016-01-06 hv2248.

A Latest detected URLs

Latest URLs hosted in this IP address detected by at least one URL scanner or malicious URL dataset.
4/66 2016-02-07 17:51:47  http:/. 09.133.248/

2/66 2016-02-05 13:16:57 htips 109.133.248: 444/

2/66 2016-02-04 11:48:31 htips 109.133.248:444/dridex/220/c2-node/

266 2016-02-01 13:16:30 htips RLER Rl iR R R o ridex/ 220/ c2-node
266 2016-01-22 04:54:16  htips 109.133.248/
266 2016-01-1512:32:03  hitp:/. 09.133.248:444/

&3 Latest undetected files that were downloaded from this IP address

Latest files that are not detected by any antivirus solution and were downloaded by VirusTotal from the IP address provided. SPRAVCE
0/55 2015-12-21 14:21:35  4bfe51419¢90901613ca7dal5c40f4a747e1bccBa224821680ec3ad87b21ccd DOM ENY CcZ



LEFT
Aawszjuu.info
acldtsgf.info
aebmayn.info
ahwagxrmm.info
ajd=zru.info
akfbjke.info
anpvgug.info
antxxit.info
aplrcbp.info
apm3qjyp.info
asbojayg.info
ato2voqt.info
ayfdzrc.info
azolpinz.info
badnnri.info
bavwehfm.info
bicembyn.info
bjewzv].us
bjiwchl.us
bndosgs.us
bnizxyi.us
brixextd.info
boaerbp.info
braftam.us
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26.64.97
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56.64.97
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26.64.97
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Vystupy projektu PROKI

e \Vyuzivani dalSimi subjekty, reputacni databaze
e Zameéreni na zvlast zranitelna zarizeni

e 2019 — data z projektu Shodan
e |P kamery, Routery, SCADA
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Table JSON

-+

| k| W

@timestamp

_id

_index

_score

_type
classification.identifier
classification.taxonomy
classification.type
destination.port
extra.source.local_port
feed.accuracy

feed.name

feed.url
protocol.application
protocol.transport

raw

source.abuse_contact
source.asn
source.geolocation.cc

source.geolocation.city

source.geolocation.latitude

source.geolocation.longitude

source.ip
source.network
time.observation

time.source

aam*
aam
aam

aam

QaQmd*
aam*
aQam*
QaQ*
aam*
aQam*
Qam*
Qam*
Qam*
Qam*
Qam*

aQam*
Qam*
Qam*
Qam*
Qam*
Qam*
Qam*
Qam*
Qam*
[>=NuE 3

September 2nd 2019, 01:08:59.000
b-QW72wB_HSdMyDsB1i6y
intelmg-2019.09

event

pop

intrusion attempts

brute-force

116

46,485

50

spamhaus-cert

https://portal.spamhaus.org/cert/api.php?cert=CSIRT.CZ&

pop
tcp

[ View surrounding documents ] [ Wiew single document

OyBCb3RzIHdpdGhvdXQgdGLltZSEmaWx0ZXIsIHByZXBhemVkIGZveciBDUGLSVCSDWiBvbiBVVEMgPSETdWAgU2VWICAXIDIZO AW jAGIDIWMT kKOYEDD3BScmlnaHQgwgkgMjAx0SEUAGU
gU3BhbWhhdXMgUHJvamVjdCBMdGQuUIEFsbCByaWdodHMgemVzZXJ2ZWQuC jsgTmBgemUtZG1lzdHIpYnVeaWIuIG9y IHELYmxpYyBhY2N1c3MgYWxsb3d1ZCB3aXRob3VOIFNwYW1oYXVZIH
Blcmlpc3Npb24uCjsgRmllbGRzIGR1c2NyaXBaaWIudgo7CjsgMSAtIEIuZmVjdGVKIELQCjsgMiAtIEFTTgo7IDMgLSEDb3VudHISIENVZGUKOYARICEgTGFZdHN1ZWAgVG1 tZXNEYWIWI
ChpbiBVWVEMpCjsgNSAtIEJvdCBOYW11CjsgICEBDb21tYWSKICYgQ29udHIvbCAoQyZDKSBpbmZvemlhdGlvbiwgaWygYXZhaWxhYmx10go7 IDYgLSBDIkMgRGILYWIuC j sgNyAtIFI1bWoe
ZSBJUCA0Y2%ubmVjdGluZyBabykKOyA4ICEgUMVEb3R1IFBvenQgKGNvbm51Y3RpbmegdGBpCjsgOSAtIExvY2FsIFBvenQKOyAxMCATIFByb3RvY29sCjsgICBBZGRpdGlvbmFsIGZpZWx
kcyBtYXkgYmUgYWRkZW(gaWdgdGhlIGZ1dHVyZ5B3aXRob3VOIG5vdG1jZQo7C]jsgaXAsIGFzhivwgY291bnRyeSwgbGFzdHN1ZW4sIGJvdG5hbWUs IGRvDWFpbiwgemVtb3R1X21wLCBYZW
1vdGVTcGIydCwgbG9 ] YWx TcGIydCwgcHIvdG9 b 2wKOwo4054yMDMUMTM3L jMxLEFTMjUIMTIsQ10sMTUZNZM3NDY INixwh3AsSLSwWE LDEXMCwENjQ4NSxBY3A=

abuse
25512
cz
uvaly
48.733
16.683
—. 13731
.128.0/17
September 2nd 2819, 91:08:59.000

September 1st 2019, 23:50:56.000



Table JSON [ View surrounding documents | [ View single document |

@ @timestamp @ & (0 % October 31st 2619, 18:89:680.880
_id @ bebKIm4BCACSVOENYBQU
_index aaqmd intelmg-2819.18
_score o -
_type @aaqd event
classification.taxonomy @ @ @ % malicious code
classification.type @ & @ % botnet drone
destination.abuse_contact @ @ @ % acct-arin@fsi.io
destination.asn @ @ M % 393667
destination.geolocation.cc @ @ % us

destination.geolocation.latitude @ @& (I % 37.751

destination.geolocation. longitude @ @ @ % -97.822

O destination.ip aad=* -.252
destination.network aald* -.B/24
destination.port @ g @0 % 88
extra.source.local port @ e @0 % 1,946
feed.accuracy @a @ * 58
feed.name @ @ @ % spamhaus-cert
feed.url @ & M % https://portal.spamhaus.org/cert/api.php?cert=CSIRT.CZ&
malware . name @ & [0 % conficker
protocol.transport @ e @0 % tcp
raw @ & @ % O0yBCh3RZIHdpdGhvdXQodGlrZSEmawxa@ZXIsIHBYZXBhcmVkIGZvCciBDUA1SYCSOWiBvhiBVVEMOPSBUAHUOTZNEIDMXIDES0]AWD jAZIDIWNT KKOYBDD3BSCmInaHQowg kgMj Ax0SBUaGUgU3BhbWhhdXMgUH Jvamyj dCBMJGQUIEFsSDCBY

aWdodHMgemVzZX 1 2ZWQuc j sgTmegemUt 26 1zdH I pYnVeaWsuIGey IHEL YmxpYyBhY2N1c 3Mg YW sb3d 1 ZCB3aXRobIVEIFNWYWLO Y XVZIHELcmipe 3Npb24uc ] sgRml1bGRz IGR1c2NyaXBRaWwouogo7Ci sgMSAt TIEluzmyj dGVkIELQC] 50
MiATtTEFTTQ0o7IDMOLSEDD3VUdHISTENYZGUKOYAR T CAQTGFZdHNLZWAgVG 1 EZXNEYWIWIChphiBVVEMpPC] SONSAT TEIVACEOYW11C j sgTCEDDZ1 YWSk ICYgQ2oudH IvbCAo)yZDKSBpbmZvemlhdGlvbiwgawygYXZhawxhymx10go7I0Vg
LSEDJKMgRGOtYWLuC] sgNyAtIFI1bWORZSEIUCADY20ubmv] dGluZyBEabykKOyA4ICEgUMVtbIR1IFBVCNQKENVEMS 1Y 3Rpbme gdGEpC j SQOSAt IEXVY2FSIFBVCNQKOYAXMCAL IFBYD3RVY205C] SgICBEZGRpAG1VbMFSIGZpZWxkCyBL
¥YxkgyYmUgYWRKZWQoawagdGhlIGZ1dHVYyZ5B3aXRob3vVaIGsvdGljZQoTCjsgaxXAsIGFzbiwgY291bnRyeSwgbGFzdHN1ZW4s 16 vdG5hbWUs IGRvbWFpbiwgemyvib3R1X2 1wl CBy ZW1lvdGy T cGaydCwgbGe YWx FeGoydCwgcHIvdGa jb2wk
OWOSMCAXNZYUM] I0L ] IyMCKEUZUZMTASQLOSMTUSM] UZN] YOMixjb25mawWNr ZX 1S LDEWNC 4y N DQUMTQUMjUyLDgWLDESNDY sdGNw

source.abuse_contact @ @ @ % abusey
SOUTCE.asn @ g @ % 5610
source.geolocation.cc @aal#*xcz
source.geolocation.city @ @ (0 #% dolni bojanovice
source.geolocation. latitude @ g 0 % 48.85
source.geolocation. longitude @ 0 %« 17.017
0 source.ip aad=* 4,228
source.network aad* 8/13
@ time.observation @ @ ([ % October 31st 2619, 18:89:60.8808

@ time.source @ & ([ % October 31st 2019, 16:44:02.880



pocty incidentu cz

Count

250

il
L. L L L .
D D O D DO

@timestamp: Descending

IP+pocet+feed+cz

Unigue count of feed.name

w
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source.ip: Descending
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25812139
25812157

- =
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5.59.163.158
46.23.136.15
46.23.140.18
46.23.142.31
46.173.192.99
81.161.67.199
86.49.134.152
B8.81.94.41

213.192.31.166

46.23.132.120
94.199.198.137
213.226.253.25
213.235.98.220

© ®Count

© @ blocklist-de-apache
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September 14th 2020, 06:50:15.000
Septernber 13th 2020, 06:49:58.000

time.observation: Descending

© @ cCount

- - .



Co se povedlo a co méne?

e Co se povedlo

e Doruceni informace o bezpecnostni udalosti Ci incidentu do koncové sité
(APl+mail)

- Zpétna vazba na zakladé osobnich kontakt(
e Sdileni informaci s dalimi subjekty (Komeréni firmy, NUKIB...)

e VWyhledavani zvlast zranitelnych zarizeni
e Co se povedlo méne

e Na vysledky analytickych vystupl nedostavame obvykle zZadnou reakci,
kompromitovany stroj je opraven, ale ani pfes zadost nedostaneme data k dalSi

analyze
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DalSi vyvoj

e Pravidelné revize zdroji dat
e \VWyuziti vystupu projektu v dalSich projektech sdruzeni

e Zménit zpusob ukladani dat (lepsi zobrazeni historickych stavl IP
adresy)

e Automatizovat porovnavani dat z projektu Shodan vici datlim z
dalSich zdroju

e Zmenit postup zpracovani dat (nevytvaret duplicitni data k odeslani
a ulozeni do databaze)
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Déekuji za pozornost

Pavel Basta ¢ pavel.basta@nic.cz
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