
























FENIX criteria

Terms and Conditions allowing to disconnect
customer originating malicious traffic

24×7 NOC, no Interactive Voice Response machine

Trusted Introducer listed CSIRT team

recommendation from 2 FENIX members, no veto

BCP 38/SSAC 004 network ingress filtering

RTBH using route servers

fully redundant connection to NIX.CZ

protected BGP sessions with TCP MD5

DNS, NTP, SNMP amplification protection

deployed IPv6 and DNSSEC

Ondřej Caletka (CESNET) DDoS attacks in CESNET2 15th March 2016 13 / 22



Secure peering VLAN

former work title for the FENIX

separate peering VLAN of last resort

accessible by FENIX members only

prepared for island-mode of operation

no data during peace time

each member decides on their own when to use it
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Key concepts of FENIX VLAN

only prefixes guaranteed to be clean of spoofing can
be announced into FENIX VLAN

public peering VLAN used for everything by default

once a FENIX member decides to switch to island
mode, they disconnect all other peerings – traffic
flows only from/to other FENIX members via the
FENIX VLAN

instead of disconnecting, malicious traffic could be
blackholed or sent to a scrubber/filter device
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CESNET mission in FENIX

we believe in FENIX principles
which brings benefits to every single network

we are pushing our clients to adopt similar rules
IP spoofing protection – do not rely on upstream to do
the filtering
amplification attack protection
incident handling

we do our best not to source or support any attack
as we could be dangerous to other networks

we offer tools for monitoring clients’ networks –
Security Tools as a Service
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Conclusion

DDoSes are more and more common
shorter attack times make them harder to mitigate
the future is probably in automatic DDoS mitigation

FENIX-like communities very useful
consensual view
mutual help and assistence
sharing best practices
personal trust

higher standards make networks more reliable
avoids possible goverment regulation
making the whole industry a better place
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Thank You!

Ondřej Caletka
Ondrej.Caletka@cesnet.cz
https://Ondřej.Caletka.cz

https://www.ces.net
http://fe.nix.cz/en
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