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Uvod

Uvod do dynamického routovani
P¥edstaveni démona BIRD
OSPF a BIRD

BGP a BIRD

v

v

v

v

I o 2% ) | [ iy



Dynamické routovani

» Sestaveni routovacich tabulek vs. forwarding
» Hledani cest v potitalovych sitich
» Automatické adaptace (nap¥. pfi vypadku linky)

v

Interni routing - po&itaova sit jedné organizace

v

Externi routing - routovani v rdmci Internetu
» Routovaci protokoly (OSPF, BGP ...)
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OSPF - Open Shortest Path First

v

Protokol pro interni routing
OSPFv2 pro IPv4 (RFC 2328)
OSPFv3 pro IPv6 (RFC 5340)

Router monitoruje dostupnost soused(

v

v

v

v

Tuto informaci distribuuje ostatnim
(LSA - Link State Advertisement)

» KaZdy router ziskd kompletni 'mapu’ sité
» Na jejim zdkladé spolitd nejkratsi cesty
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BGP - Border Gateway Protocol

v

Standardni protokol pro externi routing
Pouziva se BGPv4 (RFC 4271)
Router obdrZi od sousedii propagované routy

v

v

v

Z ptijatych rout si zvoli jednu pro kaZdy prefix

» Tu pouZije a dal propaguje sousediim

v

Pfeddvané routy obsahuji mnoho dodate¢nych informaci
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BIRD Internet Routing Daemon

v

Implementace protokolt BGP, OSPF, RIP, Babel a BFD
Podpora IPv4 i IPv6

Podpora IPv6 router advertisements

Podpora Linuxu a BSD

Jazyk C, licence GPL

Aktivni vyvoj

v

v

v

v

v
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Vyhody BIRDu

v

Programovatelné filtry

P¥ehledné konfigura¢ni soubory
Podpora vice instanci protokol(
Podpora vice routovacich tabulek
Automatickd rekonfigurace za bé&hu
Pomérné obsahla dokumentace
Nizké pamé&tové a CPU ndroky
Ptehledny a stru¢ny kéd
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Nevyhody BIRDu

» Ul a konfigurace odlisné od Cisca
» Single-thread design

» Nepodporuje multicast
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BIRD 2.0

» Integrace IPv4 a IPv6

» PIné multiprotocol BGP
» Rizné druhy rout

» VPN routy a MPLS

» Flowspec routy

» RPKI-Router protocol
» Podpora VRF
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Typické aplikace BIRDu

» OSPF v podnikové siti ¢i u mensich ISP
» BGP pro externi routing

» Route server v peeringovych centrech

BGP Route server:

» Pouze distribuce routovacich informaci
» Nevhodné pro dedikované hw routery

» Pozadavky na mnoho tabulek a pruZné filtrovani
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Nasazeni BIRDu

Euro-1X 2015: BIRD nejpouzivangjsi r.s., 64 % instalaci
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Koncepty BIRDu

v

Routy

v

Protokoly
Tabulky
Kandly
Filtry

v

v

v
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Protokoly

» Reprezentuji routovaci protokoly (BGP, OSPF)

Nebo jiné zdroje rout (static, kernel, direct)

v

v

Generuji a pfijimaji routy

v

Jsou napojené kanaly na routovaci tabulky

v

Protokoly mohou mit vice instanci
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Tabulky

» Importuji a shromaZd uji routy z protokoli

» Pro kazdy cil voli preferovanou routu

» Ty ndsledné exportuji do napojenych protokoli
» BIRD podporuje libovolné mnoZstvi tabulek

» Dvé& tabulky je moZné propojit rourou (pipe)

» Vybér preferované routy podle metrik

» Tabulka ma dany typ rout, které zpracovava
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Vice routovacich tabulek

v

Obvykle jen jedna routovaci tabulka (per AF)

v

Linuxové jadro podporuje vic tabulek

v

Hodi se nap¥. pro VRF ¢&i policy routing

Table B

@ BGP 2D
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Kanaly

v

Propojuji protokoly a tabulky

Zajistuji propagaci route mezi nimi

v

v

Obsahuji import a export filtry

v

VétSina protokoll mé jeden kanal
Vicekanalové protokoly - BGP, Babel

v
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Filtry

v

Mohou routy zahodit nebo pozménit

v

Skriptovaci jazyk pro filtrovani rout

v

Filtr m{Ze pfistupovat ke vdem parametriim routy

v

Také pro filtrovani vypisu tabulek
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Filtry - p¥iklad

filter bgp_in
prefix set martians;
{
martians = [ 10.0.0.0/8+, 172.16.0.0/12+
192.168.0.0/16+, 169.254.0.0/16+, 224.0.0.0/4+,
240.0.0.0/4+, 0.0.0.0/32-, 0.0.0.0/0{25,32} 1;

if net ” martians then reject;
if bgp_path.first != 1234 then reject;
if bgp_path.len > 64 then reject;

if net ~ [120.10.0.0/16+, 120.20.0.0/16+]
then bgp_local_pref = 500;
else bgp_local_pref 100;

. Jbgp_med = 0;
« - . saccepts - .
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Zaklady ovladani

» Konfigura¢ni soubor a rekonfigurace
» Ridici socket, birdc shell a pFikazy
» Logovani

» show route [all]
» show protocols [all]
» show interfaces

» show ospf ...
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Routy - atributy

» net, net.ip a net.len

» gw a dest (RTD_*)

» proto a source (RTS_¥*)
» ifname a ifindex

» from

» preference
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P¥ikazy - priklady

» show route 192.168.1.0/24

» show route for 192.168.1.10

» show route protocol ospfl

» show route where net.ip ~ 192.168.0.0/16
» show route where bgp_path.len > 4

» show route where proto ~ " bpg*”

» show route where ifname = "ethQ"

» show route filter myfilter

» show protocols
» enable | disable | restart ospfl

» configure [timeout | undo | confirm]
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OSPF - Struktura

OSPF areas
OSPF interfaces
OSPF neighbors
Hello packets
LSA database
Topology graph

v

v

v

v

v

v
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OSPF - Interface

Vyznamné OSPF interface optiony:

>

>

>

cost
type
stub
hello, retransmit, wait, wait

authentication
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OSPF - Routy

v

Routy a jejich metriky

v

Interni, inter-area a externi routy

v

Atributy ospf_metricl, ospf_metric2

v

Route tag (ospf_tag)
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OSPF konfigurace

protocol ospf v2 {
ipvd {
import all;
export filter {
ospf_metricl = 1000;
if source = RTS_STATIC then accept; else rejec
s
3

area 0 {
interface "eth0" {
cost 5; hello 5; wait 10; dead 60;
};
interface "ethl", "athx" {
cost 100; type pointopoint;
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IPv6 router advertisements

» Moznost snadno rozesilat RA z BIRDu
» Podpora RDNSS a DNSSL
» Podpora dynamickych RA

protocol radv {
interface "ethx*";
rdnss 2001:0DB8:1234::10;
dnssl "domain.cz";
trigger 2000::/3;
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BFD - Bidirectional Forwarding Detection

v

Protokol pro ovéfeni dosazitelnosti sousedii
Podpirny protokol k OSPF, BGP, ...

Reakéni doba v fadu stovek ms

v

v

P¥ikaz show bfd sessions

v

protocol bfd {
interface "ethx" {
interval 50 ms;
multiplier 4;
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BGP - Struktura

v

BGP topologie
BGP session
BGP neighbor
AS numbers
eBGP a iBGP
AS path

v

v

v

v

v
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BGP - Routy

Vyznamné BGP atributy:

» bgp_path
» bgp_next_hop
» bgp_local_pref
» bgp_med

v

bgp_community
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Externi BGP

From 6 down to 4:

P1: 631 E;n;itzo 6:
P3:63 b
P5:675 .

P6: 6 e

P7: 67

rest of Internet

From 3 to 4: From 4 to 3:
P1: 31 P2: 42
P3: 3 P4: 4

From 3 down: From 4 down:

P2: 342 P1: 431

P3: 3 P3: 43

P4: 34 P4: 4

P5: 3675 P5: 45 1 gets 1:
P6: 36 P6: 46 P1: 31
P7:367 P7: 47 P1: 631
rest of Internet rest of Internet P1: 7631
From 1 up: From 2 up:

P1:1 P2: 2

NI+ 4 1| [



Interni BGP

P4 via G2:
as path: 4
next hop: G2

P4 via R3:

as path: 4

next hop: G2

P4 via R2: BGP session
as path: 4

next hop: G2

P4 via R1:
as path: 34
next hop: R1
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Interni BGP a route reflector

P4 via G2:
as path: 4
next hop: G2

BGP session

as path: 4
next hop: G2

P4 via R1:
as path: 34
next hop: R1

Backbone
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BGP - Protokol

Vyznamné BGP optiony:
» local [IP] as AS
» neighbor IP as AS
» multihop, gateway

» next hop self

NI+ 4 1| [



BGP -

Selekce

Priority selekce rout:

>

>

>

bgp_local_pref

bgp_path

bgp_origin

bgp_med (jen ze stejneho AS)
preferuj externi.

IGP metrika

Router ID

Router IP
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BIRD jako eBGP router

protocol static {
import all;

route 10.10.0.0/16 reject;
route 10.20.0.0/16 reject;

protocol bgp {
ipvd {
import all;

export where source = RTS_STATIC;
3

local as 65100;

neighbor 192.168.1.2 as 65200;
R NI o+ 4811 (o4
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BIRD jako iBGP router

protocol bgp {
ipvd {
import all;
export where source = RTS_BGP;

};

local 192.168.2.1 as 65100;
neighbor 192.168.2.2 as 65100;
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........................
-----
------------------------

-----

Dotazy?

http://labs.nic.cz/
http://bird.network.cz/
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