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e Sonda pro statistickou analyzu DNS provozu
Analyza pfi plné zatézi linky (v€etné DDoS)
Zachyt s presnymi timestampy
Parovani dotazt s odpovédmi
Forwarding
Moznost zmény konfigurace za béhu
Vhodny vystupni format
m Parquet
o Export nevalidnich/neoCekavanych paket(

e Nasadit HW akcelerator do sité CZ.NIC
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Analyza DNS provozu ve vysokorychlostnich sitich



|Koncept nasazeni | GG

- DNS Analyzer DNS Server

Kolektor
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file in which function appears
driver-specific function

data of type T

data ownership (writes or refers to)
data copy

virtual function through pointer f
thread scheduling (wake-up or start)

schedulable thread
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|Postup implementace | GGG

e Fazel
o  Vytvorit kompletni softwarovou aplikaci
o Jednodussi pristup komunity
o Umozni identifikovat komponenty potfebné pro HW
o Pfriprava testu

o Fazell
o Prenést SW aplikaci na HW platformu
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|Softwarova architektura | G

Threads
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; Record
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|Vykonnostni méreni SW | G

Méfeni propustnosti

10 | B L2-FWD

Il DNS parsing
B DNS parsing + Transakéni tabulka

B DNS parsing + Transakéni tabulka
+ Parquet

Intel Xeon E5-2620
6 jader (12 viaken)
2,00 GHz

15 MB cache

32 GB RAM

NIC: Intel X520-SR2

Propustnost [Gbps]
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|Hardwarova platforma | G
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|Hardwarova platforma | G

RTC 1G Eth
Control Eth 1Gbps
Y Y
SFP+ |-t l0Gbpsy, <Eth 10 Gbps
SFP+ (Eth 10 Gbgs) EEth 10 GbQS)
Intel Arria 10 NXP LS2088A

SFP+ |<fth10Gbpsy, €L 10 Gbpsy
SFP+ |<fthl0Gbpsy, <«Eth10Gbpsy,

A A ¢ $
Control SPI/12C

SATA 3 |USB 3.0|
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|Hardwarova platforma | G

e NXP LS2088A

o 8xARM A-72
o 80 Gbps switch
o  Akceleraéni moduly - komprimace, PM, Sifrovani, AlO procesory

e Intel Arria 10

o FPGA
o Masivneé paralelni architektura
o Vhodné pro signalové zpracovani, sitové aplikace do L3, pattern matching
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| Akcelerace v HW | GG

Intel Arria 10

PL HPS
[ > | [ MU
Internet SFP+ IR * Control
1] | .. : MU **
DNS Servgr | SFP+ oseaes
— L ——— e DL
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¢+ = >
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>
Export
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|INasazeni | G

Samostatné zarizeni Jako soucast serveru
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|Dal$i moznosti pouziti | G

o Filtrace provozu

e DNS cache

e Vzorkovani pri vysokem zatizeni
e Prioritizace provozu
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