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Upgrade DNS anycastu

Druhy 100 Gbps stack

Vaclav Steiner ¢ vaclav.stseiner@nic.cz « 15. 11. 2018
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DDo0S na Tureckou doménu

CZNIC |30k



DDoS na Tureckou doménu - predtim

* NIC.TR
e \V 2015 6 NS v 5 rlznych lokalitach

* 4 NS ulISP-AalNSulSP-B, 1 NS v Evrope
* Primérna data na server

e Datovy tok 1.5 Mbps
e 1 250 dotazu/sekundu
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[2015] DDoS na Tureckou doménu

e Utok probihal od 14.12. 2015 tfi tydny, pak byl pfesmérovan
na financni a vladni sektor

* verejné DNS resolvery a autoritativni DNS servery
DNS Amplification Attack

e 25% PC v botnetu bylo z tureckych IP adres

e UDP flooding, spoofovani packetu (src/dest 53), aplikaéni Gtoky na TCP
V 09-17:00, 185 000 QPS na server - 148x vice

Datovy tok u jednoho z ISP byl az 220 Gbps
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DDoS na Tureckou doménu - poteé

e Upgrade infrastruktury v roce 2016

e 8 NS prodoménu.TR
e 12 NS pro domény Il. Radu
e Celkem 100+ server(
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Velky stack

Tranzit
BGP 10/100G
100G
NIX
BGP
1
GbMGMT
MANAGEMEN » iDrac
16 /iLo
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° ° ® o o o

Koncept DNS stacku

Maly stack

Tranzit

BGP 10G

L g 106 o
ooF
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ISP mini
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BGP 10G
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Vybeérové rizeni — Velké DNS stacky

e Duraz na diverzitu HW
* Prvni a druhy 100 Gbps stack od jiného dodavatele

e Jedno vybérove fizeni

* Router a management switche
° Servery

e Naro¢né hodnoceni, mnoho kritérii, nejvyssi duraz na splnéni
technickych parametr(
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Vybeérové rizeni - servery
( Prvni 100 Gbps
stack &
ML 30x PowerEdge R430 l n te

1x PowerEdge R630

Druhy 100 Gbps

Hewlett Packard stk
31x DL360 Gen9
Enterprise SixT
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Vybeérové rizeni — sitové prvky

BROCA& o | I ol I{ Druhy 100 Gbps

c | S c o Router ASR-9904
2X Nexus 3048
J 2x Nexus 3232C
l l I | \ p& Druhy 100 Gbps
_J stack
NETWORKS
Router MX240 o,
2x EX3400-48T-AF| \‘“
4
NOKif HuAwe

e LT CZOMNIC T




Datacentrum pro druhy 100 Gbps stack

* Druhy 100 Gbps stack je umistén v datacentru CE Colo (SITEL)
na prazském Bohdalci i

e V soucCasné CZ.NIC kleci

# e
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Rack pro druhy 100 Gbps stack
_ N
L * Conteg RSF-48-80/120 v barveé RAL 9005

e VysSka 48U, Sirka 800mm, hloubka 1 200mm,
nosnost 1 500kg

b * HDWM-VMR-48-19/10F a HDWM-VMR-48-
N 12/10F

o 2x PDU AP8886
e napajeni 3F, 1x 32A, 400V AC
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Router pro druhy 100 Gbps stack

e CISCO ASR-9904, 6U

Konfigurace

2x RSP 880

2X 400G modular line karty
2+2 MPA moduly 1x 100GE
CFP2 to CPAK
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Switche pro druhy 100 Gbps stack

2x Nexus 3048 - iLO a spravu
celého stacku

2X Nexus 3232C - Rozplety
40Gb MPO - 4x 10Gb LC pro
DNS servery

4x MPO/MPO MM OM4 s
routerem

IANOS EDR pro projeni se
stavajici infrastrukturou

e CZMNIC I



Servery pro druhy 100 Gbps stack

/ ; k'S B - HPE DL360 Gen9 8SFF
S e - B /L /

DNS servery
e 1x E5 2650v4, 32GB RAM

o 2x 300 GB SAS, 1x 2p
10GDb Eth.

MGMT server
e 2x E5 2680v4, 64GB RAM

e /x1,2TB SAS, 4x 2p
10Gb Eth.
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Konektivita pro druhy 100 Gbps stack

 1x 100 Gbps do peeringového uzlu NIX.CZ

e Celkem prvni a druhy velky stack: 200 Gbps do NIX.CZ
e Od 1.11. 2018 proveden upgrade z 10 —» 100 Gbps do tranzitu

e Celkem prvni a druhy velky stack: 120 Gbps do tranzitu
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Doména .CZ - pocet DNS dotazl

Wed Nov 7 19:47:00 2018 Flows/s any protocol

. Prvni 100 Gbps stack

FE FEERE R ERE

Wed Mov 7 19:48:00 2018 Flows/s any protocol

(oo o B o o B o B o I o o B o B o I o B o B o I o )

Flows/s any protocol
MmO B Wk H S H R W E L@ = 00
= ®F FE R E K

Weak 42
H ocut

Flows/s any protocol

Week 432 Week 43 Week 44 Week 45

Dl‘uh)'/ 100 GbpS StaCk W out W in
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Upgrade DNS Anycastu

Pocet DNS serverl

.CZ anycast

67 67
33
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16 16
O mossmm I

Zahranici ISP
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Upgrade DNS Anycastu

Datovy tok na DNS serverech

IX + upstream

400
350 340 340
300
250
2 200
o)
o 150
150
100 85
60
47
8 8
0
0 I —— -
C Zahrani¢i ISP
lokality
W 12/2016 m 12/2017 11/2018 ® Vyhled 2019
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Upgrade DNS Anycastu

Velky DNS stack v CR g & X ar” ;le' .
e 12/2017 — Prvni 100 Gbps E | " " |
e 10/2018 — Druhy 100 Gbps

roTvssko

SPOJENE
KRAUTOVSTVI

Maly DNS stack
e (01/2018 — Velka Britanie
e 04/2018 — Rakousko

e vroce 2019 nas ceka:

 FRANCIE

Némecko, Svédsko, Brazilie
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To jeste neni konec ...
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Doména .CA

\

* Obdobneé jiz hostujeme
domény Makedonie,
Tanzanie a Angoly

CIRA (https://cira.ca)

Hostovani .CA ve vybranych
lokalitach

e CR, Rakousko, Velka Britanie
~ 2.7 milionu domeén
Sdileni kapacity DNS serveru;

mnohonasobneé vyssi, nez je
realne vyuziti

e CZMNICIEE



Doména .CA - pocet DNS dotazli

Flows/s: Mon Oct 8 23:59:00 2018 - Wed Nov 7 23:59:00 2018 C":R
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Ukazka z provozu...

* Hledani domenovych jmen metodou Brute force

Source Destination Length Info

193.29.206.1 193.86.108.180 B804 Standard query response Ox9075 No such name A oujyfk.cz SOA a.ns.nic.cz NSEC3 NSECZ NSEC3 RRSIG RRSIG RRSIG RRSIG OFT
193.29.206.1 193.86.108.180 804 Standard query response ©x2d8c Mo such name A oujyfg.cz S0A a.ns.nic.cz NSEC3 NSEC3 WSEC3 RRSIG RRSIG RRSIG RRSIG OPT
193.29.206.1 193.86.108.180 799 Standard query response GOxed8b No such name A ocujyfs.cz SOA a.ns.nic.cz NSEC3 NSECZ NSEC3 RRSIG RRSIG RRSIG RRSIG OFT
193.86.108.180 193.29.206.1 94 Standard query Ox2fca A oujyhc.cz OFT

193.86.108.180 193.29.206.1 94 Standard query Oxc28b A oujyht.cz OPT

193.86.108.180 193.29.206.1 94 Standard query Ox47e8 A oujyha.cz OFT

193.86.108.180 193.29.206.1 04 Standard query 0x4254 A oujyhd.cz OFT

193.86.108.180 193.29.206.1 94 Standard query 0xa950 A oujyhe.cz OFT

193.86.108.180 193.29.206.1 04 Standard query 0x755d A oujygk.cz OPT

193.86.108.180 193.29.206.1 94 Standard query Ox7760 A oujygj.cz OFT

193.86.108.180 193.29.206.1 94 Standard query 0x3ed3 A oujygn.cz OPT

193.86.108.180 193.29.206.1 94 Standard query Ox080b A oujygx.cz OFT

193.29.206.1 193.86.108.180 799 Standard query response ©xa95@ Mo such name A oujyhe.cz S0A a.ns.nic.cz MNSEC3 NSEC3 WNSEC3 RRSIG RRSIG RRSIG RRSIG OPT
193.29.206.1 193.86.108.180 799 Standard query response 0x4254 No such name A oujyhd.cz SOA a.ns.nic.cz NSEC3 NSECZ NSEC3 RRSIG RRSIG RRSIG RRSIG OFT
193.29.206.1 193.86.108.180 804 Standard query response ©@x2fca Mo such name A oujyhc.cz S0A a.ns.nic.cz NSEC3 NSEC3 WNSEC3 RRSIG RRSIG RRSIG RRSIG OPT
193.29.206.1 193.86.108.180 799 Standard query response @x47e8 No such name A oujyha.cz SO0A a.ns.nic.cz NSEC3 NSECZ NSEC3 RRSIG RRSIG RRSIG RRSIG OFT
193.29.206.1 193.86.108.180 804 Standard query response ©x755d Mo such name A oujygk.cz S0A a.ns.nlic.cz NSEC3 NSEC3 WNSEC3 RRSIG RRSIG RRSIG RRSIG OPT
183.29.206.1 193.86.108.180 B804 Standard query response @x7760 No such name A oujygj.cz SOA a.ns.nic.cz NSEC3 NSEC3 NSEC3 RRSIG RRSIG RRSIG RRSIG OPT
193.29.206.1 193.86.108.180 799 Standard query response ©xc28b Mo such name A oujyht.cz S0A a.ns.nic.cz MNSEC3 NSEC3 WSEC3 RRSIG RRSIG RRSIG RRSIG OPT
193.29.206.1 193.86.108.180 B804 Standard query response Ox080b No such name A oujygx.cz SOA a.ns.nic.cz NSEC3 NSEC3 NSEC3 RRSIG RRSIG RRSIG RRSIG OFT
193.29.206.1 193.86.108.180 799 Standard query response ©x3ed3 Mo such name A oujygn.cz S0A a.ns.nlic.cz NSEC3 NSEC3 WNSEC3 RRSIG RRSIG RRSIG RRSIG OPT
193.86.108.180 193.29.206.1 04 Standard query 0xfid2 A oujygi.cz OPT

193.86.108.180 193.29.206.1 94 Standard query Ox4367 A oujygg.cz OFT

193.86.108.180 193.29.206.1 94 Standard query Ox560a A oujygu.cz OFT
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Déekuji za pozornost

Vaclav Steiner ¢ vaclav.steiner@nic.cz
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Zdroje

e Krists Luhaers — https://unsplash.com/photos/AtPWnYNDJnM
* Google Street View — https://maps.google.com

* Seznam mapy — https://www.mapy.cz

* Conteg — https://www.conteg.cz

e Dr. Attila OZGIT - .tr DDoS Attack

e Wikipedia
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