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Co to je NIX.CZ/SK

* NIX.CZ = Neutral Internet eXchange of the Czech Republic
* NIX.SK = Neutral Internet eXchange of the Slovak Republic
e IXP = Internet eXchange Point — platforma pro propojovani ISP (Internet Service Provider)

« ZaloZen 1996 ‘ ZaloZen 2015 l

* 6x PoP v Praze 2x PoP v Bratislavé
* 146 pfipojenych ASN NIX-CZ 37 pripojenych ASN NIX-SK
* 247 pfipojenych port — 12x 100GE 49 pripojenych portu
* 2692 Gbls pfipojené kapacity 265 Gbls pripojené kapacity
* 529 Gb/s max. datovy tok 19 Gbls max. datovy tok
* 7 .TLD operatorti 2 .TLD operatori
* L2 topologie - virtualizovana dvojita hvezda L2 topologie P
v . e s . Verejny peering, Privatni VLAN,
* Verejny peering, Privatni VLAN, .TLD housing, TLD housing, multicast VLAN
multicast VLAN, Partner Program a Fenix projekt ' ’
* Clen Euro-IX, RIPE a projektu Atlas
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Peering @ IXP

ASE5002 AS65003
IPva: 91.210.16.252 IPvd: 91.210.16.253

ASN = Autonomni systém
Network / Prefix = IP adresy sité

Peering IP = IP adresa hraniéniho routeru AS65001
IPvd: 91.210.16.251
Next-hop IP = IP adresa dalSiho skoku v cesté

Peering = Navazani vztahu mezi ISP pro predavani
informaci o cestach

AS65004
IPva: 91.210.16.254

BGP = Routovaci protokol pouZivany v peeringu

= s s s\ 7 ~ \\ ‘ I m_uu
Route server peering = Navazani prime !/ X backmot
- IFv4: 91.21016.250
BGP relace mezi route serverem a routerem ISP  _ \\V MAC: DEAD:FACEO2550
[ Y% . e T T
Black hole = Cerna dira e OPPOY.. NI route server
TRy 19547235124 IPvd: 91.210.16.1

Direct peering = Navazani pfimé BGP relace mezi
routery dvou ISP

T ;u“ 195.47.2 35.2/24
— = RS BGP session announcements
. 195.47.235.3/34 ———— = Data traffic flow
—_— Physical connection

Direct peering
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RTBH @ NIX.CZ

RTBH = Remotely Triggered Black Hole filtering
- RTBH v praxi znamena, presmérovani toku dat na jiny next-hop (black hole), kde je zahozen

- Vysledkem je, Ze provoz smérovany na ptivodni cil ho nedosahne a tim jsou sité téchto hostitell
chranény

- Takto resSeny blackholing je G¢inny zplsob, jak zmirnit dopady Distributed Denial of Service
(DDoS) ttoku, atd.

Tato funkce byla v roce 2014 nasazena v projektu FENIX a nasledné 2016 v peeringu NIX.CZ

Princip fungovani RTBH je u rliznych IXP v podstaté stejny, na zacatku vSak neexistoval standard, jak
RTBH signalizovat

Signalizace RTBH probiha prevazné pomoci BGP komunit, kterymi lze fidit propagaci oznam. siti
Pokud tedy hovofime o evoluci RTBH, jedna se spiSe o vyvoj signhalizace nez jeho principu
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RTBH filtrovani @ NIX.CZ

» Standardni situace:
— AS6881 propaguje pfx. 195.47.235.0/24
smeérem k RS bez BGP komunit
— RS propaguje tento pfx. vSem klientiim

— Prefix je prijiman/akceptovan a zvolen jako
best-path

— Odpovidajici next-hop IP (91.210.16.245) a
MAC jsou nauceny pomoci ARP

— Zakaznicky provoz tece pres NIX.CZ
infrastrukturu do AS6881

ASE5002 AS65003
IPva: 91.210.16.252 IPvd: 91.210.16.253

AS65001
IPv4: 91.21016.251

ASE5004
IPva: 91.210.16.254

MDLCE black hole
IPvd: 91.210.16.250
MAC: DEAD:FACEQZ2:50

AS6881

IPvd: 91.210.16.245 NIX.CZ route server

AS4AT200

CETEIRy 19547235.1/23 IPvd: 91.210.16.1

1 |m|;u“ 19547.235.2/24

— - BGP session announcements
v 19547.2353/24 ——— = Data traffic flow

—_— Physical connection
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* DDoS LlltOk: IPvd: 91.210.16.251

RTBH filtrovani @ NIX.CZ

ASE5002 ASE5003
IPv4: 91.210.16.252 IPv4: 91.210.16.253

AS65001 AS65004

IPv4: 91.210.16.254

sl
— i

— AS65001-3 jsou zdroje zakerného (“dirty”) |
provozu utociciho na server 195.47.235.1 v AS6881

— AS65004 je zdroj normalniho (“clean”)
provozu proudiciho na server 195.47.235.1 v AS6881

— Server 195.47.235.1 je pretizen a jeho sluzby jsou
nedostupné pro vsechny klienty

— Ostatni IP AS6881 mohou byt timto utokem s

postiieny také IPvd: 91.210.16.245
— Zahlceni portt, pretizeni CPU routeru,
“flapovani” BGP relaci, atd.

~ \\ ‘ , "hnTl'Ll |muu"
MNEX.CZ black hole
IPvd: 91.210.16.250
w MAC: DEAD:FA:CE:02:50
h —

1111_|'L| |l_uu

NDLCE route server
AS47200
T T 9 SAT2EE IPva: 91.210.16.1

AT T 19547235224
— - BGP session announcements

LT T WP RATR35M ——= Data traffic flow

——— = DDoS attack
_— Physical connection

& Affected ASN
(= =] E Attack source ASN

JLlean” source ASN
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RTBH filtrovani @ NIX.CZ

Obrana proti DDoS utoku: AS65002 AS65003
-~ AS6881 zaCne propagovat pfx. 195.47.235.1/32 s IPus: 91.21016.252 Py 91.210.16.253

BGP komunitou 47200:65004 65535:666 rcesoon .
smeéerem k RS [Prd: 9121016.251 IPvé: 91.210.16.254
~ RS pfijme tuto komunitu a zméni next-hop pro (-
tento pfx. 195.47.235.1/32 na black hole 4
IP (91.210.16.250) pouze pro klienty AS65001-3 S 7/
~ AS65001-3 prijmoulakceptuji a zvoli prefix ”’"‘*
195.47.235.1/32 jako best-path \ ,""' R, YT
— AS65001-3 se nauci odpovidajici black hole S e
next-hop IP a MAC via ARP - — o WV wcomonceos
- AS65001-3 zanhou smérovat svilij provoz na  jsee NDXCZ route server

black hole IP (9121016250) SN TRy 19547235124 IPva: 91.210.16.1
— Provoz smérovany na cilovou black hole MAC je

pomoci vstupniho L2 ACL zahozen jiz na vstupu do

T T 195472352724 o scp o
T T Y RATRIRN ——— = Data traffic flow
— = Redirected & droppad DDoS attack

infrastruktury NIX.CZ ————  Physical connection
-~ AS65004 posila “¢isty” provoz na 195.47.235.1 bez problémd, jelikoZ RS g o

nezmeénil tomuto klientovi next-hop Clea” source ASN
= Veskery provoz + DDoS z AS65001-3 na IP 195.47.235.1 je zahozen pred ® wcna

tim, nez dosahne AS6881 NIX-CZ | 20 YEARS



Konfigurace RTBH @ NIX.CZ

Priklad konfigurace routeru a vystupni
route-mapy:

(Cisco - IPv4)

ip prefix-list RTBH seq 5 permit <blackholed pfx.>
!

router bgp <your ASN>

no bgp enforce-first-as

neighbor <RS IP> remote-as <NIX.CZ RS ASN>
!

address-family ipv4

network <blackholed prefix>

neighbor <RS IP> route-map RTBH-MAP out
exit-address-family

!

route-map RTBH-MAP permit 10

match ip address prefix-list RTBH

set community 47200:65004 65535:666

#

Priklad konfigurace routeru a vstupni route-mapy
akceptujici /(>=32) pfx.:

(Cisco - IPv4)

ip community-list standard BLACKHOLE permit 65535:666
ip prefix-list IPv4-124 seq 5 permit 0.0.0.0/0 le 24
ip prefix-list IPv4-/132 seq 5 permit 0.0.0.0/0 le 32
|

route-map AS<your ASN>-RS-IPv4-IN permit 10
match ip address prefix-list IPv4-/32

match community BLACKHOLE

set local-preference 666

set community no-export

|

route-map AS<your ASN>-RS-IPv4-IN permit 20
match ip address prefix-list IPv4-/24

set local-preference 10

#
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RTBH signalizace @ IXP/ISP

* Vroce 2014 signalizovali RTBH IXP a ISP rliznymi zplisoby
— Pomoci ozhamovani zménéného next-hopu daného pfxu.
— Pomoci BGP komunit
- Kombinaci obou vySe uvedenych variant

* Neexistovala Zadna standardizace — kazdy resSil po svém:
* IXP - Internet eXchange Point

NIX.CZ = next-hop + 65511:47200

DE-CIX = next-hop

MSK-IX = 0:666

TPIX = 29535:666

Netix = 65499:999

* ISP - Internet Service Provider

Hurricane Electric = 6939:666
NTT = 2914:666
Init7 = 65000:666
Team Cymru = 64496:666
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Standardizace RTBH @ Euro-IX

* 2014 na pudé Euro-IX zacala diskuze o standardizaci RTBH
— Diskuze zda RTBH v IXP viibec podporovat
— Diskuze jak by méla BGP komunita vypadat
— Zalezitost spisSe ISP nez IXP

 RTBH je u ISP vyuzivano jak v peeringu, tak smérem k upstream a downstream partner(im
— Nejednotnost v implementaci neni efektivni

CUIO-X

European Internet Exchange Association
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RTBH @ IETF

Thomas King (DE-CIX) - 2015 IETF draft pro standardizaci tzv. well-know BGP community
Dohoda IXP a ISP pouzivajicich RTBH na:

- 65535:666 well-known komunité
- NO _EXPORT / NO ADVERTISE

Neni v konfliktu se stavajicimi koncepty RTBH I E T F
2016 standardizovano pod RFC 7999 (https://tools.ietf.org/html/rfc7999)

BLACKHOLE Community
RFC 7999

Document  IESG evaluation record  IESGwriteups  Email expansions  History

Versions 00 @ 01 02

draft-ymbk- grow-blackholing
draft-ietf-grow-blackholing _m_
1 I 1

1fc7999

I T
i) i) a o ‘o
& & & & &
S $ & § £
& < < < $
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RFC 7999 @ IANA

Vysledkem standardizace RFC 7999 je registrace BLACKHOLE well-known komunity u organizace IANA.

http:/lwww.iana.org/assignments/bgp-well-known-communities/bgp-well-known-communities.xhtml

Attribute Value Attribute Reference
0x00000000-0x0000FFFF  Reserved REC1997
0x00010000-0xFFFEFFFF  Reserved for Private Use RFC1997
0xFFFFOO00 planned-shut draft-francois-bgp-gshut][Pierre Francois
OxFFFFO001 ACCEPT-OWM RFCY611
s OxFFFFOO02 ROUTE_FILTER_TRAMSLATED w4 [draft-I3vpn-legacy-ric]
U OxFFFFO003 ROUTE_FILTER_ w4 [draft-I3vpn-legacy-rtc]
W OxFFFFOO04 ROUTE_FILTER_TRAMSLATED w6 [draft-I3vpn-legacy-ric
OxFFFFOOO05 ROUTE_FILTER_wG [draft-I3vpn-legacy-rtc]
. . 0xFFFFO006 LLGR_STALE [draft-uttaro-idr-bgp-persistence]
Internet ASSIgnEd Numbers ALIthDI’It}’ 0xFFFFO007 NO_LLGR [draft-uttaro-idr-bgp-persistence]
0xFFFFO00E accept-own-nexthop Ashutosh Grewal
0xFFFFO009-0xFFFFO298  Unassigned
0xFFFFO29A BLACKHOLE REC7999
OxFFFFO29B-0xFFFFFFD0D Unassigned
OxFFFFFFO1 MNO_EXPORT REC1997
OxFFFFFFO2 MNO_ADVERTISE RFC1997
OxFFFFFFO3 MNO_EXPORT_SUBCOMNFED RFEC1997
OxFFFFFFO4 MNOPEER RFC3765

0xFFFFFFO5-0xFFFFFFFF  Unassigned
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RFC 7999 @ podpora

V soucCasné dobé vypada podpora RFC 7999 takto:
Vyrobci, ISP a IXP respektujte RFC 7999 !l

Pouzivejte RFC 7999 a dejte o tom védét:

pj@nix.cz
https://github.com/tking/BLACKHOLE-BGP-Community

Supporting BGP Speakers

BGP Speaker Implementation Status

BIRD Done

GoBGP Done

OpenBGPD Done - Usage hint: "allow from any community BLACKHOLE set nexthop blackhole"
ExaBGP Done

Nokia Requested

Cisco Open

Juniper Open

Brocade Open

Huawei Open

Supporting IXPs

IXP
DE-CIX FRA, NYC, MAD, DUS, MUC, HAM, IST, PMO, MRS, DFW
NYIIX
CIX.HR

Community-1X
LAIIX

Equinix Ashburn, Atlanta, Chicago, Dallas, Los Angeles, Miami, New
York, Palo Alto, San Jose, Seattle, Toronto, Vienna, Geneva, Paris,
Zurich, Hong Kong, Melbourne, Osaka, Singapore, Sydney, Tokyo

MSK-IX Moscow, St.-Petersburg, Rostov-on-Don, Stavropol, Samara,

Kazan, Ekaterinburg, Novosibirsk, Viadivostok

SIX Seattle

France IX Paris and Marseille

NIX.CZ

NIX-CZ

Information

https://de-cix.net/en/services/globepeer
/blackholing

http/www.nyiix.net/rtbh/

https:/iwww.cix.hr/o-cix-u/infrastruktura
Iroute-server

https:iwww.community-ix.de/technik/
http://www.laiix.net/rtbh/

http://iwww.sanog.org/resources/sanog28
/SANOG28-Conference_ RTBH-
Safiudeen.pdi

http:/ikb.msk-ix.ru/en/ix/services/route-
server/#ddos

https:iwww.seattleix.net/blackholing

https://www.franceix.net/en/technical
Iblackholing/

https://www.nix.cz/en/technical#rs
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RTBH @ budoucnost

Prosazovani standardu RFC 7999 u ISP a IXP

Synchronizace pouzivani BGP signalizaci u IXP v ramci Euro-IX

Implementace nového standardu RFC 8092 - BGP Large Communities Attribute
Vyvoj novych (lepsich) mitiga¢nich mechanismu

Spoluprace NIX.CZ na tvorbé novych standardl v ramci Euro-IX a IETF
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2?? Dotazy ???

Petr Jiran
e-mail: pj@nix.cz
[l https:/iwww.linkedin.coml/in/petrjiran
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