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DNS provoz .CZ

Co prozradi BigData
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Zkoumana data

e 1,3 milionu domén

e Obdobi Q1 2017

e 10 000 dotazu/s

e 8,5 miliond unikatnich IP
adres (resolveru)

e 775 milionu unikatnich
gnames
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Resolvery

e 3,14 % aktivnich kazdy den e 50,9 % aktivnich pouze 1 den

e Generuji 76,8 % provozu e 0,14 % provozu

resolvers traffic resolvers traffic

. 768% ‘50.9%' 0.14 %
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Resolvery

e 0,5 % nejvetsich generuje o
90 % provozu

e Ne vzdy jsou videt kazdy den

resolvers traffic 80

% of traffic

90 %

Podil resolvert na celkovém

provozu
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Zeme odkud se resolvery ptaji

0.30 A
0.25 A

0.20 A

0.05 A

0.00 -

I o¢ {8 1 | [ e Finanzes

Countries in total traffic — ] Porovnén I’ S doménou . nz

e 7z 10 zemi stejnych

e .de a .fr— vétsi podil
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Qnames

e 0,37 % dotazovano kazdy e 57,4 % dotazovano pouze
den jeden den
e Generuje 92,7 % provozu e Generuje 0,77 % provozu
gqnames traffic gqnames traffic
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Qnames — navratové hodnoty

e NOERROR - 13,9 % e NXDOMAIN - 86,1 %
e 95,1 % provozu e 47 % provozu
gnames traffic
gqnames traffic
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Zajimava cisla — vsechny resolvery

e Unikatni gnames/resolver

107 4

e Median: 3
e Percerntil 90: 50 O
e Percentil 99: 5 633

e Maximum: 155 996 471 ..
- Amazon AWS EC2 instance 1
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Unique gnames le8
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Zajimava cCisla — aktivni resolvery

e Resolvery aktivni denné

Median: 701 10° 4
Percentil 90: 21 373 1044
Percentil 99: 289 373 _10

- Jen 0,5 % maxima 5
Max: 56 725 350
- ns1.vodafone.ie
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Hledani okrajovych pripadu

13

e Definice ,standardniho e Veskery provoz z Q1 2017

profilu dotazu  Resolvery s vice nez 100k

e Resolvery budou mit dotazy
normalni rozlozeni « 57 000 resolveri (0,7 %)
e Cim dale od stredu, tim e 92,3 % provozu
podezrelejsi e Kazdy resolver popsan
e Tudy ne! vektorem metrik

e e e . CZMNIC |3t



Hledani okrajovych pripadu — data

13 metrik
gnames qtype_AAAA qtype_A qtype_MX qtype_NS
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Jak dale?

THIS 1S YOUR MACHINE LEARNING SYSTET?

e Pokus najit standardni Y0Pt Y00 FOUR THE [P IO TS B
chovani HE ASLERS On FE OFER SUE.
_ o ) WHAT I THE ANGLIERS ARE LIRONG? |
e Definovani ,odchylky” od JUST SR THE PILE NTL
’ THEY START LOOKING RIGHT
normalu

e Hledani situaci, kdy resolvery
vybocCuji ve vice kriteriich

e Machine learning

Zdroj: https://xkcd.com/1838/
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Dotazy?
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Dekuji za pozornost

Petr Cernohouz ¢ petr.cernohouz@nic.cz
Bedrich Kosata ¢ bedrich.kosata@nic.cz
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