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“An operating system is said to be reliable 
when a typical user has never experienced 
even a single failure in his or her lifetime and 
does not know anybody who has ever 
experienced a failure.”
[Tanenbaum 2014]
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“An operating system is said to be reliable 
when a typical user has never experienced 
even a single failure in his or her lifetime and 
does not know anybody who has ever 
experienced a failure.”
[Tanenbaum 2014]

“There are no demonstrated examples of highly 
secure or highly robust unstructured (monolithic) 
systems in the history of computing.”
[Shapiro 2006]
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Software DependabilitySoftware Dependability

IEEE definition

“Dependability is a measurable and provable degree of 
system’s availability, reliability and its maintenance support.”

Laprie J. C.: Dependable Computing and Fault Tolerance

“Dependability is also affected by other measures, such as 
safety, security, integrity and confidentiality.”
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Cautionary Tale: Therac-25Cautionary Tale: Therac-25

Radiotherapeutic medical device

Derived from Therac-6

Two basic modes of operation

Safety features in hardware instead of software

6 confirmed accidents between 1985 – 1987

3 confirmed deaths with a root cause of radiation
burns

Software race condition

Poor software design and QA

Misleading user interface

Root cause: Poor understanding of software
reliability issues
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Cautionary Tale: Ariane 5Cautionary Tale: Ariane 5

ESA heavy lift launch vehicle

Derived from Ariane 4

A reliable and time-proven vehicle

Exploded on its maiden voyage on June 4th 1996

39 seconds after lift-of

$370 million in damage

64bit float containing velocity truncated to
a 16bit integer in a non-critical software component

Caused an uncaught exception that propagated to the control
component

A safety component triggered mission abort

The non-critical component served no actual purpose
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MicroservicesMicroservices

Wikipedia definition

“A variant of service-oriented architecture (SOA) that 

structures an application as a collection of loosely coupled 

fine-grained services.”

Benefits

Improved modularity, understandability, verifiability

Improved run-time fault isolation, anti-fragility
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MicroservicesMicroservices

Not an entirely new idea ...
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HelenOS in a NutshellHelenOS in a Nutshell

open source general-purpose 
multiplatform microkernel

multiserver operating system
designed and implemented from scratch

application application application

server
task

server
task

server
task

microkernel

hardware



Competition HelenOS
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HelenOS in a NutshellHelenOS in a Nutshell
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HelenOS in a NutshellHelenOS in a Nutshell
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~ 337,000 physical lines of code

~ 950 person-months worth of efort
(Basic COCOMO Model)

24 master theses, 4 bachelor theses,
3 team projects, 11 GSoC and ESA SOCIS

projects, independent contributors





BSD license

AMD64, ARM, IA-32, IA-64, MIPS, PowerPC, SPARC

Smart algorithms and data structures (RCU)

Componentized networking stack (IPv4, IPv6)

Audio stack (playing MOD, XM files)

Composing desktop GUI
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The Case for “Reinventing the Wheel”The Case for “Reinventing the Wheel”

Clean-slate design

Legacy designs and APIs may be broken, insecure, thread-
unsafe, morally obsolete

However, not saying that all legacy is broken

Thinking out of the box
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Formal Verification in a NutshellFormal Verification in a Nutshell

(open → close)

temporal logic formula

model checker

label transition system

OK

or

line 10: …
line 14: …
line 22: …
line 47: ...

error trace
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Formal Verification ExampleFormal Verification Example

Changeset: mainline,530

Commit log: Fix uninitialized field in error path

Found by Clang Analyzer

kernel/generic/src/main/kinit.c

 if (init.tasks[i].addr % FRAME_SIZE) {
     printf(“init[%” PRIs “].addr is not frame aligned\n”, i);
+    programs[i].task = NULL;
     continue;
 }
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Conclusion & Future WorkConclusion & Future Work

State-of-the-art

Solid and comprehensive research and development platform

Viability demonstrated on several practical use cases

Future work

Performance tuning

Focusing on commercialization



Q&A
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www.helenos.org

Join us!Join us!



Backup
slides
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Development ProcessDevelopment Process
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CommitsCommits
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DownloadsDownloads
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www.microkernel.info
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About UncertaintyAbout Uncertainty

Aleatory (irreducible) uncertainty

Uncertainty in the world

Unknown unknowns

It is impossible to predict exactly how many heads will occur in 100 trials of tossing a coin

Frequentist interpretation of probability needed

Epistemic (reducible) uncertainty

Uncertainty about the world

Know unknows

Given a coin, I do not know the probability of tossing a head

But I can estimate it by doing experiments, learning about the physical properties of the coin, studying historical 
records about similar coins, etc.
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About Uncertainty (2)About Uncertainty (2)

Definition: Perfect software

Software that will never experience a failure in operation, no 
matter how much operational exposure it has

Definition: Possibly perfect software

Software that might be perfect (we don’t know it) with some 
probability

Probability of perfection
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About Uncertainty (3)About Uncertainty (3)

How the probability of perfection relates to reliability?

Using the theorem of total probability

P(SW fails [on a randomly selected demand]) =
P(SW fails | SW is perfect) * P(SW is perfect) +
P(SW fails | SW is imperfect) * P(SW is imperfect)

The first term is zero, because the software does not fail if it is perfect

Hence, define

– pnp .. probability the software is imperfect

– pfnp .. probability that software fails if it is imperfect

Then P(SW fails) ≤ pfnp * pnp
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About Uncertainty (4)About Uncertainty (4)

Interpreting P(SW fails) ≤ pfnp * pnp

pfnp and pnp are subjective probabilities (degree of belief)

Conservative approximation

Assume software always fails if it is imperfect (pfnp = 1)

Then P(SW fails) ≤ P(SW is imperfect)

Conclusion

Even the most crude validation / verification improves lowers the probability that the 
software is imperfect

This is the upper bound of the probability that the software fails

The confidence of the improvement can be even quantified

This relieves formal verification tools from the burden of absolute perfection
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