Content Security Policy

Vlastimil Zima e vlastimil.zima@nic.cz « 24. listopadu 2017

NI o¢ £X ) | [ og:%iri s



900000000000

Content Security Policy

e Obrana pred XSS apod.
Vazany na HTML stranku

.Cce00 https://content-security-policy.com/
e Level 2, ve vyvoji Level 3
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Jak to funguje

Y v Y
Prohlizec¢
HTML CSP
+ CSP

https://example.cz/style.css

https://example.cz/script.js

https://evil.example.cz/script.js

eval()
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Zakladni direktivy

e script-src—JS

e style-src — CSS

e object-src — <object> apod.
e img-src — obrazky

e media-src — audio, video apod.
e child-src

e frame-src — <frame>, <iframe>
e worker-src — Worker apod.

e font-src — fonty
e connect-src — AJAX apod.

e default-src
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Hodnoty direktiv

e Specialni hodnoty
e 'self'

e 'none'

o *

e 'unsafe-inline' —<style>, style=, <script>, on*= apod.
e 'unsafe-eval' —eval, setTimeout a setInterval

e Schémata
e https:
e data:
e Zdroje
e example.cz
e https://example.cz

e *, example.cz
e example.cz:8000
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e Vyjimky pro inline
e 'nonce-vybrana-hodnota'
e 'sha256-base64-hodnota’
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Hlaseni

e report-uri

e Zavislé na prohlizeci

e Zobrazuji se v konzoli
{"csp-report" : {

"document-uri" : "https://example.cz/",

"referrer" : "",

"blocked-uri" : "https://evil.example.cz/",

"violated-directive" : "default-src 'self'",

"original-policy" : "default-src 'self'; report-uri https://example.cz/report/",
"status-code" : 200,

"effective-directive" : "style-src",

"source-file" : "https://example.cz/",

"line-number" : 31,

"column-number" : 21
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Kam s nim

HTTP hlavicka
¢ HTML meta — Level 2+

Content-Security-Policy

Content-Security-Policy-Report-Only

X-Content-Security-Policy

X-Content-Security-Policy-Report-Only
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Jak na to

@ default-src 'none'
® Otestovat
® Opravit kod / CSP
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Jak na to

@ default-src 'none'
® Otestovat
® Opravit kod / CSP

e ecval, setTimeout a setInterval

<script>, on*= apod.
<style>, style= apod.
data: URI
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Prokleti socialnich siti

e Chybi navody
e Pokus-omyl

NI o¢ £X ) | [ og:%iri s



[e]e]e]e]e]ele] Jele]e]e]

Prokleti socialnich siti

e Chybi navody
e Pokus-omyl
Twitter widget
e <meta name="twitter:widgets:csp" content="on" />

e script-src https://platform.twitter.com
https://cdn.syndication.twimg.com

e style-src https://platform.twitter.com

e connect-src https://syndication.twitter.com
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Prokleti socialnich siti

e Chybi navody
e Pokus-omyl

Facebook +1

e script-src https://connect.facebook.net
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Prokleti socialnich siti

e Chybi ndvody
e Pokus-omyl
Google
e script-src https://*.googleapis.com — mapy, preklady, CDN
e script-src https://*.google.com — Google+, mapy, reCAPTCHA
e script-src https://www.gstatic.com —reCAPTCHA
e style-src https://fonts.googleapis.com — fonty v mapach
e font-src https://fonts.googleapis.com — fonty v mapach
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Nase direktivy

e https://www.nic.cz/, https://www.mojeid.cz/, ...

default-src 'self';

script-src 'self' 'unsafe-eval' 'unsafe-inline' https://test-ipv6.nic.cz https://*.test-ipv6.nic.cz
https://piwik.nic.cz/piwik.js https://platform.twitter.com https://cdn.syndication.twimg.com
https://s.ytimg.com https://*.googleapis.com https://*.google.com https://connect.facebook.net
https://*.mapy.cz;

style-src 'self' 'unsafe-inline' https://www.rhybar.cz https://platform.twitter.com https://*.nic.cz
https://fonts.googleapis.com https://api.mapy.cz;

img-src * data:;

media-src *;

child-src *;

frame-src *;

worker-src 'mone';

font-src 'self' https://fonts.gstatic.com;

connect-src 'self' https://*.test-ipv6.nic.cz https://*.labs.nic.cz https://piwik.nic.cz/piwik.php
https://www.nic.cz/files/CORS/projects-bar/ https://mojeid.cz https://syndication.twitter.com;

report-uri https://csp.nic.cz/report/
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Nase direktivy

e https://mojeid.cz/

default-src 'self';

script-src 'self' https://piwik.nic.cz/piwik.js;

object-src 'none';

img-src * data:;

media-src 'none';

child-src 'none';

frame-src 'none';

connect-src 'self' https://piwik.nic.cz/piwik.php https://www.nic.cz/files/CORS/projects-bar/;
report-uri https://csp.nic.cz/report/
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Nase CSP

HTTP server — HTTP hlavicky
https://csp.nic.cz/report/
e https://github.com/adamalton/django-csp-reports
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Statistiky
e 40 000 zobrazeni/den

CZ.NIC|:

SPRAVCE

DOMENY CZ
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Statistiky

e 40 000 zobrazeni/den
e 110 000 hlaseni/den
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Statistiky

e 40 000 zobrazeni/den
e 110 000 hlaSeni/den
e 70 % script-src se self URI

"script-sample":"onfocusin attribute on DIV element"
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Statistiky

e 40 000 zobrazeni/den

e 110 000 hléSeni/den

e 70 % script-src se self URI
"script-sample":"onfocusin attribute on DIV element"

e 15 % prazdna URI

"source-file":"https://mojeid.cz/password_reset/",
"line-number":19,
"column-number" :26
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Statistiky

e 40 000 zobrazeni/den

110 000 hl&Seni/den

e 70 % script-src se self URI
"script-sample":"onfocusin attribute on DIV element"

e 15 % prazdna URI

"source-file":"https://mojeid.cz/password_reset/",
"line-number":19,

"column—-number" :26

e 10 % font-src se https://sxt.cdn.skype.com/,
https://fonts.gstatic.com/, ... URI
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Dekuji za pozornost

Vlastimil Zima e vlastimil.zima@nic.cz

NI o¢ £X ) | [ og:%iri s



