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Ucinme DNS opéet velkym!

Automaticka sprava keysetl a jedno krasné vyroci

Ondfrej Filip ¢ ondrej.filip@nic.cz « 24. 11. 2017
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Byvaly casy, kdy bylo DNS jednoduché

o (tedy ...
o Konfigurace nameserveru, zony

e VloZeni NS zaznamu (popfipadé glue) do nadfazené
zony/registru

e A pak uz nic nedélat, klidneé cela léeta
e (bohuzel ..))
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Ale pak se vse trochu zkomplikovalo

e Prisel DNSSEC

e Skvéla technologie — jedina globalni duvéryhodna
databaze

e Ale neni jednoducha

e Ne vSichni registratori jsou vzorni (i kdyz v .cz to jde)
e Pro laika tezké opakované prenaset kryptoklice

e Co kdyzZ registrator a DNS operator jsou rizni?
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Motivace

e Zjednodusit zivot triumviratu

o Drzitel, registrator a DNS operator
e Acisla (!)

e GGotta catch‘em all!




Co s tim?

e Zkusme to zautomatizovat
e Nedavno se objevily nastroje:

e RFC 7344 - Automating DNSSEC Delegation Trust
Maintenance - zari 2014

e RFC 8078 - Managing DS Records from the Parent via
CDS/CDNSKEY — brezen 2017

o Atak jsme se do toho hned pusitili
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Princip

e Zvlastni signalizace v DNS zone — CDNSKEY, CDS
e Provadi DNS operator

o Zcela automatické napriklad v Knot DNS od verze 2.5
(v soucasnosti 2.6.2)

e Scanzony - TCP
e 7 dnu, notifikace
e Dalsi zmény rychle




Postupny nabéh

e T&sné pred IT17 — 20. 6. 2017

e Domény bez DNSSEC (7 dni)

e Domeny s jiz automaticky zapnutym DNSSECem
(rotace, vymaz — témer okamzite)

e Druha faze — 26. 9. 2017

e Domeny s rucne nastavenym DNSSECem (temer
okamzite)
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Co dal?

e Zatim jsme jedini na svéte
e DalSi registry nasleduji

e Switch - .ch/.li
e CIRA- .ca
e Cloudflare — diskuse - OPT-IN - OPT-OUT (~ 3000)

e VVyhodnoceni provozu — PUSH pro FRED a Knot DNS

e Lokace KNOT
DNS
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Oslava narozenin!

e Vite kdo ma tento meésic kulatiny?
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Oslava narozenin!

e Vite kdo ma tento meésic kulatiny?

e RFC-1034 & RFC-1035 — autor Paul Mockapetris
e Dosud platna RFC (!) - nahradila starsi 882 a 883
e Konec RFC-952, RFC-953
e Konec hosts.txt
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RFC-1034

e Vite, kolik typl zaznamu definuje toto RFC?
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RFC-1034

e Vite, kolik typl zaznamu definuje toto RFC?

WWW.NIC.CZ IN A 217.31.205.50
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RFC-1034

e Vite, kolik typl zaznamu definuje toto RFC?

WWW.NIC.CZ IN @ 217.31.205.50
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RFC-1034

e Vite, kolik typl zaznamu definuje toto RFC?

This memo uses the following types:

A a host address

CNAME identifies the canonical name of an
alias

HINFO identifies the CPU and 0S used by a host

MX identifies a mail exchange for the

domain. See [RFC-974 for details.

NS
the authoritative name server for the domain

PTR
a pointer to another part of the domain name space
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RFC-1035

e Vite, kolik tfid zaznamu definuje toto RFC?
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RFC-1035

e Vite, kolik tfid zaznamu definuje toto RFC?

WWW.NIC.CZ IN A 217.31.205.50
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RFC-1035

e Vite, kolik tfid zaznamu definuje toto RFC?

WWW.NIC.CZ @ A 217.31.205.50
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RFC-1035

e Vite, kolik tfid zaznamu definuje toto RFC?

3.2.4. CLASS values

CLASS fields appear in resource records. The following CLASS mnemonics
and values are defined:

IN

CS

CH

HS

1 the Internet

2 the CSNET class (Obsolete - used only for examples in
some obsolete RFCs)

3 the CHAOS class

4 Hesiod [Dyer 87]
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Hesiod

e Vite, kde se pouziva trida hesiod?
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Hesiod

e Vite, kde se pouziva trida hesiod?

e Project Athena — MIT, DEC a IBM — distribuovany
vyukovy systém — vznik X-Windows, Kerberos, ...

Athena Motif OpenLook
O anwr ) OEmid iew)

GTE+ Ot FLTK XForms

H-Toolkit Ged

client libranes

(xlib, X CB)

I ¥11 display server protocol

display server —— window manager
O{.0rg Server, XFree86, atc.) {Mutter, KWin, Compiz, etc.)

CZNIC 5T



Hesiod

e Vite, kde se pouziva trida hesiod?
e 1983 — 1991 — Ale udajné porad jeste pouzivan

e Pfistup k idajum souboru jako /etc/passwd,
letc/group, /etc/printcap a pod.

foo.passwd.ns.example.net HS TXT "foo:x:100:10:Foo Bar:/home/foo:/bin/sh"
180.passwd.ns.example.net HS TXT "foo:x:100:10:Foo Bar:/home/foo:/bin/sh"
100.uid.ns.example.net HS TXT “foo:x:108:10:Foo Bar:/home/foo:/bin/sh"
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Dekuji za pozornost!
T FRED @ KNOT

Ondfrej Filip ¢ ondrej.filip@nic.cz
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