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Analyza unikatnich DNS dotazu
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System Adam

* Advanced DNS Analytics and Measurement

e Entrada

* Hadoop
* Apache Impala
 Apache Parquet
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Celkovy poCet domén .cz

e 1306172 .czdomén (23.11.2017)
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Pocet dotazl na unikatni domény letos
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Kdo se tedy pta?

e Velci hraci (co se poctu dotazll tyce)
e Georgia Institute of Technology (Gatech)
* Yandex
* Amazon
e XS4ALL
e DomainTools, LLC
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GATECH

e Zeptame se

part of our Active DNS project.

* https://www.activednsproject.org

e Nabidli odebrani ze scan listu
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Yandex

* m.j. vyhledavac
* Nejzajimavejsi aktivita

* Velké mnozstvi dotazu na unikatni domény

e O o O O - o O O e o oo o O - © oo o -+ o o ® oo ¢ O e O o -+ © @ ° ° o o O o A
SPRAVCE
.......... I o¢ £ | | [ e peinatas:



Yandex

* m.j. vyhledavac
e Stejné se zeptame — Defaultni odpoved...

not an attack, but the routine activity of one of
our service bots, which 1s a part of our web
search engine Yandex.com/Yandex. ru

e Cim je zajimavy?
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Yandex

* VyznamnejSi DNS resolvery cca 500 000 az 1 000 000
unikatnich gname denné

* Napr: neco.cz ale i neco.neco.cz
* Yandex?

* Napri4 771534
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Gatech vs Yandex

e Gatech:
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* Jakoby-ceska-domena.cz
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Gatech vs Yandex

* Yandex (jedna IP) + abecedneé:
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* vdcIx7ps0.cz
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Yandex

* Yandex

e 12.1.2017

* Od uypelf5z878xj9yezyerx.cz
* Po vectisoft.cz

e Abecedné
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Yandex

23.12.2016 — 11.1.2017
54 852 534 unikatnich gname
54 755 113 unikatnich domén

e cz celkem ~1,3 mil. omén
e Zjedne IP
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Yandex IP nebyla jedinna

535 693 5383
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A co Google?

e Maximum béhem unora

3170 495 z jedné IP

60 IP adres > 1 000 000 unikatnich dotazu
115 459 342 celkem

oooooooooooooooooooooooo ® ¢ @ © :+ o @ + <+ o o @ o CZ.“IC'%%QI\?\E/ISECZ



A co Google? Vic IP adres
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A co Google?
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Amazon?

* Nejzvedavejsi IP adresa

e 155 990 964 unikatnich dotazti béhem jednoho mésice (bfezen)
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DalSi zajimavosti

e Casté shluky IP adres — stejny rozsah, vysoky poc¢et dotaz(

* Duben — Yandex (prvni misto)

e 13 IP adres x 34 000 000 dotazUl
* Google jen 2x v prvnich 50ti

oooooooooooooooooooooooo ® o O o ++ oo @ =+ =+ o o O o K
SPRAVCE
.......... C et e e e e e it CZNIC|EN



DalSi zajimavosti

e DigitalOcean — zadné shluky, IP z rliznych rozsahu

e Zafijen top 19 IP adres s prumérem 19 000 000 unikatnich
dotazu

e 198 427 349
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DigitalOcean
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Dekuji za pozornost

Martin Kunc ¢ martin.kunc@nic.cz
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