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O projektu

* Open-source DNS resolver

 Modularita a flexibilita

KNOT
RESOLVER

- Jednovlaknové procesy

- Moduly (Lua, C)

- Lua konfigurace

e www.knot-resolver.cz
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https://www.knot-resolver.cz/

Kde je problem?

* Management jednotlivych procesu

- Vyuziti vicejadrovych procesort

- Statistiky a metriky
* Jednotlivé moduly je pred pouzitim potreba nejdrive explicitné nacist
* Lua konfigurace

- Je jednoduché udélat chybu a mlze byt obtizné chybu najit
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Vylepseni ve verzi 6.x

* knot-resolver-manager

- Novy nastroj, ktery spravuje procesy resolveru (kresd, cache-gc)
* Deklarativni format konfigurace

- Validace

- Citelnost

* Novy pristup k psani policy pravidel
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Testovani verze 6.x
https://knot.pages.nic.cz/knot-resolver/

5/18 - Ales Mrazek CZNIC |50


https://knot.pages.nic.cz/knot-resolver/

knot-resolver-manager

* Spravuje jednotlivé procesy podle potreby
- supervisord (docker, Turris OS, ...)
- Spousténi a vypinani procesl
- Konfigurace a rekonfigurace procesl

* Management HTTP API

* Agregace statistik/metrik

6/18 - Ales Mrazek CZNIC |50



supervisord

v

f controls... ¢

manager

v

v

cache-gc

kresd_T1 kresd_N
A configurations... A
i I m e e o = = o e o = = = S, —

7/18 * Ales Mréazek

CZNIC 2k



Deklarativni konfigurace

YAML, JSON, JSON schema
Komplexni validace pred pouzitim
Citelngjsi a intuitivnéjsi nez Lua

Konverze na Lua konfiguraci (Jinja2 templaty)

Configuration validation errors detected:
[/network/listen[0] /port] value 65536 is higher than the maximum 65535
[/logging/level] 'degugg' does not match any of the expected values ('crit', ..., 'debug')

8/18 - Ales Mrazek CZNIC |50



Prace s konfiguraci

- validate, convert
Komunikace s HTTP API

- config: get, set, delete

- metrics, schema, reload, stop
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kresctl utilita

$ kresctl
$ kresctl

$ kresctl
$ kresctl

$ kresctl

validate /etc/knot-resolver/config.yaml
convert /etc/knot-resolver/config.yaml

config get --yaml

config set -p /workers 8

metrics
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kresctl

API

config.yaml
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- »| supervisord

- > kresd_N.lua
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network:

listen:

#
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unencrypted DNS on port 53 (default)
interface: &interfaces

- 127.0.0.1

- 1
DNS over TLS on port 853 (default)
interface: xinterfaces
kind: dot
DNS over HTTPS on port 443 (default)
interface: xinterfaces
kind: doh2

Ales Mrazek

-— unencrypted DNS on port 53
net.listen('127.0.0.1', 53, { kind = 'dns' })
net.listen('::1', 53, { kind = 'dns'})

-- DNS over TLS on port 853
net.listen('127.0.0.1', 853, { kind = 'tls' })
net.listen('::1', 853, { kind = 'tls' })

-— DNS over HTTPS on port 443
net.listen('127.0.0.1', 443, { kind = 'doh2' })
net.listen('::1', 443, { kind = 'doh2' })
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views: Kdo poslal dotaz?
* Nejlépe odpovidajici pravidlo vyhraje (nezavisle na poradi)
* Rozhodne o odmitnuti, pfifazeni tagd, ...

* Tagy dale slouzi jako filtr pro jina pravidla ovlivhujici zaznamy v odpovédich

views:
- subnets: [ 0.0.0.0/0, "::/0" ]
answer: refused
- subnets: [ 10.0.10.0/24, 127.0.0.1, "::1" ]
answer: allow
- subnets: [ 192.168.1.0/24 ]
tags: [ malware, localnames ]
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local-data: Upravy v DNS zaznamech

Deklarativni pristup: zmény v DNS stromu
- Stary pristup policy: pfisel dotaz, jakou na néj dat odpoved?
Kombinace rliznych pravidel se ¢astéji chovaji tak jak lidé ¢ekaji

- CNAME, pravidla pro vzajemné vnorené podstromy - vCetné forwardovani, blokovani PTR

local-data:
Addresses: local-data:
al.example.com: 2001:db8::1 records: |
a2.example.org: www . google.com CNAME forcesafesearch.google.com
- 192.0.2.2 rpz:
- 192.0.2.3 - file: /tmp/malware.rpz
- 2001:db8::4 tags: [ malware ]
Addresses-files:
- /etc/hosts
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forward: Koho se ptat dal?
* Deklarativni pristup umoznil pokryti dalsich castych pouziti
* Preposlani na vice mist i ramci jediného dotazu

* Cilem muze noveé byt i autoritativni server (jiz nerozbije CNAME)

forward: forward:
- subtree: '.' - subtree: internal.example.com
servers: servers: [ 10.0.0.53 ]
- address: options:
- 2001:148f:fffe::1 authoritative: true
- 193.17.47.1 dnssec: false

transport: tls
hostname: odvr.nic.cz
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views:
- subnets: [ 0.0.0.0/0, "::/0" ]
answer: refused
- subnets: [ 10.0.10.0/24, 127.0.0.1, "::1" ]
answer: allow
- subnets: [ 192.168.1.0/24 ]
tags: [ malware ]
local-data:
records: |
www . google.com CNAME forcesafesearch.google.com
rpz:
- file: /tmp/malware.rpz
tags: [ malware ]
forward:
- subtree: +internal.example.com
servers: [ 10.0.0.53 ]
options:
authoritative: true
dnssec: false
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-- Je potreba byt velmi opatrny s poradim pravidel,
-- jinak se vzdjemné zastini '"nechténym zplsobem'.
view:addr ('192.168.1.0/24"',

policy.rpz(policy.DENY, '/tmp/malware.rpz'))

view:addr('10.0.10.0/24', policy.all(policy.PASS))
view:addr('127.0.0.1,"', policy.all(policy.PASS))
view:addr('::1"', policy.all(policy.PASS))

view:addr('0.0.0.0/0"',
view:addr('::/0"',

policy.all(policy.REFUSE))
policy.all(policy.REFUSE))

-— www.google.com: nejde, CNAME nefunguji v lua
policy modulu.

-— Knot Resolver predpoklddd, Ze cilem je resolver

-- a tedy treba CNAME se budou rozbijet.

policy.add(policy.suffix(
policy.STUB('10.0.0.53"),
{todname('internal.example.com')}))

CZNIC 2k



Shrnuti novinek

Knot-resolver-manager
- Odpada management jednotlivych procest (kresd, cache-gc)
Deklarativni konfigurace

- Komplexni validace
Management HTTP API

kresctl utilita
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Co dale?

Stabilizace a drobna zlepSeni modelu konfigurace
Zpétna vazba od uzivatell
Nasazeni na ODVR

Knot Resolver 6.1.0
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Dekuji Vam za pozornost!
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