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Obsah prednasky

® Co je to MojelD,

® vyhody MojelD jako SSO metody,

® dostupné zplsoby implementace,

® mozné problémy s vyvojem SSO plugind.
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Co je to MojelD?

® Poskytovatel elektronické identity:
® soubor osobnich Gdajd,
® SSO - jedno uzivatelské jméno a heslo,
® jednoducha registrace u novych sluzeb,

® podpora standardl OpenlID Connect a SAML.
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Vyhody MojelD

® Bezpecnost pfihlasovani,

® ovéfeni pfes HW klice,

® (rovné znacna a vysoka,
® kontrola nad pfedavanymi udaji,
® mozZnost ovéfeni pravosti Gdajd.
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Dostupné zplisoby implementace - WordPress

® NejrozSifengjsi CMS na svété (43 % / 63 %),
® odpovida tomu Uroven dokumentace,
® plugin WooCommerce (12 % CZ e-shopd),
® funkcni plugin OpenID Connect Generic:
® client ID a secret,
® scope, endpointy,
® KliCe zpracovani identity,
® hook pro umisténi tlaCitka pfihlaSeni.
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WordPress - konfigurace

Client ID [ J Identity Key email
The ID this client will be recognized as when connecting the to Identity provider Where in the user claim array to find the user's identification data. Possible
server. standard values: preferred_usemame, name, or sub. If you're having trouble, use
Example: my-wordpress-client-id “sub”.

Example: preferred username

Client Secret Key

Arbitrary secret key the server expects from this client. Can be anything, but Nickname Key email

should be very unique. Where in the user claim array to find the user's nickname. Possible standard
values: preferred_username, name, or sub.

Example: preferred_username

OpeniD Scope email openid profile

Space separated list of scopes this client should access.

Example: email profile openid offline access Email Formatting \ {email}

String from which the user's email address is built. Specify *{email)" as long as
the user claim contains an email claim.
Example: {email}

Login Endpoint URL. | https://mojeid.ca/oidc/authorization/

Identify provider authorization endpoint.
Example: https://example.com/oauth2/authorize

Display Name Formatting | {given_name} {family_name}

String from which the user's display name is buil.

Userinfo Endpoint URL | https://mojeid.cz/oidc/userinfo/ Y e iy

Identify provider User information endpoint.
Example: https://example.con/oauth2/UserInfo

Token Validation Endpoint URL | https://mojeid.cz/oidc/token/

Identify provider token endpoint
Example: https://example.com/oauth2/token
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Dostupné zplisoby implementace - WordPress

® NIA Approved Comment plugin:
® Narodni identitni autorita,
® ykazka moznosti MojelD,
® schvalovani komentarll jen od existujicich
lidi.
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Require prompt addon

INHEN YOU ACCIDENTALLY
REJECT MOJEID AUTH
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Dostupné zplisoby implementace - Drupal

® Funkcni OpenlD Connect plugin:

client ID a secret,
scope, endpointy,
sluzba MojelD - MR do upstreamu,
® pouze credentials,
potfeba umistit login button,
mozné problémy s PHP composerem.
verze pluginu X verze Drupalu.
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Dostupné zplisoby implementace - OpenCart

® |n-house OpenlD Connect plugin:
® client ID a secret,
® scope, endpointy,
® obtizna instalace:
® upload -> potvrzeni -> vybér kategorie ->
aktivace,
® vloZeni tlaCitka = Gprava TWIG Sablon,
® potfeba nahrat grafické balicky =>
sysmaster,
® |ogin v liSté/paticce,
® problém pfi renderu.
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OpenCart - konfigurace

# OpeniD Connect settings

Client authentication

*Client D

* Cllent secret

Identity provider endpoints

*Authorization  hixps://mojeid.cz/oidc/authorization/
‘endpoint URL
*Token endpoint URL | hipsi/mojeid.czfoicc/token/

* Userinfo endpoint | https:/imojeld.ca/oldc/userinfo/
URL

Generated data

Redirect URL  hitp/
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Dostupné zplisoby implementace - Joomia!

® |n-house OpenID Connect plugin:
® client ID a secret,
® scope, endpointy,
® instalace i konfigurace velmi jednoducha,
® |ehce obtizné viozZeni tlagitka,
® nepodporuje Upravu HTML => modul,
® obrazek jako odkaz,
® |ze umistit témér kamkoli.
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Joomla! - konfigurace

OpenlD Connect setup

Authorization endpoint URL

https://mojeid.cz/oidc/authorization/ ]

Token endpoint URL

https://mojeid.cz/oidc/token/ ]

Userinfo endpoint URL i https://mojeid.cz/oidc/userinfo/ ]
After login URL index.php

URL to navigate to after login
Client ID

Client ID as set in the authorization server.

Client secret

Client secret as set in the authorization server.
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Dostupné zplisoby implementace - PrestaShop

® EXxistujici plugin, ale closed-source,
® in-house OpenlID Connect plugin:
® client ID a secret,
® scope, endpointy,
® instalace i konfigurace velmi jednoducha,
® neni potfeba umistovat tlacitko.
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PrestaShop - konfigurace

IdP name (title)

* Client ID

* Client secret

* Authorization endpoint URL

* Token endpoint URL

* Userinfo endpoint URL

* Scope

* Require prompt

Redirect URL

MojelD

https://mojeid.cz/oldc/authorization/

https://mojeid.cz/oldc/token/

https://mojeid.cz/oldc/userinfo/

openid profile email

[ Require prompt

http:// findex.php?fc=module&r

penidconnect&c I
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Problémy s vyvojem obecnhé

NI o¢ £ ) | [ ogc%irise”



Nastrahy a prekvapeni implementaci MojelD do aplikaci tretich stran

0000000000000V 0@00000000000

Problémy s vyvojem obecné - dokumentace
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Problémy s vyvojem obecné - dokumentace

| am once again asking
for better documentation.
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Problémy specifické pro OpenCart

® Jiz existuje rozsireni...
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Problémy specifické pro OpenCart

® Jiz existuje rozsifeni... 6 let staré.
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Problémy specifické pro OpenCart

® Jiz existuje rozSifeni... 6 let staré.
® \/ySel OpenCart 4...
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Problémy specifické pro OpenCart

® Jiz existuje rozSifeni... 6 let staré.
® \/ySel OpenCart 4 a uz nepouziva OCMOD.
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Problémy specifické pro OpenCart

~ sy

® Jiz existuje rozSifeni... 6 let staré.

® \/ySel OpenCart 4 a uzZ nepouziva
OCMOD.

® Nazev <plugin>.ocmod.zip,
obsahuje jen soubory.
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Problémy specifické pro OpenCart

~ v

® Jiz existuje rozsifeni... 6 let staré.

® \/ySel OpenCart 4 a uz nepouziva
OCMOD.

® Néazev <plugin>.ocmod.zip,
obsahuje jen soubory.

| am once again asking
for ANY documentation.
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NaSe problémy
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NaSe problémy

CZNIC,
™

\ BUT WE BAN'T
ﬂ" MY'MM““NE SHIP YOUR MM}HIHE

i!aqrw‘, A

lIfIffIﬁITIII:I:ILZII;JZIZLI CZNIC T e




Nastrahy a prekvapeni implementaci MojelD do aplikaci tretich stran

000000000000 0000000000000e0

NaSe problémy

o

GitLab

Most Recent Activity
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NaSe problémy
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NaSe problémy

6 HOURS OF DEBUGGING
CAN SRVEYOU 5 MINUTES

OF READING DOCUMENTATION

=

UNTIL THE NEXT ONE!
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Dékuji za pozornost

Adam Benes$ & Jifi Antoiill - techsupport@mojeid.cz
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