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Novy vzhled

Sentinel View  Overview

Overview

Number of unique attackers during the time
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Filtrovani v casovych usecich

Passwords
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Responzivni vzhled

Ports

Overview | Ports

Week

Number of all scanned ports during
the time
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Moje zarizeni
My Devices

Overview | My Devices

My devices

All incidents recorded on my devices
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Backend

* Agregace dat podle zobrazeni

e Cachovani nahledu
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Prvni verze Sentinel View, shrnuti

* Novy vzhled
* Filtrovani podle ¢asovych Useku
* Moje zarizeni

* VylepsSeny backend
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Udalosti dynamického firewallu

Events
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Verze 1.1.0, shrnuti

* Zobrazeni udalosti dynamickeho firewallu v realném Case

Dynamic Firewall
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Sentinel Password Checker (rozhrani)

Sentinel View

@D Dark mode

Sentinel password checker

Check if your password had been used by hackers to access minipots on Turris routers.

Oh no — the attackers are already guessing it!

Your password has been used 4567878 times with service(s):

(einet [ st ] ttp [ it |

The tags indicate the sources of accidents had been captured onto.

Check password

Enter your password

We do not send your password over the internet. Your password is hashed and on Y first & t:}"\(.’:‘: are sent to backend

Check
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Zdroj dat

* Odboceno z ukladani ostrych dat z routeru
* Shal
* pocitadlo

e Sluzba minipotu (zdroj)
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Dotazovani

Sentinel View frontend

Sentinel View backend
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API

Sentinel password checker API

You can use the APl interface to query the first six bytes of the sha1 hash of your password.

For example password secret has shal hash hexdigest value of esedfalba3iecdlae84f75caaad74f3a66370574 and you will strip the first 6 characters, thus

e5edfa.

Schema for API request

A message should look like the following:

Request JSON schema

Click to expand

"type":"object",
"description": "Api message request",
"properties": {
"msg_type": {"enum": ["request"]},
"hash": {
"type": "string",
"pattern": "A[a-z0-9]{6}%"
}
1P
"required" : ["hash", "msg_type"],
"additionalProperties”: false
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Sentinel Password Checker, shrnuti

* Rozhrani
e Zdroje dat
* Dotazovani
* API

* Podle sluzby Have | Been Pwned
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Sentinel Reporter

Port Trends

Ve Vg [e]
* Vice vysledku (>15)
This section shows monthly trends in scans for port/protocol combination. The descriptions serves

VAR ED &4 7 w
o S | O Z I te S I n a V O Cet as reference what service might the attacker be interested in. You definitely should carefuly read it
and make sure not to perhaps use listed ports as defaults on your servers in that regard.

° 7 ~ e 6881 | UDP | 49750 | BitTorrent beginning of range of ports used most often
ormat ke stazeni
55655 | UDP | 43832 | /A

Microsoft-DS (Directory Services) Active Directory, | Microsoft-DS
445 TCP 30368 | (Directory Services) SMB

o Daléll Vystu py 27032 | UDP | 24583 | Steam (In-Home Streaming)

39115 | UDP 11215 | N/A
2323 TCP 10541 MNiA

* Komplexngjsi vysledky e P

Alternative pur‘l_ior HTTP. See al_s.o ports 80 and 8008, | Apache

* Porovnani s predchozim mésicem Era—TT) Traveas [ormsts
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ro udaje Za jeden mesic s o

| 000000 85890 116695 +30805

o L =17 d support 39458 116614 +77156
epSI OStupnOSt | mail 64786 116406 +51620
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Diky za pozornost

Filip Hron - filip.hron@nic.cz
Vice na https://blog.nic.cz/lauthor/fhron/
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