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Autentizace Mobilni bezpecnost Digitalni identita
#SCA #Crypto #Token #RASP #AppShielding #OpenBanking #KYC #AML
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Zobrazeni prehledného

schvaleni i zamitnuti.

IP Address /

/ 22:477

detailu operace, mozneé

Are you logging in to the third
/ party application?

| Third Party App
Alza.czZ a.S.

Application /D /

722316 /

Session /1D

laZb3c

90.776.277.36
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Jednoduche
p(’)tvrzeni pres PIN
kod ci biometrii.

Enter your PIN coae
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° Silna kryptografie (EC) /4 5 6

° Bezpecnost zarizeni
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Soulad s regulacemi a dobre
znamymi standardy

* X % * X %
* * * *
% PSD2 % % eIDAS X
* * * *

*** ***



Prehled technologie



Open-Source

https://github.com/wultra



https://github.com/wultra

00 ) wultra XN < o

& —-> C & github.com/wultra/ ¥ eﬁ @ » 48 :
0 Search or jump to... / Pull requests Issues Marketplace Explore Q =+ @'

Wultra

Solutions for Secure Digital Finance

@ Prague (;9 https://wultra.com Y @wultra [ hello@wultra.com

[ Repositories 80 Packages People 6 Projects Insights Settings

Pinned repositories Customize pinned repositories

[ powerauth-mobile-sdk i ] powerauth-push-server i ] powerauth-restful-integration

Mobile SDK for PowerAuth Protocol (core, ios, PowerAuth Push Server repository Integration libraries used when building

watchos, android) PowerAuth protected RESTful

@® Objective-C w21 % 14 Q@Java Y13 Yo Q@Java w3 %4

[ powerauth-server % ] powerauth-webflow 3 ] sike-java

PowerAuth Server Component PowerAuth Web Authentication - Federated SIKE for Java is a software library that
Authentication and Authorization Server for Web implements experimental supersingular isogeny
cryptographic schemes that aim to provide

protection against attackers running a large-scale
guantum computer.

@ava w10 ¥e Q@Java 5 Y7 Q@Java Y17 ¥ 3

Q) Find a repository... Language ~



MUj bézak
214395079/0600

= A> Mga
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Historie Zaplatit QR platbha
e 0

26. 08. Odchozi platba

BéZny ucet
214498238/0600

= L

Historie Zaplat mi

26. 08. Odchozi platba

MUj béZak
214395079/0600

Investice

Cryptographic SDK O

Zaplat mi

e Qe

10 250,50 czk

&

Trvalé
prikazy

-1200,00 czk

1504,35 eur

@

Detail

-1200,00 czx

10 250,50 czk

Pojisténi

/ 22:59 all ¥ @) \
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Welcome

to Mobile banking

@ Bézny osobni Uéet
7196863001 CZK v

Current balance 27,427 .68 CZK
On hold -1,500.00 CZK
Available overdraft 20,000.00 CZK

Last transactions

100,000
-89,048.96

@ Sporici Ucet
7196863028

Current balance 566,443.33 czK

Mobile Token SDK O

22:47 v ul 4G (@) \

Login Approval

Are you logging in to the third
party application?

Third Party App
Alza.cz a.s.

Application ID
7122316

Session ID

1a2b3c

IP Address
90.176.217.36

Mobile Token App



Mobile Token App

Cista
architektura.
Vice-vrstevny
navrh.




Systemova integrace

Bleskove nasazeni. Jednoducha API volani.

Backends . MojelD Backend
Authentication _ )
Device Mobile Push And Authorization Appllcatlons
v | wotet. | mgerser - Regstrtionsrvc

- Operation service
- Signature service
- Auditing service



Developer Portal

https://developers.wultra.com/



https://developers.wultra.com/

000 W Wultra Developer Portal X -+ (v

& — (C @& developers.wultra.com X © @ # ‘& :

(‘) wultra Products ¥  Components Search Get Support

Open-Source Security
for Digital Banking

We help the developers like you build secure
digital banking and fintech apps.
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000 W Mobile Token | Wultra Develop: X

& > C & developers.wultra.com/products/mobile-token/2020-11/ * © @ * 4&

(‘) wultra Products ¥  Components Search Get Support

Mobile Token

Provide fast and convenient authentication to your
web users through a mobile app and increase your
compliance with PSD2/SCA requirements.

Time to implement
© 1-3 months
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RSN @& developers.wultra.com/products/mobile-security-suite/2020-11/tutorials/Authentication-in-Mobile-Apps/ oY © @ » (&

(l) wultra Products ¥  Components Search Get Support

@ / Mobile Security Suite | Tutorial: Authentication in Mobile Banking Apps (SCA)

Authentication in Mobile
Banking Apps (SCA)

Z Edit on Github || @ Send Feedback

May 04, 2020

In this tutorial, we will show you how to implement authentication into your mobile
banking or fintech apps.

This tutorial has four parts:

e Mobile Authentication Overview

o Tutorial for Server Side Developers PEtr Dvorak
e Tutorial for iOS Developers CEO at Waultra

B



00 W PowerAuth Cloud: PowerAuth © X -+ ©

Ccu SN @ developers.wultra.com/components/powerauth-cloud/1.0.x/documentation/API-Reference-Single-Device#post-operations w @ @ p 3 f& :

(l) wultra Products ¥ Components Search Get Support

1.0.0

T8 /operations Create New Operation

ON THIS PAGE: ;
Create a new operation to be approved. Request

Introduction

Content Type

Bffor Handling "userId": "$USER_ID",
Security "template": "$TEMPLATE",

"language": "“en",

"externalld": "op_123",
m Create New Registration "parameters": {

B5E Commit New Registration "paraml": "$PARAM1",
BKGE Get Registration Status "param2™: "$PARAM2",

1 3||: 1 1] PARAM3|I
@ Edit Registration Status param $

@ Remove Registration

Operations Services

@5 Create New Operation
LGS Get Operation Status Attribute Type Description

EET53 Cancel Operation

@GR Get Operation QR Code userId * String ID of a user for whom

BZ5B Verify Operation OTP to create a new n

Auditing Services operation.

Registration Services




00 W PowerAuth Cloud: Database S° X -+ ©

Ccu SN & developers.wultra.com/components/powerauth-cloud/1.0.x/documentation/Database-Structure#table-pa_cloud_user w @ @ » f&

(0 wultra Products ¥ Components Search Get Support

SELECT RELEASE M pa_cloud_user APl User Credentials

1.0.0 Stores credentials for the integration API users (systems calling the services to initiate a mobile token

application).
ON THIS PAGE:

Introduction

Open-Source Component Tables Schema Columns Keys Indexes

Tables

B es_operation_template
create table pa_cloud_user (

& pa_cloud_user id bigint not null constraint pa_cloud_user_pkey primary key,
M pa_cloud_user_authority username varchar(255) not null,

M pa_cloud_user_application password varchar(255) not null,
enabled boolean not null

B pa_cloud_callback )

B pa_cloud_localization

Sequences create unique index pa_cloud_user_username_idx on pa_cloud_user (username);
=l pa_cloud_user_app_seq

=l pa_cloud_user_app_seq

=l pa_cloud_user_app_seq

M pa_cloud_user_authority APl User Authority'

Stores the authority (role) of the integration API users. Note: Currently, roles are not interpreted by



000 W PowerAuth Java Crypto: Basic X -+ &

Ccu SN @ developers.wultra.com/components/powerauth-crypto/1.0.x/documentation/Basic-definitions w @ @ p 3 f&

(‘) wultra Products ¥  Components Search Get Support

@ / Components / PowerAuth Java Crypto /| Basic Definitions

SELECT RELEASE BaSic Definitions ON THIS PAGE:

1.0.0

Introduction

Z Edit on Github || © Send Feedback Cryptographic Functions

Helper Functions
POWERAUTH SPECIFICATION . . , :
The goal of this chapter is to define used functions related to

o
e cryptography and data manipulation. The definitions crafted in this

Basic Definitions . ) .
chapter are then used in pseudo-codes in documentation. You can

Activation
learn more about actual implementation of following functions in the

Key Derivation , _ _
“Implementation Notes” section.
Checking Status

Signatures

MAC Token Based Authentication C ryptog ra p h ic Fu nCtions

End-To-End Encryption

Activation Recovery Following basic cryptography algorithms and parameters are used in

Additional Activation OTP the PowerAuth cryptography description:
Standard REST API
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Dekuji!

Pro ojme se

27\

nleed I

Predni banky a fintechové
spolecnosti duvéruji
autentizacnim
technologiim od Wultry.

Kontakt

Website:
https://wultra.com

E-mail:
sales@wultra.com



