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Co Vas ceka ?

e Par slov o Turrisu
* Coto je ajak funguje Sentinel
* Novinky

* Plany do budoucna

Z£ TURRIS

R ot £8 1 | [ ogf-irave”



Turris

* Vykonna sitova zafizeni

* (WIFI) router, NAS, VPN server, ...
* Spousta super vlastnosti:

* Opensource SW (TOS zalozen na OpenWRT) i HW
PIna kontrola zafizeni - root UCet

Automatické aktualizace, opravy CVE
Sentinel

e Vice o Turrisu

* https://www.turris.cz
* prednasky Michala HruSeckeho
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https://www.turris.cz/

Sentinel - threat detection and cyberattack
prevention system
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Sbhér dat

* Na routeru: ®

* Minipoty

* Firewall logy

e Dobrovolnost
e Externi zdroje: !T

* HaaS — SSH Honeypot as a Service

https://haas.nic.cz
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https://haas.nic.cz/

Minipot — minimalni honeypot _y, -

* Honeypot — past

e Kontrolované prostredi

e Sledovani utoCnikovy aktivity
* Minimalni

Honeypot

 Emulace znamych sluzeb na aplikacni vrstvé — Telnet, HTTP, FTP,
SMTP

e Pokusy o pripojeni a prihlaseni
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Zpracovani dat

* Proudové — data pipelines

e Message queues —
e Série propojenych komponent

* Obohaceni dat

* Analyza

e Databaze @
e Kazda IP adresa ma skore @

e Préah
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Vystupy

e Seznam skodlivych IP adres — Greylist i ‘ ‘
[ menae |
* \Verfejné dostupny

e Sentinel View

e Statistiky dat
* https://view.sentinel.turris.cz

e Spoluprace s narodnim CSIRT tymem g
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https://view.sentinel.turris.cz/

Sentinel novinky v TOS 5.3

e Turris Survey v0.2

e Minipoty v2.2 — sjednoceni typl zprav

Z£L TURRIS

* Nikola - FWLogs Collector

e Sentinel Proxy v1.4
e Sentinel Overview v reForisu

* Update serverove infrastruktury
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Sentinel novinky v TOS 5.3 — Turris Survey

e \/olitena ¢ast Sentinelu

* Informace o pouzivanych funkcich

* Nainstalované baliCky
e Jazykové mutace

e Noveé ve verzi 0.2
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Sentinel novinky v TOS 5.3 — Minipoty

Volitena Cast Sentinelu
.Minimalni honeypoty“ - Telnet, SMTP, FTP, HTTP

Produkuji eventy na zakladé chovani uto¢niku

Nové ve verzi 2.2 — sjednoceni eventl

Connect

Login

Invalid
Message (pouze HTTP)
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Sentinel novinky v TOS 5.3 - FWLogs collector

* \olitena Cast Sentinelu
* = Firewall monitoring
e Shér FW logll o odmitnutych nebo zahozenych spojenich

* Nahrada ,one shot* skriptu Nikola za FWLogs collector

x athlter

* Netlink, knihovna libnetfilter log
° RyChIeJSI Odezva na UdaIOStI firewalling, NAT, and packet mangling for linux
* NizSirezie
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Sentinel novinky v TOS 5.3 — Sentinel Proxy

* VWychozi brana na routeru pro spojeni na server
e Udrzuje bezpecCny komunikacni kanal
* Nove ve verzi 1.4

* |nterni refactoring
* Priprava pro zobrazeni informaci o aktivité v reForisu
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Sentinel novinky v TOS 5.3 - Sentinel Overview

Network Settings -
Administration ~ Senﬁnel Components
Package Management ~ You can select specific components that you want to enable or disable.

Storage @ Enable Firewall Logs

OpenVPN ~

NetMetr - @) Enable Minipots
Sentinel =

Overview @ HTTP

License Agreement

@ FrP
Haas
Advanced Administration © @O SMTP.
A -
fitiait @D Telnet

@ Enable Survey
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Sentinel novinky v TOS 5.3 - Sentinel Overview

LS TURRIS TGN PR

Overview Sentinel is a Turris threat detection and attack prevention system which provides dynamic firewall and statistics. Here you can set up several Sentinel components which take
part in the threat detection subsystem.

MNetwork Settings -

Administration - Se n'l_'i ne | sta te

Package Management -

Storage - Sentinel Proxy W [ Running |
,  OpenVEN~ - Firewall Logs v [ Running |
NetMetr ~ Minipots v [ Running |
e Sentinel
Sentinel ~
Survey v [ Running |

Overview

License Agreement
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Napady do budoucna

e Zobrazeni posledni aktivity v reForisu
* Inspirace sluzbou ,Have | been pwned*
* Priprava na plnohodnotny béh Sentinelu mimo Turris

e Nasazeni nového Sentinel View
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Dekujeme za pozornost

Miroslav Hanak « miroslav.hanak@nic.cz
Martin Prudek « martin.prudek@nic.cz
10.11.2021
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