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Zdroj dat

e Honeypot pro Telnet na ~1200 Turrisech

e jméno/heslo, Cas, IP adresa
e Firewallové logy z Turrisu

e cas, |IP adresa, port
e Data od kolegu

e PCAP zaznamy z provozu kamery, atp.
e VVerejne dostupna data
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Botnet Mirai

e Sklada se z milionu “chytrych” zafizeni
e CCTV kamery, online DVR, routery, ...
e Zdroj masivnich DDoS utoku

e 500 Gbps a vice
e Celosvetove rozsireny

e nejaktivnejsi v Asii a Jizni Americe
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Jak se Mirai Siri?

e Zkousi se pripojit na Telnet (porty 23 a 2323)

e Testuje maly slovnik kombinaci vychozich jmen
a hesel

e Po uspésném pruniku se spusti malware

e zabije proces obsluhujici Telnet
e Malware se neuklada, je pouze rezidentni

e Nakazené zarizeni okamzite napada dalsi
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Proc je tolik zarizeni napadnutelnych?

e Nastaveni kamery pro vzdaleny pfistup
doporucuje port-forwarding pro port 23->23

e \/étSina uzivatelu neméni heslo

e U nekterych zarizeni to pro Telnet ani neni
mozné!
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Nase analyza

Attacker IP addresses per day
120000 - ! | ! ! .
— |IP addresses H

100000 - -

80000 - -

60000 - \—

|IP addresses

40000 - -

20000 - -

0_| | | | ] | | -
Jul 2015 Sep 2015 MNov 2015 Jan 2016 Mar 2016 May 2016 Jul 2016

......................:::CZ.“IC%EG?g'I\élyAlN



Nove utocici IP adresy

New attacker IP adresses per day
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Utoénici podle produktu

30600 2 . Attacker IP adresses per day by server name, plot 2
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Utoénici podle produktu
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“Nejaktivnejsi” produkty

Most frequent server identifiers
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Podil na trhu
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A co moje kamera?

e Nakazena zarizeni dale utoci
e Neni mezi nimi koordinace

e Drive nebo pozdeji je uvidime v nasem
honeypotu

e https://amihacked.turris.cz/
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Pokusy se zivou kamerou

e Malware neni persistentni

e poslani kamery postou nefunguje
e Zajimavejsi je analyza provozu kamery

e diky za spolupraci partnerum!
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Pokusy se zivou kamerou

e Sitovy provoz kamery

e Odchozi
— pokusy o pripojeni na port 23 na tisice adres
- prekvapive i port 2323

e Prichozi
— pokusy o prunik do webového rozhrani

- /cgi-bin/snapshot.cgi - foto z kamery bez hesla!
- nekolik IP adres pravidelne snapshotuje
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Prave ted’

e Opet zvysena aktivita - 120k IP adres dennée
e enable/shell
e Predbezne

e 286k adres za 3 dny

e /8k adres recidiviste, 207k adres novych

e Budeme dale analyzovat
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Prave ted’

e Utok na TR-069 SOAP rozhrani (port 7547)
routeru

e Zneuziva chyby v implementaci k remote code
execution e

User-Agent: Mozillas4.@ (compatible; MSIE &.8; Windows NT 5.1)
SOAPAction: urn:dslforum-org:service:Time:1#5etNTPServers

Content-Type: text/xml
Content-Length: 526

<?xml version="1.80"7>
<50AP-ENV:Envelope xmlns:SOAP-ENV="http://schemas.xmlsoap.org/soap/envelopes/" 5%
OAP-ENV:encodingStyle="http://schemas.xmlsoap.org/scap/encoding/ "=
<SDAP-ENV: Body=
<U:SetNTPServers xmlns:u="urn:dslforum-org:service:Time:1">

NewNTPServers«</NewNTPServerds
<MNewNTPServer3s«</MNewNTPServer3s
<NewNTPServerds</NewNTPServerd:
=NewNTPServeris«</NewNTPServers=

</u:5etNTPServerss </S50AP-ENV:Body=></S0AP-ENV:Envelopes
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Aktualni SOAP utok

e Na Turrisu cca 700k utocicich IP adres denné

e Celkem jiz 1.7M IP adres

e Telnet4.4M IP adres od 1. 6. 2016

 jen 63k (3.7 %) SOAP utocniku aktivnich drive na
Telnetu

e spojeni s Mirai pravdepodobnée neexistuje
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Protokol: TCP  ~ 7547 Filtrovat dle data: 2016-12-02 f:asnv‘f usek: Mésic -

Oblibené porty: SSH HTTP Telnet HTTPS DNS FTP HTTP (alt.) SMB 22022TCP 4TCP

1 500k
1250k
1 000k

750k

500k

250k

Ok

== Poéet paketll == Pofetcild == Poéet zdroju
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Srovnani SOAP a Mirai

® SOAP BR 606514

GB 317847

IR 217113
TR 170255
CL 97840
TH 73626
T
IE

P M | ral CN 915861

BR 610926
VN 543378
IN 335702
RU 230286
TR 133114
MX 122669
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Zaver

Ja to rikal!
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Dekuji za pozornost

https://www.nic.cz/kariera/

Bedrich Kosata ¢ bedrich.kosata@nic.cz
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