Knot DNS Resolver

Modularni rekurzivni resolver
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Co je Knot DNS Resolver

Minimalisticky open-source resolver
e \lychazi z Knot DNS

e libknot, libdnssec
e Modularni architektura

e Kompaktni jadro

e Vrstvy pro zpracovani dotazu
e Knihovna a daemon
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Knihovna libkresolve

e Zakladni sluzby pro resolvovani

e \yuziva procesni APl knihovny libknot

e Rizeni stavovym automatem

e Data predavana pro zpracovani vrstvam

e Poskytuje

e Rozhrani pro jednotlivé vrstvy

e Sdilena cache

e Plan resolvovani

e Reputacni databaze jmennych serveru
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// Create request and its memory pool
struct kr_request req = {
.pool = { .ctx = mp_new (4096),
.alloc = (mm_alloc_t) mp_alloc }
h

// Setup and provide input query
int state = kr_resolve_begin(&req, ctx, final_answer);
state = kr_resolve_consume(&req, query);

// Generate answer
while (state == KNOT_STATE_PRODUCE) {

// Additional query generate, 1/O and pass back answer
state = kr_resolve_produce(&req, &addr, &type, query);
while (state == KNOT_STATE_CONSUME) {

int ret = sendrecv(addr, proto, query, resp);

// 1t 1/0O fails, make "resp" empty
state = kr_resolve_consume(&request, addr, resp);
knot_pkt_clear(resp);

}
knot_pkt_clear(query);

kr resolve finish(&request, state);
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Vrs tvy Driver l Layers

input query call produce layers

| ﬂenera’red query
state => CONSUME

e Funkce vrstev: O | s - Moo
4 ’ v oy ’ ’ v R Find zone cut
e Sledovani procesu zjiStovani odpovedi (cached) |
- Logovani, statistiky don v O ucnjum ayer
. v . — U
e Modifikace procesu zjistovani odpoveédi ‘, O o=y
- Produkce dalsich dotazu grie VI Il

- Konzumace a zpracovani odpovedi ‘
o Komunikuji mezi sebou a jadrem pomoci priznaku.

e Mohou byt za béehu nahravany jako moduly.
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Daemon kresd

Implementace resolveru vyuzivajici libkresolve

Perzistentni cache

DNSSEC

e Automaticka aktualizace kofent duvéry (RFC 5011)
e Negativni kofeny duvéry (RFC 7646)
Interaktivni rozhrani v prikazové radce

e Interpret jazyka Lua
e Implementovana zakladni napovéda

Vrstvy Ize implementovat v C/C++, Go, Lua
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Skalovatelnost

Lze spustit vice procesu soucasné (Linux — SO_REUSEPORT).

e \ zavislosti na vytizeni Ize spoustét/ukonCovat procesy.
Jednotlivé instance mohou obsluhovat odlisna rozhrani.

e Mohou nadale sdilet pracovni adresar a cache.
Ke konzoli béziciho procesu se lze pripojit za behu.

e Zatim neni reseni pro viceuzlové clustery.

e Pripravovany modul hive
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Konfigurace

e Daemon pouzitelny primo bez konfigurace

e Konfiguraci Ize provadét za béhu.

e Konfiguracni soubor pouziva s

modu

e Dynamicka konfigurace.

e Skriptovatelné udalosti.

-- every 5 minutes

event.recurrent(5 * minute, function()
cachectl.prune()

end)

yntaX| Lua.

'hints > iterate', -- Hints AFTER iterat

'policy > hints',
'view < rrcache'

modules.list() --

if hostname() ==

else

end

-- Policy AFTER hints

e

-- View BEFORE rrcache

Check module call order

'hidden' then

net.listen(net.eth0, 5353)

net = {'127.0.0.1', net.ethl.addr[1] }

for name, addr _list in pairs(net.interfaces()) do
net.listen(addr_list)

end
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Moduly

Static hints — statické hinty

Statistics collector — Citace a
metriky

Query policies — blokovani nebo
upravy dotazu

Views and ACLs — filtry, fizeni
pristupu, pohledy

Prefetching — obnovovani
expirujicich zaznamu

Graphite — vizualizace metrik
Memcached, Redis — ulozisté cache
Etcd — hlidani zmen konfigurace
Cache control — manipulace cache

Web interface — informace o vykonu
a stavu

DNS64 — pieklad IPv4 na IPv6
(RFC 6147)
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Integracni testovani

e Deckard — testovaci prostredi v Pythonu pro rizené testovani
e Testy jsou popisovany ve scenarich
e Konfigurace

e Komunikacni scenar
e Kontroluji se odchylky od scénare

e Univerzalni pouzitelnost

o Knot DNS Resolver
e Power DNS Recursor
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Podporovane platformy

Cast Podporované platformy Kompatibilita

daemon UNIX-like, MS Windows C99, libuv pro abstrakci I/O
knihovna UNIX-like, MS Windows MinGW (ne MSVC)
moduly zavisi na modulu

integracni testy UNIX-like
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Preklad a instalace

o Zavislosti

e libknot 2.0+
e LuadlT 2.0+
e Libuv 1.7+
e Pkg-config
e Preklad
 make PREFIX="/usr/local® install

e make lib lib-install

e docker run cznic/knot-resolver
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Dokumentace

e https://gitlab.labs.nic.cz/knot/resolver

e http://knot-resolver.readthedocs.org/

e https://gitlab.labs.nic.cz/knot/deckard
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Dekuji za pozornost

Karel Slany ¢ karel.slany@nic.cz
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