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Staticka a dynamicka analyza kodu

Zkusenosti z vyvoje Knot DNS
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Obsah prezentace

e Staticka analyza

e Coverity
e clang-analyzer
e cppcheck

e Dynamicka analyza

e Valgrind
e Sanitizery v Clang
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Staticka analyza

Coverity

Na zakladeé zdrojovych kodu

’ ’ ° + b + z . . kt
 Obrovsky stavovy prostor ) +b) + ¢) v rémai projektu
e asistence prekladace

e Symbolické vyhodnocovani clang-analyzer

e Rozsah a citlivost analyzy * a)+b)+c)vramci souboru
e asistence prekladace

a) Flow-sensitive cppcheck

b) Path-sensitive e a)+ jednoduché c) v ramci souboru

c) Context-sensitive « nevyzaduje prekladag
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Staticka analyza — priklad

void leak when five(int x)
{
char *mem = malloc(x);
if (x < 5) { free(mem); }
if (x > 5) { free(mem); }
}

void leak sum three(int x, int y)

{

int sum = X + vy;

if (sum == 3) {
char *byte = malloc(1);
*byte = 1;
}
[ e o e o o ]

int main(void)

{
leak when five(5);
leak sum three(2, 3);
return 0;

}
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Staticka analyza — priklad, cppcheck

void leak when five(int x)

int main(void)

{ {
char *mem = malloc(x); leak when five(5);
if (x < 5) { free(mem); } leak sum three(2, 3);
if (x > 5) { free(mem); } w-— return 0;
} }
void leak sum three(int x, int y) _
{ — Memory pointed to by
Int sum = X +y; 'mem’ is freed twice.
1f (sum == 3) {
char *byte = malloc(1l);
*byte = 1; — Memory leak: byte
} =
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Staticka analyza — priklad, clang-analyzer

void leak when five(int x) int main(void)
{ {
char *mem = malloc(x); leak_when_five(5);
if (x < 5) { free(mem); } leak sum three(2, 3);
if (x > 5) { free(mem); } return 0;
} = }
void leak sum three(int x, int y)
{ .
int sum = X + y: Po_tentlal leak of memory
if (sum == 3) { pointed to by 'mem"
char *byte = malloc(1l);
*byte = 1;
}
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Dynamicka analyza

e Analyzuje bezici kod e Valgrind
e Zpravidla jednoucelové * Memcheck, Cachegrind,
zaméreni (pamét’, vlakna, Callgrind, Massif, Hellgrind,
, DRD
datove toky)
e Clang

e Spusteni musi dosahnout

, e Address Sanitizer, Memory
VySkytu Chyby’ aby byla Sanitizer, Leak Sanitizer,
nalezena

Thread Sanitizer, Dataflow
Sanitizer, Control Flow Integrity
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Dynamicka analyza — Valgrind

 Nevyzaduje specialni preklad

e Synteticky procesor, pouze jedno vlakno

e Alokace: nahrazuje malloc() a free(), pridava red-zones
e Globalni proméenneg, zasobnik: experimentalni SGCheck

e 10-50 x doba béhu
12—18 x naroky na pamet
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Dynamicka analyza — Address Sanitizer

e \lyzaduje specialni preklad, -fsanitize=address
e Linkovany kod je analyzovan omezené

e Leak Sanitizer (soucasti)
Memory Sanitizer (nelze pouzit soucasne)

e 1,5-3 x doba behu (s optimalizacemi)
2—4 x naroky na alokovanou pamet (nékdy 1-20 x)
3 x pamet na zasobniku
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Dynamicka analyza — Address Sanitizer

e Kazdy pristup do pameti je
kontrolovan

: : , Memo Memo
e Rezervuje osminu adresového & i
prostoru pro stinovou pamet
i ’ it Shadow

e Pristup zarovnany na 8 baijtu: ShadowN —
shadow = (addr >> 3) + offset; Shadow T Shadow
if (*shadow) { /
report and crash(addr); Memory Memory
}
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Shrnuti

e Staticka i dynamicka analyza ma své opodstatnéni
e Pristupy je vhodné kombinovat

e Existuji kvalitni open-source nastroje
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Dekuji za pozornost

Jan V¢elak ¢ jan.vcelak@nic.cz
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