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Knot DNS 1.4

« DNSSEC automatické podepisovani

zones {
example.com {
file " example.com'';
dnssec-enable on;
dnssec-keydir " /etc/knot/keys'';
}
}

$ knotc signzone
» Podpora pro IDN v Knot DNS utilitach (kdig, khost, knusupdate)

* NizSi spotreba pameti
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Knot DNS WIP

« Knot DNS 1.5

* Dynamické moduly

« Hodné refaktoringu, ktery neni moc vidét
 Jeste nizsi spotreba pameéti
» Rychlost zpracovani odpovédi
* Knot DNS 1.6

* VylepSena podpora pro DNSSEC
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Dynamické moduly

« ,Hacky” ve zpracovani query-response
« Dava nam to ruzné moznosti

+ Split-horizon (GeolP, ...)

« Poor man’s HA

 syntéza reverznich a forward zaznamu
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Syntetizované RR

 |[Pv6 adresni prostor je obrovsky
1. Neni mozné mit vSechny reverzni zaznamy v zone, ale...
2. zakaznici chtéji odesilat emaily,
3. MTA kontroluji existenci PTR zaznamu,
4. a zakaznici si stezuiji...
« Konfigurace (detailné&ji v manualu)

synth record "(forward|reverse) <prefix> <ttl> \
<address>/<nn>";

« Zatim bez DNSSEC (plan pro 1.6)
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Priklad konfigurac

example.org. {
query module {
synth record "forward gen- 400 2620:0:b61::/52";
synth record "forward gen- 400 192.168.1.0/25";

}

}
1.168.192.in-addr.arpa {

query module { synth record "reverse gen- example.org.
400 192.168.1.0/25"; }

}
1.6.0.0.0.0.0.0.0.2.6.2.1p6.arpa {

query module { synth record "reverse gen- example.org.
400 2620:0:b61::/52"; }

}
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Priklad vystupu

$ kdig AAAA gen-2620-0000-0b61-0100-0000-0000-0000-
0000.example.org.

[...]

;7 QUESTION SECTION:

;7 gen-2620-0000-0b61-0100-0000-0000-0000-0000.example.org.
O IN AAAA

;7 ANSWER SECTION:

gen-2620-0000-0b61-0100[...] 400 IN AAAA 2620:0:b61:100: :

$ kdig PTR 1.0.0...1.6.b.0.0.0.0.0.0.2.6.2.1p6.arpa.

[...]
;; QUESTION SECTION:

;; 1.0.0...1.6.b.0.0.0.0.0.0.2.6.2.1ip6.arpa. 0 IN PTR
;» ANSWER SECTION:

[...] 400 IN PTR gen-2620-0000-0b61-0000-0000-0000-
0000-0001.example.org.
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Pamet’ (10k malych zo6n)

Startup Time and Memory Usage =
Linux 3.13.0, Hosting, (2014-04-17)
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Pamet’ (podepsana TLD; 250k RRs)

Startup Time and Memory Usage
Linux 3.13.0, TLD (DNSSEC signed), (2014-04-17)
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Rychlost (10k malych zon)
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Response Rate

Response Rate - Percentage
Linux 3.13.0, Hosting, (2014-04-17)
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Rychlost (TLD signed; 250k RRs)
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Response Rate

Response Rate - Percentage =
Linux 3.13.0, TLD (DNSSEC signed), (2014-04-17)
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Rychlost (TLD; IPv6)

Response Rate - Percentage
Linux 3.13.0, TLD (IPv6), Intel 10GbE, (2014-04-17)
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Vylepsena podporad DNSSEC

* libdnssec separation

« Zména z OpenSSL na GnuTLS (jeSteé pred heartbleed)
« Podpora pro hardware security modules (PKCS#11)
« Key and Signing Policy (KASP)

* On-line podepisovani

Minimalni odpovédi NSEC3 encloser

Podepisovani odpovédi z dynamickych modulu
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Questions?
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