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Proc NETCONF?

Méame prece své oblibené CLI, konfiguracni soubor, webové rozhrani, ...
jenze

zadné z téchto rozhrani (obvykle) nepodporuje

e efektivni automatizaci,

® soubézny pfistup vice spravcy,

e konfiguracni zmény s volitelnym rozlisenim,

® obnoveni predchoziho stavu v pfipadé problémd.

NETCONF toto vS§e umoznuije.

Néhradni feSeni: Expect skripty, screenscraping.
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Typicky workflow

vSechny zmény do Zatizeni
databaze
\ /afizeni
Centralni Generator
databaze konfiguraci
/Zatizeni

automaticka instalace
konfiguraci 7a¥izeni
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Protokol NETCONF

spravce zarizeni

~Na

NETCONF je nenéarocny klient-server protokol definovany v RFC 6241.
Zakladni vlastnosti:

e rozlisuji se konfiguracni a stavova data;

* interakce typu dotaz-odpovéd anebo (volitelné) asynchronni notifi-
kace;

* metody pro ¢teni a editaci dat;

e protokolové operace i vlastni data se kdduji v XML.

Alternativou k NETCONFu je RESTCONF, ktery vyuziva standardni me-
tody HTTP a kromé XML podporuje i JSON.
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K cemu je datovy model?

Datovy model definuje schéma konfiguracnich a stavovych dat, ale také
jejich sémantiku a omezeni (business rules).

Datovy model mlze byt pouzit pro formalni validaci, ale také jako doku-
mentace pro vyvojare, ktery datovy model implementuje.

Pro XML existuje nékolik jazykd pro popis schématu dokumentu:

e Document Type Definition (DTD),
e W3C XML Schema,

e Document Schema Definition Languages (DSDL),

- RELAX NG: gramatika, datové typy,

- Schematron: sémanticka pravidla,

- Document Schema Renaming Language (DSRL): doplnéni defaultd
a Jiné upravy.
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Jazyk YANG

Pozadavky:

e spolecnd specifikace syntaxe (schématu), datovych typl i sémantic-
kych pravidel;

e citelnost, preference autord datovych modeld a softwarovych vyvojara
jsou az sekundarni;

e modularita a skalovatelnost;

e zachovéni vztahu k zavedenym XML technologiim (jazykdm pro popis
schémat).

YANG 1.0 byl definovan v RFC 6020, pracuje se na verzi 1.1.
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Zaklady jazyka YANG

Datovy model se sklada z jednoho ¢i vice YANG moduld, kazdy modul
muze byt dale rozdélen do submoduld.

Struktura dat je hierarchicka, datovy strom mize obsahovat pét typU uzlu:

e [eaf - skalarni parametr s definovanym typem;

® container - vnitfni uzel stromu, obsahuje dalsi uzly;

e [eaf-list - seznam skalarnich parametr( stejného typu;
* [ist - seznam kontejneru stejné struktury;

e anyxml - libovolny fragment XML, bez schématu.
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Turinguv stroj

Ridici jednotka

Hlava pro &teni/zapis
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YANG modul: zahlavi, metadata

module turing-machine {

namespace "http://example.net/turing-machine"; <4—URI 3 prefix oro XML
prefix "tm";
description

"Data model for the Turing Machine.";
revision 2013-12-27 {

description

"Initial revision.";
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YANG modul: datové typy

typedef tape-symbol {
type string {

: length "0..1"; @@— omezeni délky

description
"Type of symbols appearing in tape cells.
A blank 1is represented as an empty string where necessary.";

}

typedef head-dir {
type enumeration {
enum left;
enum right;

} : C e
default "right"; @—— implicitni hodnota

description
"Possible directions for moving the read/write head, one cell
to the left or right (default).";
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YANG modul: groupings

grouping tape-cells {
description
"The tape of the Turing Machine 1is represented as a sparse
array.";
list cell {
key "coord";
description
"List of non-blank cells.";
leaf coord {
type cell-1index;
description
"Coordinate (index) of the tape cell.";
b
leaf symbol {
type tape-symbol {

} length "1"; @— dodatecna restrikce typu

description
"Symbol appearing in the tape cell.
Blank (empty string) is not allowed here because the
'cell' list only contains non-blank cells.";
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YANG modul: stavova data

container turing-machine {
description
"State data and configuration of a Turing Machine.";
leaf state {
t Tndex . . ,
CZEiétf;:lseﬂ?i__—-——mdlkUJe stavova data
mandatory "true'";
description
"Current state of the control unit.
The 1initial state is 0.";
+
leaf head-position {
type cell-index;
config "false";
mandatory "true";
description
"Position of tape read/write head.";
+
container tape {
config "false";
description
"The contents of the tape.";
uses tape-cells;
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YANG modul: konfiguracni data

container transition-function {
description
"The Turing Machine is configured by specifying the
transition function.";

list delta { ey
key "label"; @— kli¢ seznamu

unique "input/state input/symbol"; € nikatni kombinace
description

"The list of transition rules.";
leaf label {
type string;
description
"An arbitrary label of the transition rule.";

}

container 1input {

} "

container output {

} "
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YANG modul: vlastni RPC metody

rpc initialize {
description
"Initialize the Turing Machine as follows:

1. Put the control unit into the initial state (0).

2. Move the read/write head to the tape cell with coordinate
zero.

3. Write the string from the 'tape-content' input parameter to
the tape, character by character, starting at cell 0. The
tape 1is othewise empty.";

input { ¢ vstupni parametry
leaf tape-content {
type string;
default "";
description
"The string with which the tape shall be 1initialized. The
leftmost symbol will be at tape coordinate 0.";

}
}
}
rpc run {
description
"Start the Turing Machine operation.";
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YANG modul: notifikace

notification halted {
description
"The Turing Machine has halted. This means that there is no
transition rule for the current state and tape symbol.";
leaf state {
type state-index;
mandatory "true'";
description
"The state of the control unit in which the machine has
halted.";
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Prace s modulem

Free software: pyang.

e kontrola modulu

$ pyang turing-machine.yang

e UML diagram

$ pyang -f uml -o tm.uml turing-machine.yang \
> —-uml-no=stereotypes,annotation,typedef

$ plantuml tm.uml

e datovy strom (ASCII art)
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$ pyang -f tree turing-machine.yang
module: turing-machine
+--rw turing-machine
+--ro state
+--ro head-position
+--ro tape
| +--ro cell*x [coord]
| +--ro coord cell-index
| +--ro symbol? tape-symbol
+--rw transition-function
+-—-rw delta*x [label]
+--rw label string
+--rw input
| +--rw state
| +--rw symbol
+-—-rw output
+--rw state?
+-—rw symbol?

state-index
cell-index

state-index
tape-symbo'l

state-index
tape-symbo'l

+--rw head-move? head-dir

rpcs:

+---x initialize

| +---w input

| +---w tape-content?  string

+-—=X run
notifications:

+---n halted

+--ro state state-index
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e kostra konfigurace

$ pyang -f sample-xml-skeleton turing-machine.yang \
> —-sample-xml-skeleton-doctype=config \

> —-sample-xml-skeleton-annotations | \

> xmllint -o turing-machine-config.xml --format -
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<config xmlns="urn:ietf:params:xml:ns:netconf:base:1.0">
<turing-machine xmlns="http://example.net/turing-machine">

<transition-function>
<delta>
<l-- # entries: 0.. ——>
<label>
<I-- type: string --—>
</label>
<input>
<state>
<!-- type:
</state>
<symbol>
<!-- type:
</symbol>
</input>
<output>
<state>
<!-- type:
</state>
<symbol>
<!-- type:
</symbol>
</output>
</delta>
</transition-function>
</turing-machine>

state-index -->

tape-symbol -->

state-index -->

tape-symbol -->

</config>
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e generovani DSDL schémat (RELAX NG, Schematron, DSRL)

$ yang2dsdl -t config turing-machine.yang
$ trang -I rng -0 rnc_turing-machine-config.rng turing-machine-config.rnc

kompaktni syntaxe RELAX NG
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Validace pomoci DSDL schémat

XML
XML = document
document f with
defaults
grammar, filling in semantic
data types defaults constraints
RELAX NG DSRL Schematron
schema schema schema

$ yang2dsdl -s -j -t config -b turing-machine \
> -v turing-machine-config.xml
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Nezavislé rozsireni datového modelu

Turinglv stroj se dvéma péaskami
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RozSirujici modul

module second-tape {
namespace "http://example.net/turing-machine/tape-2";
prefix "t2";
import turing-machine { vilastni URI

prefix "tm"; \
}

pristup k pav. modulu
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Rozsireni stavovych dat

target node

augment "/tm:turing-machine" {
description
"State data for the second tape.";
leaf head-position-2 {
config "false";
type tm:cell-index;
description
"Head position of the second tape.";
by
container tape-2 {
description
"Contents of the second tape.";
config "false";
uses tm:tape-cells;

}
}
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Rozsireni konfigurace

augment

"/tm:turing-machine/tm:transition-function/tm:delta/tm:input" {
description

"A new input parameter.";
leaf symbol-2 {

type tm:tape-symbol;

description

"Symbol read from the second tape.";
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augment
"/tm:turing-machine/tm:transition-function/tm:delta/tm:output" {
description
"New output parameters.'";
leaf symbol-2 {
type tm:tape-symbol;
description
"Symbol to be written to the second tape. If this leaf is not
present, the symbol doesn't change.";
by
leaf head-move-2 {
type tm:head-dir;
description
"Move the head on the second tape one cell to the left or
right.";
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Rozsifeni RPC metody

augment "/tm:initialize/tm:input" {
description
"A new RPC 1input parameter.";
leaf tape-content-2 {
type string;
description

"Initial content of the second tape.";

eov.. CZMNIC

SPRAVCE
DOMENY CZ



Standardy

NETCONF

RFC 6241: Network Configuration Protocol (NETCONF).
RFC 5277: NETCONF Event Notifications.

RFC 6244: An Architecture for Network Management Using NETCONF
and YANG.

o draft-ietf-netconf-restconf-03: RESTCONF Protocol.
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YANG

e RFC 6020: YANG - A Data Modeling Language for the Network Confi-
guration Protocol (NETCONF).

e RFC 6087: Guidelines for Authors and Reviewers of YANG Data Model
Documents.

e RFC 6110: Mapping YANG to Document Schema Definition Langu-
ages and Validating NETCONF Content.

e draft-ietf-netmod-yang-json-01: JSSON Encoding of Data Modeled with
YANG.
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Datové modely

e RFC 7223: A YANG Data Model for Interface Management.
e RFC 7277: A YANG Data Model for IP Management.
e RFC 7317: A YANG Data Model for System Management.

e draft-ietf-netmod-routing-cfg-16: A YANG Data Model for Routing Ma-
nagement.

e il el e, CZMNICI T



Dalsi odkazy

e NETCONF Working Group

http://datatracker.ietf.org/wg/netconf/documents/

e NETMOD Working Group

http://datatracker.ietf.org/wg/netmod/documents/

® pyang
https://code.google.com/p/pyang/

e NETCONF Central

http://www.netconfcentral.org/

e YANG Central

http://www.yang-central.org/

e Nastroje pro praci s YANGem, datové modely
https://gitlab.labs.nic.cz/labs/yang-tools

e Document Schema Definition Languages (DSDL)
http://www.dsdl.org/
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