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Uvod

e Soucasny stav a prostredi
o Narodni gridova infrastruktura -- MetaCentrum.cz
B priblizné 700 vypocetnich uzll
B web servery
B sluzebni stroje a sluzby

e Motivace
o centralni logovani
B bezpecCnost
B provoz



Cile

e zabezpecene a spolehlivé dorucovani
o Sifrovany, autentizovany kanal

e sSkalovani
o systém schopny pojmout mnoho logu
o Skalovani nahoru, ale i dolu

e pruznost
o systém ktery umi zpracovat “jakakoliv” data ...



Sber dat

e |inux + logovani = syslog
o preposilani logu pres syslog protokol
m UDP, TCP, RELP
m TLS, GSS-API

e NGI Metacentrum

o prostredi zalozené na GNU Linux/Debian
o autentizaCni mechanismy zalozene na sys. Kerberos
B preposilani logu z vypocetnich uzlt pres kanal chranény GSS-API



rsyslogd shipper . ¢ g

e omgssapi.so -- klient

o preposilani (forwarding) je akce (action)
B fronta akce (actionqueue) musi byt nepfima (non-direct)
B fronta musi byt omezena
B plna fronta nesmi zablokovat hlavni frontu

$ActionQueueType LinkedList
$ActionQueueFileName srvrfwdl
$ActionResumeRetryCount -1
$ActionQueueSaveOnShutdown on
$ActionQueueMaxDiskSpace 100m
$ActionQueueTimeoutEnqueue 100

*.* :omgssapi:<server_name>:<port>

use asynchronous processing

set file name, also enables disk mode

infinite retries on insert failure

save in-memory data if rsyslog shuts down

limit disk cache

dont block worker indefinitely when cache fills up

deliver all messages to central server using GSS-API protection
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rsyslogd server

e imgssapi.so -- server

$ModLoad imgssapi
$InputGSSServerServiceName host

o nic zvlastniho $InputGSSServerPermitPlainTCP off
_ $InputGSSServerRun 515
W listener $InputGSSServerMaxSessions 2000

B logovani do adresaru per IP
B logovani do adresaru per sluzba

$template PerHostlLogsSyslog, "/var/log/hosts/%$YEARS/%$MONTHS/% T romhost -ip%/syslog"
$template PerHostLogsAuthlog, "/var/log/hosts/%$YEAR%/%S$MONTHS/%f romhost -ip%/auth.log"
$template PerHostlLogsKernlog,"/var/log/hosts/%$YEAR%/%$MONTHS/%f romhost -ip%/kern.log"

auth.*,authpriv.* -7PerHostlLogsAuthlog
kern.* -7PerHostLogsKernlog
*.*,kern,auth,authpriv.none -7PerHostlLogsSyslog

$template PerServicelogsSyslog,"/var/log/hosts/auth/%$YEARS/%S$MONTHS/auth.log.%$YEARSSEMONTHSS$DAYS"
auth.*,authpriv.* -?PerServicelogsSyslog

$template PbsService,"/var/log/hosts/pbs/%$YEARS/%S$MONTHS/10g.%$YEARSSSMONTHSS$DAYS"
:programname, contains, "pbs _mom" -?PbsService



rsyslogd GSS zaplaty

e puvodni GSS-API plugin neni od verze 3.x udrzovan

O plugin nereflektuje zmeény v jadfe rsyslogu >> umi to velmi nehezky
spadnout

B snazilijsme se to opravit ve spolupraci s upstreamem

® i to nepada ale generuje to boufe SYN paketti (v5,v6,?v7, ?v8)

e novy plugin omgssapi zalozeny na
O starém pluginu + souasném omfwd (tcp forward)
O uverejnéno pro public domain, ale do hlavniho stromu zatim nepfijato

B zkusime to znovu pro v7, nebo dnes spiSe pro v8



rsyslogd testbed

e VyvoQj vicevlaknové aplikace pracuijici s fetézci a siti je vzdycky ...
o ... velmi obtizné
o je nutné délat testy a Cl pomoci virtualniho testbedu

| production deployment
B build [ virtual testbed
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rsyslogd souhrn

nasazeno v ostrem provozu necelé 2 roky

oFiblizng 90% pokryti (700 GzI()

50 - 100GB meésicné
- 2GB komprimovano 7zipem

dohled
> hagios
o cron skripty



Zpracovani logu

e procC centralni syslog ?
o mit logy na jednom misté umoznuje delat
centralizovanou magii (do_magic_here)

e standardni pristup
o grep, perl, cron, tail -f



Zpracovani logu

# du -sh .
105G .
# time grep -R "realuser" * > search.txt
real 18m39.447s
user 1m7.796s
sys 1m24.565s
# wc search.txt
81636 1773549 21777400 search.txt

e perl je dobry, ale ne upiné rychly pfi zpracovani 100GB
o priklad:
m Vvyhledej vSechna prihlaseni ze zlobivych IP

e pro analyzy je nutne pouzit databazi
o ale nejdriv trosku planovani ...



Velikost

e gridy/cloudy skaluji
o logy typicky rostou jeste rychleji

B je nutné pouzit databazi ktera je schopna Skalovat

e clustering, partitioning
o MySQL, PostgreSQL, ...



Struktura vraci uder

® |ogy nejsou jenom radky textu, ale typicky datova
struktura
LOG ::= TIMESTAMP DATA
DATA ::= LOGSOURCE PROGRAM PID MESSAGE
MESSAGE ::= M1 | M2

® |[iSi se program od programu
O kernel, mta, httpd, ssh, kdc, ...

® a to uplné presné do klasickych RDBMS nezapada
(statické tabulkové struktury)
o bude se menit ... postgres9.3



Svetylko v dalce ?

e NoSQL databaze

o nova technologie (skutecné ? ;)

o cloudova technologie

o technologie ktera skaluje

o a vubec je to ultra husta technologie

e Vv nasem projektu jsme se soustredili na

o ElasticSearch
o MongoDB



{_} elasticsearch.

® ElasticSearch je full-textovy vyhledavaci stroj
postaveny na knihovne Lucene

o je vymysleny tak, aby byl distribuovany
m autodiscovery
m automaticky sharding/partitioning,
m dynamicka (re)alokace replik,

m k dispozici jsou ruzni klienti



{_} elasticsearch.

® REST, Thrift nebo nativni protokol
o PUT indexname&data (json dokumenty)

o GET search?DSL_query...
m index urychli dotazy

® ElasticSearch by neméeél byt primo dostupny verejnosti

O Dbez autentizace
O bez Sifrovani

O bez problému !!



rsyslogtestbed Privatni cloud

e misto testbedu si vytvorime privatni cloud
o cClenove cloudu jsou spousteni podobne jako gridové ulohy

o cloud je propojen dedikovanou privatni VLAN
o komunikaci dovnitr a ven zajistuje proxy

reklama”2
o Magrathea
o OpenNebula
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Rozklad radku na struktury ...

e rsyslogd

o omelasticsearch, ommongodb

LOG ::= TIMESTAMP DATA
DATA ::= LOGSOURCE PROGRAM PID MESSAGE
MESSAGE ::= M1 | M2 ] ...

e Logstash
m grok
m flexibilni architektura



logstash -- libgrok

=
I

e knihovna pro zpracovani textu “vylepsenym
regularnimi vyrazy od Jordana Sissela

Nov 1 21:14:23 scorn kernel: pid 84558 (expect), uid 30206: exited on signal 3

In order, your brain reads a timestamp, a hostname, a process or other identifying name, a number, a program name, a uid, and an exit message.
You might represent this in words as:

TIMESTAMP HOST PROGRAM: pid NUMBER (PROGRAM), uid NUMBER: exited on signal NUMBER

All of these can be represented by regular expressions. Grok comes with a bunch of pre-defined patterns to make getting started easier, including
syslog patterns that help with the above. In grok, this pattern looks like:

%{SYSLOGBASE} pid %{NUMBER:pid} \(%{WORD:program}\), uid %{NUMBER:uid}: exited on signal %{NUMBER:signal}

All of the base grok patterns are in uppercase for style consistency. Each thing in %{} is evaluated and replaced with the regular expression it
represents.



_index: "logstash-2013.01.13",
_type: "syslog",
_id: "jTo_ymGdSawluwom332bvw",
version: 1, Grokked syslog
_score: 1,
_source: {
@tags: [ 1,
@fields: {
coll: [
"160.217.209.82"
1,
logsource: [
"hildor23-1.prf.jcu.cz"
1,
program: [
"CRON"
1,
pid: [
"3849"
1,
message: [
"pam_unix({cron:session): session closed for user root"
]
|
@timestamp: "2013-01-13T23:20:01.000Z",
@type: "syslog"



inputs filters outputs

e amgp e alter e amgp

e drupal_dblog ® anonymize e boundary

» aventiog e checksum e circonus

® 2Xxec ® CSV ¢ cloudwatch
* fik * clate e datadog

* gangla ® dns e alasticsearch

logstash -- arch

o oplf e anvironment e clasticsearch_http

¢ gemfire o oeifify ¢ clasticsearch_river
* generator * geoip e amail
* heroku ® grep ® axec
e irc e grok e fie
¢ logdj ¢ grokdiscovery ¢ ganglia
® lumberjack ® json e oelf
* pipe * kv * gemfire
e redis e metrcs e graphite
e relp ¢ multiline ¢ graphtastic
® sgs e mutate e hitp
t b k > i d > I t’ * stdin * noop * internal
. ru a na Zp ra Covan I u a OS I e stomp e split e irc
. . ¢ syslog e syslog_pri * juggernaut
O Input | fllter | Output e tcp e urldecode e |ibrato
o twitter e xml e loggly
e udp * Zaromq ¢ lumberjack
* xmpp ¢ metriccatcher
® 7an0ss e mongodb
e Zaromg e nagios
h I - ° * nagos_nsca
. mno O p uglnu ' e null
e opentsdb

e ... coz je velmi flexibilni

e websocket



Proxy pro zpracovani logu

e ES + LS + Kibana
o ... nebo jeste jednodusseji (ES uvnitr LS)

proxy virtual cluster

» Kibana —>»>ESC———> ESD

A

rsyslogd ———> ncat | tr - LS parser ——> ESD

|
=

Central storage
operator

2

Xen+fmwk

Real-Cluster

Service proxy ; -]



[ | [ |
mimochodem ... Kibana

- 4 rss M export & stream @
2013-03-10 14:58:02 to| 2013-03-10 14:13:02  grouped by auto |

+ @fields.coll » 2000
+ @fields.logsource » 2000 - B count per 10s I I I
Dol messade 1000
+ @fields.message » O.—- L o - N L L L L H -
+ @fields.pid » 14:58:00 15:00:00 15:02:00 15:04:00 15:06:00 15:08:00 15:10:00 15:12:00
+ @fields.program » 310 310 310 310 310 310 310 310
+ @tags b Okder 07O 50
+ @timestamp »
- Time < logsource’ 4 program? {message’
+ @type »
10003 15:12:30 he=saf . e@messtrum.c CRON pam_unix(cron:session): session closed for user root

Field Action Value

@fiekis.coll QO BTIN0E2

@fiekds.logsource QO hesmesCi-2.metacentrum.cz

@fiekds. message Q@ pam_unix(cron:session): session closed for user root

@fiekds.pid Q2 6391

@fields.program Q2 CRON

@tags Qo

@timestamp QO 2013-03-10T14:12:30.000Z

@type Qo syslog

1003 15:12:23 nymphal-T. Uz CRON pam_unix(cron:session): session closed for user root

10103 15:12:21 hilgler* 2 * swtEceTITUm =T sshd pam_unix(sshd:session): session closed for user root



Kibana 3 pro Warden

tash Search =
5m 15m 1h  6h 12h  24h 7d  30d
Relative | Absolute | Since | (¢ Auto-refresh every 30s.
Events over time
@ Zoom Out | ® (99436) count per 30m | (99436 hits)
2000
1500
1000
500
0
20:00 00:00 04:00 08:00 12:00 16:00 20:00 00:00 04:00 08:00 12:00 16:00
1u2s5 1126 1126 1126 1126 1126 1126 127 1v27 1v27 1v27 127
Scale
Q Zoom Out | @ (99436) @fields.attack_scale total per 30m | (99436 hits)
150000000
100000000
50000000
0
20:00 00:00 04:00 08:00 12:00 16:00 20:00 00:00 04:00 08:00 12:00 16:00
125 1126 1126 1126 1126 1126 126 127 127 127 1v27 1v27
Hostnames Services Types Sources Ports
® bee net.vutbr cz (35570) @ HPScan (35570) @ HostStats (28414) ® portscan (76940) @ probe (22210) © 178.33.33.40 (1922)  146.185.239.104 (1248) ©0(33901) ® 28482 (16076)
collector liberouter.org (28414) labrea (26943) @ honeyscan (7933) bruteforce (149) @ webattack (55) 185.4.227.197 (1110) @ 195.178.109.14 (826) 3389 (10419) ® 5900 (6786)
afrodita.civ.zcu.cz (27052) @ DionaesaTUL (238) @ other (53) @ malware (19) ©350.582.64.114 (796) @ 93.120.27.62 (469) @ 198.20.99.130 (408) ® 443 (5609) @80 (4560)
® nfsen.ics.muni.cz (7933) @ DionaeaHoneypot (120) @ hihat (109) @ botnet_c_c (8) @spam (1) @dos (1) ©66.240.236.119 (399) @ 198.20.69.98 (285) @ 46.174.49.43 (276) @53758 (3336) @22 (2300)
® ward tul.cz (263) @ CESNET_SSERV (40) @ 4899 (1566) @ 2970 (789)
@ kryten cesnet.cz (120) @ KippoHoneypot (33) @ KippoTUL (25) probe © Missing field (1) @ Other values (14093)
@ zulcesnetcz (41) 22% 40000
@ holly cesnet.cz (33) 20000
146.185.239.104
@ au2 cesnet.cz (10) e
27% 20000
roudll oz HostStats 10000
afrodita.civ.zcu. 29%

27%
collector liberouter.

29%

Fields @

0O @fields.coll @tmestamp v

O @fields kernstamp
O @fields logsource
O @fields. message
0O @fields pid

O @fields program
0O @tags

— -

2013-11-27715:59:55.000Z
2013-11-27T15:59:55.000Z
2013-11-27715:59:55.000Z
2013-11-27T15:59:54.000Z

2013-11-27T15:59:52.000Z

0 to 100 of 500 available for paging

‘ h » ‘ service » ‘ source » ‘ type » ‘ target_proto »
afrodita.civ.zcu.cz labrea 95.32.71211 portscan TCP

bee.net.vutbr.cz HPScan 62.219.161.45 probe TCP

bee.net.vutbr.cz HPScan 212.156.0.35 probe ICMP

afrodita.civ.zcu.cz labrea 212.92.229.1 portscan TCP

afrodita.civ.zcu.cz labrea 217.15.204 60 portscan TCP

>
{@fields.target_port» «@fields.attack_scale
53758 1
3389 1
0 1
53758 1
28482 2




@ Zoom Out | @ (3892) @fields attack_scale total per 5m | (3832 hits)

40000000
30000000
20000000
10000000
0
02:30 03:00 03:30 04:00 0430 05:00
11126 11126 1126 1126 1126 1126
Hostnames Services Types
® collector liberouter.org (3892) ® HostStats (3892) ® portscan (3892)

* Fields @

[=] @fields.attack_scale
| D@fields detected
=4 @fields.hosmame.
O @fields.id
O @fields.note
O @fields pid

@timestamp »
2013-11-26T04:05:00.0002
2013-11-26T04:25:00.0002
2013-11-26T04:15:00.0002

2013-11-26T04:30:00.000Z

-11-26T04:35:00.0002

O @fields program

More Bad Port 0 Traffic

Published: 2013-11-25,
Last Updated: 2013-11-25 20:57:57 UTC

by Johannes Ullrich (Version: 1) @ | F Recommend

Thanks to an alert reader for sending us a few odd packets with "port 0" traffic. In this case, we got full packet captures, and the packets just don't make sense.

«@fields.hosmame »
collector liberouter org
collector liberouter org
collector liberouter org
collector liberouter org
collector liberouter org

erouter.org

erouter.org

@ ] onerorg

erouter.org

erouter.org

erouter org

The TTL of the packet changes with source IP address, making spoofing less likely. The TCP headers overall don't make much sense. There are packets with alTCP

0, or packets with odd flag combinations. This could be an attempt to fingerprint, but even compared to nmap, this is very noisy. The packets arrive rather slow, far fror

Here are a couple samples (I anonymised the target IP). Any hints as to what could cause this are welcome.

IP truncated-ip - 4 bytes missing! (tos 0x0, ttl 52, id 766, offset O, flags [DF], proto TCP (6), length 88)
94.102.63.55.0 > 10.10.10.10.0: tcp 68 [bad hdr length 0 - too short, < 20]

0x0000: 4500 0058 02fe 4000 3406 91fl 5e66 337
0x0010: Oala OalGa 0000 OOGO 55c3 7203 0OOO 0600
0x0020: 0cO0 0050 418b BOOO 6e82 efOl GBOG 0OOO
0x0030: 25b0 cedb 0000 0OGO aG02 3cb® 9a8b 00CO
0x0040: 0204 0f2c 0402 080a 0005 272d 0005 272d
0x0050: 01063 0300

IP truncated-ip - 4 bytes missing! (tos 0x10, ttl 47, id 28629, offset 0, flags [DF], proto TCP (6), length 60)
46.137.48.107.0 > 10.10.10.10.0: Flags [P.UW] [bad hdr length 56 - too long, > 40]

0x0000:
0x0010:
0x0020:
0x0030:

4510 003c 6fd5 4000 2f06 68cf 2e89 306b
Oala OaBa 0000 0O 51a9 89b8 GOEO COOO
e6b8 0050 b315 0000 ec67 0d66 00O OOOO
0000 0000 0000 6600

IP truncated-ip - 4 bytes missing! (tos 0x80, ttl 51, id 45284, offset 0, flags [DF], proto TCP (6), length 60)
186.202.179.99.0 > 10.10.10.10.0: Flags [SUW], seq 1603085765, win 27016, urg 0, options [[bad opt]

0x0000: 4580 003c bOe4 4000 3306 1416 baca b363
0x0010: Oala Oala 0000 0OGO 5f8d 25c5 0OOO GO0
0x0020: aba2 6988 23fa 0000 f271 af2a 0EE0 0000

0x0030: 0000 0O 0OEO 000

Johannes B. Ullrich, Ph.D.
SANS Technology Institute

erouter org
erouter org
erouter org
erouter org
erouter org
erouter org
erouter org
erouter org

erouter.org

erouter org
router.org
router.org
router.org
router.org
router.org
router.org
router.org
router.org
router.org

router.org

Iilhana 2

05:30
1126

«@fields service »
HostStats
HostStats
HostStats
HostStats
HostStats
HostStats
HostStats
HostStats
HostStats
HostStats
HostStats
HostStats
HostStats
HostStats
HostStats
HostStats
HostStats
HostStats
HostStats
HostStats.
HostStats
HostStats
HostStats
HostStats
HostStats
HostStats
HostStats
HostStats
HostStats
HostStats.

HostStats

06:00
1126

06:30 07:00 07:30 08:00
1126 11126 11126 11126

Sources

©19387.106.20 (77) @ 38.101.227.2 (68) © 80.82.64.114 (67)
©615.204.72 (64) @59.120.39.138 (63) @ 198.20.60.74 (60)
©93.120.27.62 (59) @217.211.187.62 (50) @82.221.105.7 (56)
©582.221.105.6 (56)

010 100 of 500 available for paging

«@fields source » «@fields.type » «@fields.target_proto »
5.254.101.109 portscan TP
5.254.101.199 portscan TCP
5.254.101.199 portscan TP
5.254.101.109 portscan TP
5.254.101.109 portscan TCP
5.254.101.199 portscan TP
5.254.101.109 portscan TCcP
5.254.101.109 portscan TP
5.254.101.199 portscan TP
5.254.101.109 portscan TP
5.254.101.109 portscan TP
5.254.101.199 portscan TCP
5.254.101.199 portscan TP
5.254.101.109 portscan TCcP
5.254.101.109 portscan TCP
5.254.101.199 portscan TP
5.254.101.199 portscan TCcP
5.254.101.109 portscan TP
5.254.101.199 portscan TP
5.254.101.199 portscan TP
5.254.101.109 portscan TP
5.254.101.109 portscan TCP
5.254.101.199 portscan TP
5.254.101.109 portscan TP
121.56.218.182 portscan TCP
61.147.113.66 portscan TP
58.215.241.135 portscan TCcP
85.248.123.130 portscan TP
192.96.206.139 portscan TP
113.240.245.243 portscan TP
61.147.116.57 portscan TP

08:30 00:00 00:30
11126 11026 11126
Ports

©0/(3892) ® lissing field (0) @ Other values (0)
4000

3000
2000
1000

0

EY
«@fields target_port» 4@fields.attack_scale v
0 30862422
0 23135117
0 23087514
0 23041795
0 23023763
0 22076472
0 22045057
0 22017450
0 22889780
0 22880455
0 22834519
0 22828325
0 22806558
0 22800232
0 22779083
0 22742503
0 22703578
0 22701039
0 22682077
0 22631864
0 22571500
0 20783827
0 16915881
0 12319164
0 456607

0 325534

0 325527

0 325400

0 324450

0 323055

0 305469



Vykon

e /pracovani logu pouze na proxy nemusi pro gridy nebo
jina velka prostredi stacit ..
O vytvoreni cloudové sluzby je s LS snadné. To co potfebujeme navic je
fronta >> redis
O pouzit modul input redis misto tcp



Vice cloudu, vice Adidas
: IDFOX_ : virtual clus_

operator /7-_).

™ .
- B\ ~ redis
Central storage

Xen+fmwk

Service proxy R




movingMedian(els.incoming speed,6)
90.0 K

Souhrn LS + ES ﬁ

] Jl“”\fmw |
450Kt I M 1
e upload '
o testdata i -
N |Ogy zZ ledna 2013 15:00 16:00 17-00 1800 19:00

B 105GB -- cca 800M udalosti

o zaindexovano za 4h
B 8 datovych uzlu (indexeru)
B 16 sdilenych parseru (LS na datovém uzlu)
N

o rychlost kolisa hlavné kvuli charakteru zpracovavanych dat (mnoho
maliCkych udalosti)

B béhem bézného provozu neni “tak velky” cluster nutny



Souhrn LS + ES

e Rychlost nahravani dat do ES zalezi na ...

velikosti grokovanych dat a finalnich dokumentu,
velikosti davek pri davkovém zpracovani,
filtert a akci béhem zpracovani,

O O O O

velikosti internich front v LS v pfipadné vice vystupnich pluginu (stejné
jako odbocCovaci pruhy v rsyslogu:),

nastaveni indexu v elasticsearch,

O O O O

vyladeni na vysokou rychlost je vzdy manualni
pracicka (graphite, ...)



Souhrn LS + ES

e rychlost vyhledavani ~

# du -sh .
105G .
# time grep -R "realuser" * > search.txt
real 18m39.447s
user 1m7.796s
sys 1m24.565s
# wc search.txt
81636 1773549 21777400 search.txt
#

# ./el_listnodes.py

10.0.0.31 id HRf5TJebQw6_cYxAsS2mt(Q indices.docs.count 388345192
10.0.0.3 id BBcHTUkO9SkWxhynzoPafog indices.docs.count 409604004
10.0.0.1 id 1pTq45TKTGavwnZGKXPcf(Q indices.docs.count O

# time sh curltest.sh > searchl

real Om34.944s

user Omo0.536s

# grep ’"_id"’ searchl |wc
81636 244908 3265440



Podrobnéjsi analyza logu

® ES je fulltext SE, nikoli databaze

O ale my bychom databazicku potfebovali ...

e Dokumentove orientovana databaze
O  Auto-Sharding

O Mapreduce a agregacni framework



Podrobnéjsi analyza logu

e MongoDB

o Lze nakrmit pres Logstash podobne jako ES
m analyza logu z sshd

AAARESULT (7:Accepted|Failed|Authorized|identification|Invalid|disconnect|tried|refused)
METHOD (7:[a-z-]+|correct key)
PRINCIPAL [a-zA-Z0-9_/-]+@%{HOSTNAME}

AUTHN %{AAARESULT:result} %{METHOD:method} for (invalid user )7%{USER:user} from %{IPORHOST:rem
AUTHZ %{AAARESULT:result} to %{USER:user}, krb5 principal %{PRINCIPAL:principal} \(krb5_kuserok
SCAN Did not receive 7%{AAARESULT:result} string from %{IPORHOST:remote}

INVALID %{AAARESULT:result} user %{USER:user} from %{IPORHOST:remote}

DISCONNECT Received %{AAARESULT:result} from %{IPORHOST:remote}: 11: disconnected by user
WRONGKEY Authentication %{AAARESULT:result} for %{USER:user} with %{METHOD:method} but not from
REFUSED %{AAARESULT:result} connect from %{IPORHOST:remote} \(%{IPORHOST:remotel}\)

SSHATTEMPT (7:%{AUTHN}|%{AUTHZ} | %{SCAN} | %{INVALID}|%{DISCONNECT}|%{WRONGKEY}|%{REFUSED})

SSHBASE3 (%{SYSLOGTIMESTAMP} (%{IP:coll} )?%{SYSLOGHOST:logsource} )?%{SYSLOGTIMESTAMP:timestan
SSHLINE %{SSHBASE3} %{SSHATTEMPT:message}



"_id": ObjectId("51379dd1e4b0fad32a766fa7"),
"Q@timestamp": ISODate("2013-02-03T13:12:44.0Z"),
"@tags": [] s
"@fields": {

"coll": {

MapReduce , "0": "ddd.aaa.bbb.ccc"

"logsource": {
"0": "wknode23.sub.domain.cz"

},
"result": {
"O0": "Invalid"

},
"user": {
IIOII : Ilprueba"
},
"remote": {
"O": "218.85.135.29"
'map': Code("
function() { ¥
var a = new Date( s
this. @timestamp. getFullYear(), "@message": "Feb 3 14:12:42 ddd.aaa.bbb.ccc wknode23.sub.doma:
this. @timestamp. getMonth( ), "Q@type": "ssh"
this. @timestamp. getDate(), }
this. @timestamp. getHours( ),
0, 0, 0);
emit(
{t: a,
logsource: (this.@fields.logsource ? this. @fields.logsource. toStringl() :
user: (this. @fields.user ? this.@fields.user.toString() : 'NULL'),
method: (this. @fields. method ? this. @fields. method. toString() : 'NULL'),
remote: (this.@fields. remote ? this.@fields. remote.toString() : 'NULL'),
result: (this.@fields. result ? this. @fields. result.toString() : 'NULL'),
}u
{count: (this.value ? this.value.count : 1)}
)i
}"l
{h,

'reduce': Codel'
functionik,v) {
var r = { count:0 } ;
v. forEach(function(v) {r.count+=v.count });
return r;
}Il
{h,



Mongomine

nad kolekci/tabulkou ze ziskanych logu

casoveé orientovane hierarchické agregace
m perHour, perDay, perMonth -- profilovani, prohlizeni)

specialni pohledy (mapCrackers)

O

©)

externi data (Warden, Tor, ...)

stats |

| profile_remote

|_>|

search |

17

table_mapRemoteResult

table_mapResult

|graph mapRemoteResuItPerX| &

graph maplLogPerX

graph mapResultPerX

table_mapCrackers

|
X
;
N

table_grokparsefailure

7T
I\

coll

user method

collection
@field

process

bottle route

logsource

remote

result

Ny
g

log

|

timingReduces

map generator mapMethod .
ncr
|—>| timingReduces Y

mapLogsourceUserMethod

cracks_list

erHour

2 maplogsourceUserMethodRemoteResultPerDay

maplogsourceUserMethod

erMonth

cracks_blacklist

—>»| cracks_blackist

cracks_whitelist

—>»| cracks_whitelist

warden_list

j;l warden

warden_input

alerts

'—)| internalData

maplLogPerHour

passTime
remap ->| mapRemoteResultPerHour '—>| mapResuItPerHourI
maplLogPerDay
mapRemoteResultPerDay }—>| mapResultPerDay
maplLogPerMonth

mapRemoteResultPerMonth '—>|mapResuItPerMonth|

Y Y

| mapRemoteResult | | mapResult |




Mongomine

e aplikace pro prohlizeni vysledku Logstash + MongoDB

m analyza bezpecnostnich udalosti
® python bottle webapp

® Google Highcharts

m automaticky reporting
® Uspéesna prihlaseni z
O mapCrackers
O Warden
O vystupnich uzlu sité Tor
O



Mongomine

stats search profile remote dropmaps table grokparsefailure table mapCrackers table timingReduces cracks list alerts cracks whitelist cracks blacklist warden list rock naiglos:rsyslog::memstat
hostname: = | remote: [Fr=—— = || submit | M
Hour Day Month remote: i I.. 77150 -- hostname:
i z--[]
631.0 B Accepted Agcepted --1158.0
125.9 ) Failed --47.0
: u Fallefi Invalid -- 2.0
25.1 I Invalid identification -- 1.0
5.0 /“-o—/\ I identific...
1.0 4 V4
Jan 8, 2013 Jan 22, 2013 Feb 5, 2013 Feb 19, 2013 Mar 5, 2013
whitelist blacklist
POST:{ remote": ['147.251.17.1507, limit" [100], ‘collection": [ ‘mapL hod! erDay’l} hide selectorDiv
internalData
. i log
timestamp_begin:
. p_begin:| J NULL Accepted 7] mapCrackers
timestamp_end:| J correct key Authorized mapLogPerDay
logsource:| gssapi-with-mic Failed mapLogPerHourh
password invald
user:[ ] publickey identification mapLogsourceUserMethodRemoteResultPerDa
L none refused mapLogsourceUserMethodRemoteResultPerHour
principal:| tried mapLogsourceUserMethodRemoteResultPerMonth
remote: (W@ T=—Cr ) mapMethod
limit. [100 ] mapRemoteResult
: . = (TR, . M an 1 aams ) mapRemoteResultPerDay
(oubmt | methods: | Al || None | results: [ Al || None | mapRemoteResUItPerHour
e mapRemoteResultPerMonth
collection:  mapResult
COLLECTION L hod ltPerDay
QUERY:{' id.remote": '147.251.17.150", in'; qorock
FOUND:TODO
Show [ 100/ ¢ | entries Search: |
_id.ot _id.logsource _id.method _id.remote _id.result _id.user value.count
Mon Mar 11 00:00:00 2013 TSR e S 7 gssapi-with-mic TS0 Accepted huo 1
Mon Mar 11 00:00:00 2013 g oo RS =S Yal= kR e 4 gssapi-with-mic Accepted by g 2
Sun Mar 10 00:00:00 2013 claipitior uRi.c7 gssapi-with-mic Accepted ST 1 -
Sun Mar 10 00:00:00 2013 e menitee s gssapi-with-mic Accepted o 1
Sun Mar 10 00:00:00 2013 T T T gssapi-with-mic Accepted 1
Sun Mar 10 00:00:00 2013 T = T publickey Failed 2
Sun Mar 10 00:00:00 2013 I E———TT password Accepted 1
Sun Mar 10 00:00:00 2013 ey gssapi-with-mic Accepted 1
Sun Mar 10 00:00:00 2013 P 5t i L s gssapi-with-mic Accepted 1
Sun Mar 10 00:00:00 2013 L VRN 8 s (o L gssapi-with-mic Accepted 1
Sat Mar 9 00:00:00 2013 gt co IRl gssapi-with-mic Accepted 1
Fri Mar 8 00:00:00 2013 T T O - T S gssapi-with-mic Accepted 2 ~




Sourhn Mongomine

e ftestcase
O 20GB -- leden 2013
O 1 uzel MongoDB, 24 CPUs, 20 shardu
O 1 uzel parseru, 6 LS parseru

e rychlost
O upload -- pribl. 8n (hema davkoveé zpracovani :(
O 1st MR job -- pfibl. 4h
O pocitavani inkrementalnich MR behem provozu -- pfibl. 10s



Pohled z vysky

e rsyslogd + testbed
e LS+ES
e LS + Mongomine + Ext

Eext. services I: proxy services | public )CENINEGEGE I: mining cloud
- rersor]
ﬁ‘ reporting

virtual testba_ j

|i cloud IM

IDS Warden

Evorkernodeﬂ

mining nodes

WOl

Torque + Magrathea + Xen

%%ﬁ%%%%gﬁgﬁ% s

YEAR/MONTH/COLLECTOR/....



Meéereni se nam libilo ...

W u AL AW 4

o musime ji udelat redundantni

e virtualizace je bozi (kdyz seje ;)
o pokud je skutecne dynamicka umozni extremne
zrychlit vyvoj | testovani aplikaci

e Vice analyz
o vic externich dat
o rychleji



Evorkernode layer

e Funguje to
o Skaluje to jak potrebujeme
o sem tam jsme si neco dopsali
o reseni je schopneé zpracovat rozlicha data
B ktera maji riznou nebo prakticky zadnou strukturu

Vlastnosti

o sber dat -- rsyslog

o zpracovani dat -- logstash

o rozhrani s vysokou interakci -- ES, kibana
o analyza a poplachy -- mongomine



ESB EGI Technical forum 2013
Virtual Machine Walkthrough

http://home.zcu.cz/~bodik/metasw/esbegitf/



Otazky ?

Ted nebo or ...

https://wiki.metacentrum.cz/wiki/User:Bodik
mailto:bodik@civ.zcu.cz
mailto:kouril@ics.muni.cz



