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Obecneé o tunelovani IPv6

e Cotoje?

- Propojeni nékolika pocitacu/siti IPv6 protokolem
pres IPv4 sit

- Jedna strana zabali IPv6 paket do IPv4 paketu —
druha strana ho rozbali

* ProC?
- ISP IPv6 stale nenabizeji :(
- Moznost “ochutnat” IPv6
- Nekteré sluzby zvyhodnuji IPv6 (knihy.nic.cz)
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Obecneé o tunelovani IPv6

* Konfigurovane tunely

- Registrace

- Klientska aplikace

- Permanentni tunel mezi klientem a serverem
- SIXXS, Hurricane Electric

* Automaticke tunely

- Tunel se vytvari dynamicky
- Z&dna registrace
- 6to4, Teredo
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6to4

e RFC3056 - Connection of IPv6 Domains via
IPv4 Clouds
* Pozadavky:

- Verejna IPv4 adresa
- Podpora v OS

e Jednoznacné mapovani IPv4 adres na IPv6

- 2002:IPv4adresa::/48
- 217.31.204.95 -> d9.1f.cc.5f => 2002:d91f.cc5f:./48
- napr. 2002:d91f.ccof::1
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6to4

e Virtualni 6to4 rozhrani v OS

- Zajistuje provoz do ostatnich 6to4 siti

- Zjisti si IPv4 adresu a na tu posle zabaleny Ipv6
paket

 Komunikaci mezi 6to4 a nativnim |IPv6 zajistuji
relay routery pomoci anycastu

- Nativni IPv6 -> 6to4 : propaguiji prefix 2002::/16
- 6to4 -> Nativni IPv6 : propaguji 192.88.99.1 (6to4)
- Prekladaji pakety
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6to4

Soubor Upravit Zobrazit Terminil Napovéda

[root@localhost ~]# traceroute 192.88.99.1 Al
traceroute to 192.88.99.1 (192.88.99.1), 3@ hops max, 6@ byte packets
1***

2 r5asB9.net.upc.cz (86.49.52.89) 20.286 ms 20.566 ms 20.660 ms

3 1p-81-27-202-33.net.upc.cz (81.27.202.33) 20.707 ms 20.759 ms 20.806 ms

4 at-viefla-rdl-xe-4-1-0.aorta.net (213.46.160.185) 65.865 ms 65.914 ms 65.698 ms

5 fr-par@2a-rd2-gi-11-0-0.aorta.net (213.46.160.189) 59.187 ms fr-par@2a-rd2-gi-0-8-0.aort
1-11-0-0.aorta.net (213.46.160.189) 59.275 ms

6 fr-par@2a-ra2-ge-0-0-0 0.aorta.net (213.46.163.90) 62.012 ms 88.689 ms 95.024 ms

7 213.46.163.6 (213.46.163.6) 98.851 ms 98.844 ms 98.873 ms *
8 168geb-005-gigl@-0.bb.ip-plus.net (138.187.130.6) 99.128 ms 60.744 ms *

9 168ges-005-tenl-4.bb.ip-plus.net (138.187.129.40) 58.003 ms 59.399 ms 60.17@ ms

10 168cix-005-ten3-1.bb.ip-plus.net (138.187.130.70) 60.386 ms 60.469 ms 49.484 ms

11 swic-00-ser@.ce.ip-plus.net (164.128.20.46) 49.066 ms 51.151 ms 57.732 ms

12 swiEL2-10GE-1-3.switch.ch (130.59.37.66) 58.986 ms 58.776 ms 58.406 ms —
13 swil52-10GE-1-2.switch.ch (130.59.36.69) 58.665 ms 56.992 ms 58.408 ms
14 swiBE1-10GE-1-1.switch.ch (130.59.37.130) 59.527 ms 59.577 ms 49.475 ms
15 swiBE2-V300.switch.ch (138.59.36.198) 68.766 ms 69.219 ms 69.323 ms

16 sSwiFR2-G2-3.switch.ch (130.59.36.105) 68.545 ms * #

[root@localhost ~]# [] [




6to4.nic.cz

e 6to4 relay router provozovany CZ.NIC

* Propagujeme 2002::/16 a 192.88.99.0/24

- Upstream 1 — Casablanca
- Upstream 2 — Interoute
- NIX

e Aktualni omezeni (shaping) na 18Mbit/s
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6to4.nic.cz
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Jak nastavit 6to4

e Manualni nastaveni

- Spocitat si 6to4 adresu z verejné IPv4 adresy
- Vytvorit 6to4 rozhrani a nastavit mu 6to4 adresu

- Nastavit defaultni routu pro IPv6 na nejblizsi relay
router (nebo 192.88.99.1) skrz 6to4 rozhrani

* Nektere OS podporuji jednodussi nastaveni
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Jak nastavit 6to4 - Linux

 Manualni:
- Ip tunnel add sitO mode sit remote any
- Ip link set sitO up
- Ip -6 address add 2002:d91f:cc5f::1/16 dev sit0
- Ip -6 route add default via ::192.88.99.1 dev sit0
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Jak nastavit 6to4 - Linux

 Poloautomatickeé:

- /usr/share/doc/initscripts-9.12/ipv6-6to4.howto

- echo "IPV6_DEFAULTDEV=tun6to4">>
letc/sysconfig/network

- [etc/sysconfig/network-scripts/ifcfg-ethO:

- IPVGINIT=yes
- IPV6TOA4INIT=yes

* Problem initscripts vs. NetworkManager

- NetworkManager zatim podporu nema 13



Jak nastavit 6to4 - Windows

* Automaticky pokud existuje verejna IPv4
adresa a neexistuje nativni IPv6 adresa

* Defaultni smerovani na relay router
6to4.ipv6.microsoft.com

e Mozno zmeénit:

- netsh interface 6to4 set relay <jmeno>
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Jak nastavit 6to4 — MacOS

(Ennﬁgure...) (- Connect... ) @

860 Metwark )
Location: | home HH
Shm] v Network Status r
Built-in Ethernet _
] P address
&  Built-in Ethernet |  Network Port Configurations ia Ruilt-in

il
d Click the lock to prevent further changes. IE Assist me... j Apply Now
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Jak nastavit 6to4 - MacOS

06 n Network

A new configuration is for a specific port. You must
name your configuration and choose a port.

Mame: _ Untitled

Port + Internal Modem
Built-in Ethernet

Built-in FireWire

On | Port Configurations

1 PCCard Modem

1 Internal Modem
¥ Built-in Ethernet
1 AirPort

L
[ﬂ Click the lock to prevent further changes. | Assistme... ) [ Apply Now




Jak nastavit 6to4 - MacOS

[ enn Metworle Status

Built-in Ethernet
Location brod

Check a configuration to make it active.

connecting to a network.

Show v Network Port Configurations

Drag configurations into the order you want to try them when

On  Port Configurations
PC Card Modem

a Built-in Ethernet
[ AirPort

W 6tod

B Internal Modem

Delete. ..

Duplicate

@

[
d Click the lock to prevent further changes.

( Assist me. .. ) [ __Appl*,r Now
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Problemy

* |Pv4 pakety s protokolem 41
e Standardni firewall tyto pakety blokuje
e Linux:
- Iptables - INPUT -p 41 - ACCEPT
e Ostatni OS podle navodu k firewallu
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Problemy

e System stale pouziva IPv47?17?!

e RFC3484 - Default Address Selection for
Internet Protocol version 6

e Zdroj (IPv4+6to4) a Cil (IPv4+IPv6) =>
algoritmus vybere IPv4

e Linux: /etc/gai.conf

- Vytvorit default podle man gai.conf
- Zakomentovat radek label 2002::/16 2
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Zaver

e Docasne reseni...

* Podminka verejne adresy

- UPC, ADSL proskytovatelé
- Nebo pouzit Teredo

* Vice informaci: Pavel Satrapa — IPv6

- K dispozici na knihy.nic.cz
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Otazky?

jaromir.talir@nic.cz
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