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Co je to Internet?
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Co je to Internet?

@ Zadny centralni mozek lidstva
® Mnozstvi nezavislych navzajem propojenych
siti (autonomnich systému) pomoci BGP

- |dentifikovanych pomoci Cisla AS (ASN)
- Propagujicich rozsahy IP adres

® Propagace obsahuje
- |P prefix(y)
- AS_PATH (Detekce smycek)
- Dalsi atributy
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Co je to Internet?
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Nutne zaklady BGP

e Krat3i AS PATH vyhrava

- 192.168.0.0/16 AS 100 1
VS.
- 192.168.0.0/16 AS 1002 3 6
® \/ice specificka specificka cesta je lepsi
- 192.168.0.0/17

VS.
- 192.168.0.0/16
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Vztahy v BGP

® Peering

- (VetSinou) zdarma

- 11

- IP rozsahy nejsou distribuovany dale
e Zakaznik

- (Vétsinou) komercéni vztah vuci transitnimu oper.
- Propagace od zakaznika je posilana dale
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Kdo muze propagovat...

e Kdokoli...




Kdo muze propagovat...

® BGP je zaloZzeno na duvére

- ZAadny centralni mozek lidstva

e ICANN pfidéluje IP rozsahy RIRdm (RIPE,
ARIN, LACNIC, APNIC, AfriNIC)

e RIR pridéluje LIRu (ISP, hostingy, IX, ...)
® Neexistuje ,silna” vazba mezi ASN a IP blokem
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Predpoklady v BGP

e Kazdy AS propaguje jen IP rozsahy, které
spravuje

e Zdroj aktualizace v BGP je autoritativni pro
kazdou poslanou zmenu

® Propagovana AS_PATH je korektni
e TCP spojeni je bezpecCne :)
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Filtrovani

® Zakazniku
- Casto zadné (max-prefix, obéas AS_PATH)
- Mensi ISP — statické seznamy
- Vetsi ISP — automatizovane filtry z IRR

® Peeringy
- Vetsinou pouze max-prefix

- Casto nejsou filtrovany ani vlastni prefixy od
ostatnich peeru
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Unos IP adres

® [radiCni

RychlejSi nez dostat
|IP blok oficialni cestou
y

Spam, scam, boti

DoS konkurence,
vydirani
Podvrzeni cile
(Twitter, Youtube)




Jak na to?

e Stary freemail/domeéna ve whois

- Zaregistrujete email/doménu
- Zmenite kontaktni udaje
- |P adresy jsou vase

® Proste prefix poslete do sveta...

- Nikdo si toho mozna ani nevSimne
- Nebo jej oficialne oznamte a pak poslete
- Nikdo to nebude kontrolovat...
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Unosy IP adres v minulosti

e 134.33.0.0/16 — CODEX (Motorola) — spam
® 146.20.0.0/16 — Erie Forge & Steel — spam

® 166.188.0.0/16 — Carabineros De Chile (2x)

- ,Carabineros De Chile LLC, Nevada Corporation®
e 203.26.80.0/24 — Motorola AU

- llegalni pornografie
@ 208.65.153.0/24 — Youtube

- Pakistan Telecom
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Zabezpeceni proti unosu...

e Musi filtrovat vsichni

@ BCP — Alert systemy (MyASN, PHAS, Renesys)
® Pouzivejte IRR (alespon pro sebe)

e Unos neni anonymni — diky AS_PATH

e \/ pripade zjisteni unosu kontaktujte vase
tranzitni operatory

e Reseni v fadu minut, hodin, dni...
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,Neviditelny“ BGP unos

® Pilosov & Kapela

e DEFCON 2008 .
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,Neviditelny“ BGP unos

® Uneseme IP prefix jako obvykle

- Delka prefixu, kratsi AS_PATH, atp.

- Tj. smerovace si budou vybirat vasi ,lepsi® cestu
® Nejak musime provoz zase vratit zpatky

- VPN/Tunnel?
- Potrubni posta?

® Ne, pouzijeme Internet a mechanismy BGP

17



Zjistime nejkratsi cestu zpet
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Posleme ,,lepsi® prefix

192.168.0.0016
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AS PATH je nas pritel

® Mechanismus detekce smycCek v AS PATH
- Cesta s vlastnim AS uz u mé ,byla“, tj. nechci ji
® Sité v nejkratsSi ceste novou propagaci zahodi

e \/Sude jinde je nas ,lepsi” prefix
e Data prijmeme, zpracujeme a posleme zpatky

- Nejkratsi cestou, ktera nezna nas ,lepsi” prefix
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Ukryti utocnika

® DelSi cesta jde poznat z traceroute (k cili)
- Od cile je provoz stale stejny
e Zmenime TTL v IP paketu

- Pro nase zarizeni (plus)
- Pro odchozi sit’ (plus)

® Tim skryjeme podezrelou aktivitu
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Bez uprav TTL

12.87.94.9 [AS 7018] 4 msec

4 msec 8 msec

tbrl.cgcil.ip.att.net (12.122.99.38) [AS 7018] 4 msec 8 msec 4 msec
ggr2.cgcil.ip.att.net (12.123.6.29) [AS 7018] 8 msec 4 msec 8 msec
192.205.35.42 [AS 7018] 4 msec 8 msec 4 msec

cr2-loopback.chd.savvis.net

(208.172.2.71) [AS 3561] 24 msec 16 msec 28 msec

cr2-pos-0-0-5-0.NewYork.savvis.net (204.70.192.110) [AS 3561] 28 msec 28 msec 28 msec
204.70.196.70 [AS 3561] 28 msec 32 msec 32 msecC

208.175.194.10 [AS 3561] 28 msec 32 msec 32 msec

co0lo-69-31-40-107.pilosoft.com (69.31.40.107) [AS 26627] 32 msec 28 msec 28 msec
tge2-3-103.arl.nyc3.us.nlayer.net (69.31.95.97) [AS 4436] 32 msec 32 msec 32 msecC

* x ok (missing from trace,
tgel-2.fr4.ord.llnw.net (69.
ve6.fr3.ord.llnw.net (69.28.
tgel-3.frd4.sjc.llnw.net (69.
ve5.fr3.sjc.llnw.net (69.28.
tgel-1l.fr4.lax.llnw.net (69.
tge2-4.fr3.las.llnw.net (69.

198.32.160.134 — exchange point)
28.171.193) [AS 22822] 32 msec 32 msec 40 msec
172.41) [AS 22822] 36 msec 32 msec 40 msec
28.171.66) [AS 22822] 84 msec 84 msec 84 msec
171.209) [AS 22822] 96 msec 96 msec 80 msec
28.171.117) [AS 22822] 88 msec 92 msec 92 msec
28.172.85) [AS 22822] 96 msec 96 msec 100 msec

switch.ge3-1.fr3.las.llnw.net (208.111.176.2) [AS 22822] 84 msec 88 msec 88 msec

gig5-l.esw03.las.switchcommgroup.com (66.209.64.186) [AS 23005] 84 msec 88 msec 88 msec

66.209.64.85 [AS 23005] 88 msec 88 msec 88 msec

gig0-2.esw07.las.switchcommgroup.com (66.209.64.178) [AS 23005] 88 msec 88 msec 88 msec
acs-wireless.demarc.switchcommgroup.com (66.209.64.70)
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11
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13

S upravami TTL

12.87.94.9 [AS 7018] 8 msec 8 msec 4 msec

tbrl.cgcil.ip.att.net (12.122.99.38) [AS 7018] 4 msec 8 msec 8 msec
ggr2.cgcil.ip.att.net (12.123.6.29) [AS 7018] 4 msec 8 msec 4 msec

192.205.35.42 [AS 7018] 8 msec 4 msec 8 msec

cr2-loopback.chd.savvis.net (208.172.2.71) [AS 3561] 16 msec 12 msec *
cr2-pos-0-0-5-0.NewYork.savvis.net (204.70.192.110) [AS 3561] 28 msec 32 msec 32 msec
204.70.196.70 [AS 3561] 28 msec 32 msec 32 msecC

208.175.194.10 [AS 3561] 32 msec 32 msec 32 msecC

gig5-1.esw03.las.switchcommgroup.com (66.209.64.186) [AS 23005] 88 msec 88 msec 84 msec
66.209.64.85 [AS 23005] 88 msec 88 msec 88 msec

gig0-2.esw07.las.switchcommgroup.com (66.209.64.178) [AS 23005] 84 msec 84 msec 88 msec
acs-wireless.demarc.switchcommgroup.com (66.209.64.70) [AS 23005] 88 msec 88 msec 88 msec

23



Pro srovnani

Origindlni sit:

1
1
1
1
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12.87.94.9 [AS 7018] 8 msec 8 msec 4 msec

tbrl.cgcil.ip.att.net (12.122.99.38) [AS 7018] 8 msec 8 msec 8 msec

12.122.99.17 [AS 7018] 8 msec 4 msec 8 msec

12.86.156.10 [AS 7018] 12 msec 8 msec 4 msec

tgel-3.frd4.sjc.llnw.net (69.28.171.66) [AS 22822] 68 msec 56 msec 68 msec
ve5.fr3.sjc.llnw.net (69.28.171.209) [AS 22822] 56 msec 68 msec 56 msec
tgel-l.fr4.lax.llnw.net (69.28.171.117) [AS 22822] 64 msec 64 msec 72 msecC
tge2-4.fr3.las.llnw.net (69.28.172.85) [AS 22822] 68 msec 72 msec 72 msec
switch.ge3-1.fr3.las.llnw.net (208.111.176.2) [AS 22822] 60 msec 60 msec 60 msec
gig5-1l.esw03.las.switchcommgroup.com (66.209.64.186) [AS 23005] 60 msec 60 msec 60 msec
66.209.64.85 [AS 23005] 64 msec 60 msec 60 msec

gig0-2.esw07.las.switchcommgroup.com (66.209.64.178) [AS 23005] 60 msec 64 msec 60 msec
acs-wireless.demarc.switchcommgroup.com (66.209.64.70) [AS 23005] 60 msec 60 msec 60 msec

Unesena sit:

O o U bW
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12.87.94.9 [AS 7018] 8 msec 8 msec 4 msec
tbrl.cgcil.ip.att.net (12.122.99.38) [AS 7018] 4 msec 8 msec 8 msec
ggr2.cgcil.ip.att.net (12.123.6.29) [AS 7018] 4 msec 8 msec 4 msec

192.205.35.42 [AS 7018] 8 msec 4 msec 8 msec
cr2-loopback.chd.savvis.net (208.172.2.71) [AS 3561] 16 msec 12 msec *
cr2-pos-0-0-5-0.NewYork.savvis.net (204.70.192.110) [AS 3561] 28 msec 32 msec 32 msec
204.70.196.70 [AS 3561] 28 msec 32 msec 32 msecC
208.175.194.10 [AS 3561] 32 msec 32 msec 32 msec
gig5-l.esw03.las.switchcommgroup.com (66.209.64.186) [AS 23005] 88 msec 88 msec 84 msec
66.209.64.85 [AS 23005] 88 msec 88 msec 88 msec
gig0-2.esw07.las.switchcommgroup.com (66.209.64.178) [AS 23005] 84 msec 84 msec 88 msec
acs-wireless.demarc.switchcommgroup.com (66.209.64.70) [AS 23005] 88 msec 88 msec 88 msec
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Zavery

® Muzeme unést libovolny prefix, aniz by se
cokoli rozbilo

® Muzeme ho unést skoro neviditelné

e AS PATH nam utoCnika neodhali
e Filtrujte své zakazniky!

- | pred jimi samymi
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Vyhledy do bezpecnosti BGP

e S-BGP — mrtvy standard

e soBGP — mrtvy standard

e Certifikace zdroju @ RIPE

® Secure Inter-Domain Routing WG @ IETF
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Zdroje

- http://lwww.ripe.net/ripe/tf/index.html
- http://tools.ietf.org/wg/sidr/

- http://www.networkworld.com/news/2009/011509-
bgp-attacks.html

http://web.mit.edu/net-
security/Camp/2003/DBowie_|IP_Hijacking.pdf

https://www.defcon.org/images/defcon-16/dc16-
presentations/defcon-16-pilosov-kapela.pdf
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